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Computational Thinking (1.1)

Pearson ref: 1.1

Content area: Problem Solving (1)

The four components of computational thinking and how they relate

Diagram (rendered in web version)

graph TD CT[ " Conput ati onal Thi nking"] D[ "Deconposition Break the probleminto smaller parts"]
PR["Pattern Recognition Find simlarities and repeated behaviours"] A[l"Abstraction Focus on what
matters, filter out the rest"] AD["Algorithm c Design Create a clear step-by-step process"] CT --> D ...

(6 nore lines)
Decomposition tree — a system performance complaint broken into manageable sub-problems

Diagram (rendered in web version)

graph TD P["System perfornmance conplaint"] P --> H"Hardware"] P --> S["Software"] P --> N "Network"] H
--> H1[ " Check RAM usage"] H --> H2["Check CPU |l oad"] H --> H3["Check disk health"] S --> S1["Check
runni ng processes"] S --> S2["Check for pending updates"] N --> N1["Run ping / latency test"] N -->
N2[ " Check bandw dth usage"]

Introduction

Computational thinking is a structured way of approaching a problem so that it can be understood clearly,
communicated accurately and solved methodically. In digital support and security, problems are often
complex because they involve a mixture of hardware, software, users, processes and data. Computational
thinking helps a support professional break that complexity down into parts that can be analysed and acted
on.

Computational thinking is not the same as programming. It is a broader problem-solving approach that helps
people decide what needs to be understood, what matters most, how the problem can be represented and
what steps a solution should follow. This makes it useful for technical troubleshooting, planning system
changes, responding to incidents and improving repeatable support processes.

What Computational Thinking Is (1.1.1-1.1.3)

111 Definition of computational thinking and its purpose.
11.2 When to use computational thinking.
1.1.3 Benefits and drawbacks of using computational thinking.

Computational thinking is the process of analysing a problem in a structured way so that it can be solved
systematically by a person, a computer, or a mixture of both. Its purpose is to make complex problems easier
to understand, easier to communicate and easier to solve.
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Computational thinking should be used when a problem has several parts, when the same type of issue
occurs repeatedly, when different people need to follow the same reasoning, or when a solution may later be
automated. In digital support and security this includes situations such as diagnosing an intermittent fault,
planning a software rollout, deciding how to respond to a service incident, or designing a repeatable process
for checking user access.

It is less useful when a task is very simple, one-off and already obvious. For example, if a user only needs a
straightforward password reset and the steps are already known, turning the task into a formal computational
model may add unnecessary delay. Computational thinking is most valuable when the structure it provides
adds clarity, consistency or control.

The main benefits of computational thinking are that it helps make complex problems manageable, improves
communication between staff, supports reuse of successful approaches and prepares a task for repeatable
execution or automation. The drawbacks are that it can take additional time at the start, may be
unnecessarily detailed for simple tasks, and can encourage people to focus too much on separate parts if
they do not reconnect those parts into a complete solution.

The Four Core Components (1.1.4-1.1.5)

Decomposition Break a complex system or problem Identify the main features, separate
into smaller, manageable parts. sub-problems and divide the solution
into stages.
Pattern recognition Identify similarities, trends and repeated Compare current issues with previous
behaviours. issues, look for regularities and use

patterns to guide judgement.

Abstraction Focus on essential information and Decide what information matters, what
remove unnecessary detail. can be ignored and what must stay
visible in the model.

Algorithmic design Create a clear sequence of steps to Define a repeatable procedure that can
achieve an outcome. be followed consistently.

Each component has benefits and drawbacks, so a support professional needs to use them with judgement
rather than mechanically.

» Decomposition is beneficial because it makes a large problem less overwhelming and allows different
parts of the issue to be checked separately. Its drawback is that the wider context can be lost if the parts
are treated in isolation for too long.

 Pattern recognition is beneficial because it speeds up diagnosis and helps staff reuse successful
approaches from previous incidents. Its drawback is that people may assume two situations are the same
when an important difference has been missed.

» Abstraction is beneficial because it keeps attention on the information that really matters and removes
distracting detail. Its drawback is that if too much is hidden, a detail that looked unimportant may later turn
out to be critical.

 Algorithmic design is beneficial because it creates clear, repeatable instructions that support
consistent service. Its drawback is that an algorithm can become too rigid if there is no room for review,
exception handling or professional judgement.

Used together, these components provide a balanced approach. Decomposition helps identify the parts of a
problem, pattern recognition helps interpret what those parts mean, abstraction focuses attention on the
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essential facts, and algorithmic design turns the chosen response into a clear process.

Decomposition (1.1.6-1.1.10)

Purpose (1.1.6)

Decomposition helps turn a large problem into smaller parts so that each part can be understood and
addressed in a manageable way.

Tasks (1.1.7)

1. Identify the main features of the problem.
2. Characterise each feature so it can be understood properly.
3. Break the overall problem down into smaller, manageable parts.

4. Break the solution down into smaller, manageable actions.

Use in problem solving (1.1.8)

Decomposition is useful when a support issue has several possible causes or stages. For example, when a
user cannot access a service, the issue can be separated into device checks, network checks, account
checks and application checks.

Methods to represent decomposition (1.1.9)

* Block diagrams
« Information flow diagrams
* Flowcharts

* Written descriptions

Practical use of representation methods (1.1.10)

A support technician could use a flowchart to show the order of checks required after a failed login, or use a
written description to divide a server maintenance task into preparation, implementation, testing and rollback
stages.

Pattern Recognition (1.1.11-1.1.12)

Purpose (1.1.11)

Pattern recognition helps identify trends, repeated behaviours and common features within and between
problems.

Use in problem solving (1.1.12)

In digital support, a technician may notice that a service outage always follows a specific configuration
change, or that several users affected by the same fault are all located on one network segment. Recognising
those patterns helps guide investigation, supports prediction and makes it easier to compare the current
problem with known solutions.

jogpt.co.uk Page 6



T Level Digital Support & Security JoGPT Revision Guide

Abstraction (1.1.13-1.1.16)

Purpose (1.1.13)

Abstraction removes unnecessary detail so that attention stays on the essential information required to solve
the problem.

Tasks (1.1.14)

* [dentify the information that is needed
* Filter out unnecessary detail

* Hide details of internal workings where they are not needed

Using abstraction (1.1.15)

Using abstraction means identifying the inputs that matter, deciding what outputs or outcomes are expected,
separating the things that will vary from the things that will remain constant, and focusing on the key actions
or repeated processes that the solution must perform.

Abstraction in problem solving (1.1.16)

For example, when designing a support process for new starters, a team may ignore the technical differences
between individual laptops and instead focus on the common requirements: account creation, access rights,
software installation and confirmation that the user can complete key tasks.

Interrelationships and Judgement (1.1.17)

The components of computational thinking are closely related. Decomposition often reveals patterns, pattern
recognition helps identify what is important enough to keep in an abstraction, and abstraction helps shape the
algorithm or process that will be followed. In practice, a digital support or security professional will move
between the components rather than using them as isolated stages.

Judgement is important because not every problem needs the same emphasis. A complex incident may need
strong decomposition and pattern recognition at the start, while a repetitive service task may rely more
heavily on abstraction and algorithmic design. The most suitable approach depends on the size of the
problem, the amount of uncertainty involved and whether the solution needs to be repeated or automated.

Exam Angle

Computational thinking questions typically present a support scenario and ask you to identify which
component is being used or to justify which approach is most suitable. A strong answer names the specific
component (decomposition, pattern recognition, abstraction, or algorithmic design), states what it does in this
context, and explains why it is the right choice — not just that it "breaks the problem down."

Summary
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Computational thinking provides a structured way to solve digital support and security problems. It is most
useful when a problem is complex enough to need clear structure, communication and repeatable reasoning.
By combining decomposition, pattern recognition, abstraction and algorithmic design, support professionals
can analyse problems more effectively, make better decisions and create solutions that are understandable,
consistent and scalable.

Revision Checklist

[ 11 can define computational thinking and explain its purpose in digital support and security.

[11 can name and describe all four components: decomposition, pattern recognition, abstraction and
algorithmic design.

[11 can state at least one benefit and one drawback for each component.
[11 can describe four methods used to represent decomposition.
[11 can explain how the four components interrelate in a problem-solving context.

[ 11 can identify which component applies in a described support scenario and justify my choice.
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Algorithmic Design (1.2)

Pearson ref: 1.2

Content area: Problem Solving (1)

Spec Coverage

1.2.1 Know & Understand Definition, characteristics and purpose
of algorithms in digital support and
security contexts

122 Know & Understand Methods to express algorithms:
flowcharts (terminators, processes,
sub-processes, decisions,
inputs/outputs, arrows, labels); written
descriptions using hierarchical markers
to indicate sequence

1.2.3 Know & Understand Benefits and drawbacks of expressing
algorithms using flowcharts

124 Know & Understand Benefits and drawbacks of expressing
algorithms using written descriptions

1.25 Know & Understand Actions to control ordering of steps in
algorithms: sequence; selection;
iteration

1.2.6 Be able to Determine the purpose of an algorithm

and how it works

1.2.7 Be able to Determine the output of an algorithm
given an input

1.2.8 Be able to Identify errors in an algorithm

1.2.9 Be able to Correct errors in an algorithm

1.2.10 Be able to Design algorithms and solutions that
use actions

1. What is an algorithm? (1.2.1)

An algorithm is a finite, well-defined set of instructions that transforms given inputs into desired outputs.
Each step must be clear and unambiguous, the process must terminate after a finite number of steps, and
every possible input should lead to a defined output. Algorithms are the foundation of all digital solutions —
from simple scripts that organise files to complex security protocols that protect data.

In digital support and security, algorithms underpin everything from a fault-diagnosis procedure to an
automated response workflow. Understanding how to express, read and design algorithms is therefore a core
professional skill.
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2. Expressing algorithms (1.2.2)

Standard flowchart symbols — learn these shapes and their meanings

Diagram (rendered in web version)

flowchart TD T(["Oval —Termi nator Start or End of algorithm']) P["Rectangle —Process An action or
cal cul ation step"] SP[["Rounded rectangl e —Sub-process A naned, separately defined procedure"]]
D{" Di anond —Deci sion Yes / No branch point"} 1 /"Parallel ogram —Input or Qutput Data entering or
| eaving the algorithn/] T -->P -->SP -->DD-->"Yes"| 10D -->"No"| P

Worked algorithm — password reset procedure using sequence, selection and iteration

Diagram (rendered in web version)

flowchart TD A(["Start"]) --> B[/"Enter enployee ID and security answer"/] B --> C{"Answer correct?"} C
-->|"No"| D{"Record failed attempt"] D --> Z(["End"]) C -->|"Yes"| E["Generate tenporary password"] E
-> F[/"Send to registered enail address"/] F --> {/"Pronpt: set new password on next login"/] G-->

H{"Meets conpl exity requirenments?"} H-->"No —iterate"| G ...(2 nore lines)

2.1 Flowcharts

A flowchart uses standard symbols to represent each step of an algorithm visually, with arrows showing the
direction of control flow. The standard symbols are:

Oval Terminator Marks the start or end of the algorithm

Rectangle Process A step or action the algorithm performs

Rounded rectangle Sub-process A step that calls on a separate defined
procedure

Diamond Decision A yes/no question that determines

which path to follow
Parallelogram Input / Output Data entering or leaving the algorithm
Arrows connect the symbols and carry labels that explain conditions at decision points. Flowcharts are

particularly useful for communicating an algorithm to a mixed audience — technical and non-technical staff —
and for spotting missing steps or infinite loops before any code is written.

2.2 Written descriptions using hierarchical markers

Written descriptions express an algorithm as a numbered or indented sequence of plain-English steps.
Hierarchical markers — numbers, letters, or indentation levels — show the structure: a top-level step is
numbered 1, 2, 3; sub-steps within it are numbered 1.1, 1.2, or indented beneath it. Each step states one
clear action.

Example — written description of a password-reset procedure:
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1. Verify the user's identity using their enployee ID and security question. 1.1 If the answer is
incorrect, record the failed attenpt and end the process. 1.2 If the answer is correct, proceed
to step 2. 2. Cenerate a tenporary password and send it to the user's registered email| address.

3. Pronpt the user to set a new password on next login. 3.1 Check that the new password neets the
organi sation's conplexity requirements. 3.2 If requirenents are not net, return to step 3 and

pronpt again. 4. Record the password change in the audit | og.

Background knowledge — not assessed:

Developers often use pseudocode — an informal, programming-like notation — to sketch algorithms. The
Pearson specification assesses written descriptions using hierarchical markers, which is a plain-English
numbered step structure. The example above shows a written description; pseudocode of the same
procedure would use programming keywords such as | F, THEN, ELSE and END | F. Only written descriptions
are assessed.

3. Benefits and drawbacks of flowcharts (1.2.3)

T

Flowcharts Easy to follow for non-technical Can become cluttered and hard to read
audiences; visually shows the path for complex algorithms; requires
through decisions; standard symbols knowledge of symbol conventions;

create a shared language across teams  time-consuming to draw and update

In digital support, a flowchart works well for a help-desk escalation procedure or a hardware fault-diagnosis
sequence, because staff at any level can follow the visual steps without reading long instructions.

4. Benefits and drawbacks of written descriptions (1.2.4)

T

Written descriptions Accessible to anyone who can read; No visual representation of decision
quick to produce; easy to edit; paths; harder to spot flow errors at a
hierarchical markers make the structure  glance; quality depends heavily on clear
explicit without any special software writing

Written descriptions are particularly well suited to documenting support procedures in knowledge bases,
where the numbered step format is familiar to both staff and end users.

5. Controlling the order of steps (1.2.5)
Algorithms organise actions through three fundamental control structures:

Sequence is the default order of execution: one step follows another in a fixed order, from top to bottom.
Every algorithm has sequence as its backbone.

Selection introduces a decision point. When the algorithm reaches a condition, it evaluates whether it is true
or false and follows the corresponding path. In a written description, selection appears as "If [condition], do X;
otherwise, do Y." In a flowchart, it is represented by a diamond symbol.
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Iteration means repeating a block of steps until a condition is met. In a written description this is expressed
as "Repeat [steps] until [condition]" or "While [condition] is true, do [steps]." In a flowchart, iteration appears
as a loop — an arrow returns to an earlier point in the diagram.

Understanding how to combine these three structures allows a digital support professional to design
procedures for any level of complexity.

6. Determining purpose and output (1.2.6 | 1.2.7)

When reading an algorithm, the first question is: what problem is this solving? Identify the inputs, trace the
steps, and note what the algorithm produces at the end. Every decision point branches the path, so trace
each branch to confirm that all outcomes are handled correctly.

To determine the output for a given input, substitute the input value at the start, follow each step in sequence,
apply any selection conditions as they arise, and track how many times any iteration runs. The final state of
all variables is the output.

7. Identifying errors (1.2.8)
Common algorithmic mistakes include:

* Infinite loops — the iteration condition is never met, so the loop never terminates. Identified by tracing
the loop and checking whether the condition can ever become false.

e Incorrect branching — the wrong decision path is taken because a condition is stated back to front or
uses the wrong comparison. Check each branch condition carefully.

» Missing steps — an action required for the algorithm to produce a valid output has been omitted.
Identified when tracing produces an unexpected or incomplete result.

» Off-by-one errors — the algorithm starts or ends one step too early or too late, leading to incorrect
results at boundaries.

8. Correcting errors (1.2.9)

To correct an error in an algorithm, locate the step where the trace first diverges from the expected
behaviour. Adjust the logic at that point — change a condition, add a missing step, or fix an iteration
boundary — then re-trace with the same input to confirm the correction produces the intended output. For
flowcharts, redraw the affected symbols and arrows; for written descriptions, revise the affected numbered
steps.

9. Designing algorithms (1.2.10)
A well-designed algorithm:

» Has a clear, stated purpose before the steps begin.

» Handles all expected inputs, including edge cases such as missing data or values at the boundary of a
valid range.

* Uses sequence, selection and iteration in combination to produce the required output reliably.
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* Is expressed in whichever form — flowchart or written description — best suits the audience and the
complexity of the procedure.

* Can be verified by tracing with a sample input before it is put into use.

Exam Angle

Algorithm questions ask you to read a flowchart or written description and either state its purpose, trace it for a
given input to determine the output, or identify and correct an error. Always trace step by step through each
control structure — do not infer the output from the shape of the algorithm. For error questions, state which
step is wrong and explain the corrected logic.

Glossary

Algorithm A finite, well-defined sequence of steps that transforms inputs
into outputs

Flowchart A diagrammatic representation of an algorithm using
standard symbols and arrows

Written description A plain-English, hierarchically structured step-by-step
expression of an algorithm

Sequence Steps executed in a fixed order, one after another

Selection A decision point that directs the algorithm along one of two or
more paths

Iteration Repetition of a block of steps until a specified condition is met

Revision Checklist
[11 can define an algorithm and state its three key properties (finite, well-defined, terminating).
[ 11 can identify and describe the five standard flowchart symbols and their uses.
[11 can read and write an algorithm as a written description using hierarchical markers.
[11 can state two benefits and two drawbacks of flowcharts and of written descriptions.
[ 11 can identify sequence, selection and iteration in a given algorithm.
[11 can trace an algorithm step by step to determine the output for a given input.

[11 can identify errors in an algorithm and describe the corrected logic.
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Strategies (1.3)

Pearson ref: 1.3

Content area: Problem Solving (1)

Introduction

Digital support and security work depends on choosing a problem-solving strategy that matches the nature of
the issue. Some problems can be solved by starting with the whole system and breaking it down. Others are
better approached by building up from individual components, by separating work into modules, or by using
formal investigation methods such as root cause analysis and incident management.

A good support professional does not only know the names of these strategies. They also understand when
each one is suitable, what its strengths and weaknesses are, and how different strategies connect to each
other when solving real problems.

Different Approaches to Solving Problems (1.3.1-1.3.2)

Top-down

The top-down approach starts with the overall problem or system and then breaks it into smaller parts. It is
useful when the main objective is clear and the task needs to be organised into stages or sections.

Benefits

* Gives a clear overall structure
» Helps teams keep sight of the final objective

 Useful when planning a process before carrying it out
Drawbacks

» Smaller practical issues may be missed early on

* It can feel rigid if the real situation changes during the work

Bottom-up

The bottom-up approach begins with smaller components or detailed observations and then builds towards a
complete solution. It is useful when the overall cause is unclear but reliable detail is available.

Benefits

» Encourages close attention to evidence and detail
 Useful when faults are discovered at component level

 Can reveal problems that a high-level plan would miss
Drawbacks

» The wider objective may become less clear

« It can take longer to see how the separate findings fit together

Modularisation
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Modularisation means separating a system or problem into self-contained parts that can be worked on, tested
or changed independently.

Benefits

» Makes development, testing and maintenance easier
» Reduces the impact of changes by isolating parts of the system

» Supports team working because different modules can be handled separately
Drawbacks

» Modules still need to work together, so integration can create new issues

* A poorly divided system may create duplication or communication problems between modules

When these approaches are used

Top-down is useful when planning a structured solution such as a rollout or a troubleshooting process.
Bottom-up is useful when evidence is coming from logs, fault indicators or user reports and the wider cause is
not yet known. Modularisation is useful when a support task involves distinct services, devices or functions
that can be separated and managed independently.

Root Cause Analysis (1.3.3-1.3.4)

Root cause analysis (RCA) is used to identify the underlying cause of a problem rather than only treating its
visible symptoms. In digital support and security, RCA is important because repeated incidents often continue
until the real cause has been found and addressed.

RCA is used when:

e an issue keeps returning
« the impact of the problem is serious
* a simple fix restored service but did not explain why the issue happened

* an organisation needs to prevent the same failure happening again
Common RCA approaches include:

 Five whys - repeatedly asking why a problem happened until the underlying cause becomes clear

 Failure mode and effects analysis (FMEA) - identifying ways a process or system could fail, analysing
the effect of each failure and prioritising action

* Event tree analysis (ETA) - starting with an event and exploring the possible outcomes that can follow
from it

After RCA, appropriate actions include logging the findings, closing the issue if it is resolved, or escalating the
matter to a manager, specialist or external third party if further action is needed.

High-Level Problem-Solving Strategy (1.3.5)
A high-level problem-solving strategy provides a general process that can be followed in many contexts:

1. Define the problem - describe what is wrong and what the expected outcome should be.

2. Gather information - collect relevant evidence from users, logs, documentation and system data.

jogpt.co.uk Page 15



T Level Digital Support & Security JoGPT Revision Guide

3. Analyse the information - interpret the evidence and identify possible causes.

4. Make a plan of action - decide what to do, who should do it and how risk will be controlled.

5. Implement a solution - carry out the chosen response.

6. Review the solution - confirm whether the problem has been solved and whether further action is
needed.

This process is useful because it stops staff jumping to conclusions and creates a repeatable structure for
decision making.

Incidents, Problems and Incident Management (1.3.6-1.3.8)

A digital incident is a single unplanned event that disrupts service operations and negatively affects service
quality. Examples include a sudden network outage, a failed software deployment or a phishing email that
causes immediate disruption.

A digital problem is the underlying cause of one or more incidents. For example, if repeated outages are
caused by a misconfigured switch, the outages are incidents but the misconfiguration is the problem.

Incident management includes three broad stages:

* Detection - report the incident, record it and prioritise it

* Response - identify ownership, resolve the issue where possible, restore service and record what was
done

« Intelligence - record lessons learned, identify causes and share those lessons so future incidents can
be reduced

Incident management focuses on restoring service quickly, while problem management and RCA focus more
on understanding and removing the underlying cause.

Interrelationships and Suitability of Strategies (1.3.9)
These strategies are related because they solve different parts of the same overall challenge.

Top-down, bottom-up and modularisation describe broad ways of approaching a problem. RCA provides
investigation techniques when the cause is not yet understood. High-level problem-solving provides a general
process to organise the work. Incident management provides a service-focused structure for handling
disruption quickly.

The most suitable strategy depends on the nature of the problem:

« If the organisation needs to restore service quickly after an outage, incident management is the
immediate priority because service restoration comes first.

* If incidents keep happening repeatedly, RCA becomes more suitable because the organisation needs to
remove the underlying cause rather than repeatedly treat symptoms.

« If a problem affects a large system with many connected parts, a top-down approach is useful because it
keeps attention on the overall structure and objective.

« If a fault appears to come from a specific component or piece of evidence, a bottom-up approach is
often more suitable because it begins with detailed findings.
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« If a system can be separated into self-contained sections, modularisation is suitable because it allows
testing, maintenance and change to be carried out more safely.

In digital support and security, these strategies are often combined. A team may use incident management to
restore service, top-down thinking to organise the investigation, bottom-up analysis to test specific evidence,
modularisation to isolate affected services, and RCA to prevent recurrence. Good judgement means
recognising that no single strategy is always best. The right approach depends on urgency, complexity, risk,
available evidence and whether the aim is short-term recovery or long-term prevention.

Summary

Problem-solving strategies are not interchangeable labels. They are different ways of approaching a digital
support or security issue depending on what needs to be achieved. Top-down, bottom-up and modularisation
help structure the work, RCA helps uncover underlying causes, high-level problem-solving provides a
repeatable process, and incident management focuses on restoring service and learning from disruption. A
capable practitioner understands how these strategies relate to each other and chooses the most suitable
combination for the problem in front of them.

Exam Angle

Strategy questions typically present a support scenario and ask which approach is most suitable, or ask you to
justify why a strategy was chosen. A developed answer names the strategy, describes what it does, and gives
a specific reason connected to the scenario — for example, explaining why bottom-up is appropriate when
fault evidence is already available at component level, or why incident management takes priority over root
cause analysis when service restoration is urgent.

Revision Checklist

[11 can describe the top-down, bottom-up and modularisation approaches and give a benefit and
drawback of each.

[ 11 can explain what root cause analysis is, when it is used, and describe at least two RCA techniques
(five whys, FMEA, ETA).

[11 can describe the six stages of the high-level problem-solving strategy.
[ 11 can distinguish between a digital incident and a digital problem.
[11 can describe the three stages of incident management (detection, response, intelligence).

[11 can explain how these strategies interrelate and identify which is most suitable for a given scenario.
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Infrastructure (2.1)

Pearson ref: 2.1

Content area: Introduction to Digital Support (2)

2.1.1 | Purpose of Data in Routing Tables

Routing tables are the decisionm making maps that a router uses to forward packets.

Each entry contains:

Network ID (destination)

Subnet Mask

Next Hop

Outgoing Interface

Metric

The network address that the packet is
headed for

The mask used to match an IP address
with a Network ID

The IP address of the next router or
device on the path

The physical or virtual interface that will
carry the packet

A cost value indicating the desirability of

Identifies which network the packet
should reach

Determines how many bits of the
address belong to the network versus
the host

Tells the router where to send the
packet next

Connects the router to the correct
downstream link

Allows routers to choose the best (often

a route shortest) path

Static routes are entered manually and never change unless an administrator edits them.

Dynamic routes are learned through routing protocols such as OSPF or BGP; they update automatically
when network topology changes.

Understanding these fields lets a support professional recognise why traffic is routed one way rather than
another, diagnose misroutes, and optimise performance.

2.1.2 | Interpreting Data from Routing Tables
When analysing a routing table you should:

1. Identify the default route — usually marked with 0. 0. 0. 0/ 0. All traffic that does not match a more
specific entry is sent here.

2. Check subnet masks — they reveal whether an address belongs to a /24, /16, etc., which tells you how
many hosts are on the network.

3. Follow the next hop chain — if the next hop is another router, trace that router’s table until you reach the
destination.

4. Look at metrics — lower values indicate preferred routes; higher metrics may be backup paths.

By practising these steps you can quickly determine whether a packet will reach its target or be dropped due
to an incorrect route entry.
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2.1.3 | Purpose of Console Applications (ipconfig/ifconfig)

i pconfi g (Windows) and i f confi g (Unix/Linux) are commandm line utilities that display the current TCP/IP
configuration of a host:

* IP address — the unique identifier on the network.
» Subnet mask — defines the size of the local network segment.
 Default gateway — the router to which traffic is sent when the destination is outside the local subnet.

* MAC address — the hardware address of the network interface.

These tools are essential for troubleshooting connectivity, verifying that a device has received an IP address
(via DHCP or static assignment), and confirming that the correct gateway and mask are in use.

2.1.4 | Interpreting Data from Console Applications

When you runi pconfi g orifconfi g, look for:

IPv4 Address The host's address on the network

Subnet Mask How many bits are used for the network part
Default Gateway Where packets leave the local subnet
Broadcast Address (if shown) The address that reaches all hosts in the subnet

If any of these values do not match the expected configuration, it indicates a mism configuration or a problem
with DHCP. Comparing the output before and after making changes confirms whether the adjustment was
successful.

2.1.5 | Purpose of a Firewall

A firewall is a security device (hardware or software) that sits between two network zones—typically an
internal LAN and an external WAN—and filters traffic based on predefined rules. Its main purposes are:

* Prevent unauthorised access — only allow traffic from trusted sources.

» Block malicious traffic — stop viruses, phishing attempts, and denialm ofm service attacks before they
reach the internal network.

» Enforce organisational policies — restrict or permit specific ports, protocols, or applications.

By acting as a gatekeeper, a firewall protects sensitive data and maintains the integrity of the network
infrastructure.

2.1.6 | Securing Firewall Administrator Access & Rule Precedence

Administrator Access

Firewalls must be protected from unauthorised changes:

 Strong authentication — use complex passwords or multim factor authentication for admin accounts.
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e Least privilege — grant only the permissions required to perform a task.

e Audit logging — record every change so that any misconfiguration can be traced.

Rule Precedence (ALLOW vs BLOCK)

Firewall rules are evaluated in order:
1. Explicit ALLOW or BLOCK statements — the first rule that matches a packet determines its fate.
2. Default policy — if no rule matches, the firewall applies a default action (usually DROP or REJECT).

Administrators should place the most specific rules at the top and keep the default policy as restrictive as
possible to minimise accidental exposure.

Summary

* Routing tables guide routers; knowing each field lets you troubleshoot routing issues.

* Console utilities reveal a host’s network configuration; interpreting their output confirms correct setup.
 Firewalls protect networks by filtering traffic; securing admin access and understanding rule order are
critical for maintaining that protection.

These concepts form the foundation of reliable, secure digital support infrastructure.

Exam Angle

Infrastructure questions may ask you to interpret a routing table or ipconfig/ifconfig output, or to explain how a
firewall protects a network. For routing tables, identify what each field tells the router to do and explain what a
missing or incorrect entry would cause. For console application output, state what each value means and
identify whether any value suggests a misconfiguration. Firewall questions often focus on rule precedence —
the first matching rule is applied, and the default policy applies only when nothing else matches.

Revision Checklist
[11 can state the purpose of each routing table field (network ID, subnet mask, next hop, outgoing
interface, metric).
[ 11 can explain the difference between a static route and a dynamic route.
[11 can describe how to interpret ipconfig/ifconfig output and identify what each value reveals.
[11 can state the main purposes of a firewall.
[ 11 can explain how administrator access to a firewall should be secured.

[11 can describe how firewall rules are evaluated in order and what happens when no rule matches.
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Cabling (2.2)

Pearson ref: 2.2

Content area: Introduction to Digital Support (2)

1. What is Ethernet? (2.2.2)

Ethernet, defined by the IEEE 802.3 standard, is a family of wired networking technologies that provide
reliable, highm speed communication between devices within a local area network (LAN). It operates at the
physical and datam link layers of the OSI model, using framing and media access control to manage how data
packets are transmitted over a shared medium.

Typical uses include:

» Connecting computers, printers and servers in offices or campuses.
* Providing backbone links for enterprise networks and data centres.

 Supporting highm bandwidth applications such as video streaming, cloud services and VolIP.

Ethernet supports speeds from 10 Mbps (10BASEm T) up to 400 Gbps (400GBASEm SR), with the most
common modern deployments using Gigabit or 10m Gigabit Ethernet over twistedm pair or fibrem optic cabling.

2. Cable Types and Where They Are Used (2.2.1)

Cable type Typical applications Key characteristics

Unshielded Twisted Pair Two insulated copper Office LANs, home Low cost, flexible, good for
(UTP) conductors twisted together;  networking, VolP phones distances up to 100 m at
no external shield Gigabit speeds
Shielded Twisted Pair UTP plus a foil or braided Data centres, environments Higher protection against
(STP) shield around the pair with high electromagnetic EMI, slightly higher cost and
interference (EMI) bulk
Coaxial Central copper conductor, Cable TV distribution, legacy  Good for longer runs than
dielectric insulator, metallic Ethernet (10BASEm 2/5), twisted pair, but limited
shield, outer jacket some broadband links bandwidth compared to

modern standards

Fibremoptic Core of glass or plastic fibores  Longmhaul backbone links, Immune to EMI, very high
surrounded by cladding and data centres, highm speed bandwidth (up to 100
protective jacket connections over kilometres  Gbps+), heavier and more

expensive

3. Ethernet Cable Standards (2.2.3)

Typical speed Max length for 1 Gbps Max length for 10 Gbps

CAT5e Up to 1 Ghps 100 m Not specified (not suitable)
CAT6 Up to 10 Ghps 55 m at 10 Gbps, 100 mfor1 55 m
Gbps
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Typical speed Max length for 1 Gbps Max length for 10 Gbps

CAT7 Up to 10 Gbps (and higher 100 m
with proper termination)

All categories are twistedm pair UTP cables; CAT6 and CAT7 often come with shielding (STP).

4. Metrics for Comparing Cable Standards (2.2.4)

What it measures Relevance to a technician

Bandwidth Maximum data rate the cable can Determines which standard is suitable
support for a given application

Maximum length Distance over which the signal remains  Influences layout planning and
reliable at a specified speed termination choices

For example, a CAT5e cable can reliably carry 1 Gbps up to 100 m. If a network requires 10 Ghps, a
technician must use CAT6 or higher and limit runs to 55 m unless fibrem optic is employed.

5. Benefits and Drawbacks of Cable Standards (2.2.5)

CAT5e Low cost, widely available, sufficient for = Limited to 1 Gbps; not futurem proof for
most office LANs higher speeds

CAT6 Supports up to 10 Gbps over shorter Slightly thicker, more expensive than
runs; better crosstalk performance CAT5e; still limited at long distances

CAT7 Highest shielding and bandwidth among Most expensive; requires specialised
UTP standards; suitable for connectors (often RJ45 with additional
highm density data centres shielding)

A technician should match the cable choice to the required speed, distance, budget and environmental
factors such as EMI exposure.

6. Practical Takeaway
When planning or troubleshooting a network:

1. Identify the required speed — choose CAT5e for basic office use, CAT6 for 10 Gbps over short runs, or
fibrem optic for long distances.

2. Check distance limits — ensure cable runs do not exceed the maximum length for the chosen standard
at the desired speed.

3. Consider environment —use STP or CAT7 in highm EMI areas; fibrem optic where electromagnetic
interference is a concern.

4. Plan for future growth — selecting a higher category now can reduce costly rewiring later.

By applying these principles, a digital support professional ensures reliable, scalable network infrastructure
that meets current and anticipated needs.
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Exam Angle

Cabling questions ask you to select the most suitable cable standard for a scenario, or to evaluate trade-offs
between cost, speed and distance. A strong answer identifies the specific performance requirement from the
scenario, matches it to the correct standard (CAT5e, CAT6, CAT7, fibre-optic), and justifies the choice by
referencing a specific parameter — for example, 'CAT6 is required because the run needs to support 10 Gbps
over 40 m, which is within the 55 m limit for CAT6 at that speed.’

Revision Checklist
[11 can describe UTP, STP, coaxial and fibre-optic cables and state a typical use for each.
[11 can state the maximum speeds and distances for CAT5e, CAT6 and CATY7.
[11 can state two metrics used to compare cable standards (bandwidth and maximum length).
[ 11 can state a benefit and a drawback of each cable standard.
[11 can select an appropriate cable type for a described installation scenario and justify the choice.
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Unified Communications (2.3)

Pearson ref: 2.3

Content area: Introduction to Digital Support (2)

1. Communication Types and Their Purpose

Unified communications centres on two key technologies: Voice over Internet Protocol (VolP) and the
signalling protocol that manages those sessions, Session Initiation Protocol (SIP).

1.1 Voice over Internet Protocol (VolP)

VolP converts spoken audio into digital packets that travel across an IP network. It replaces traditional
coppern line telephony with a flexible, costm effective system that can also carry video and instant messaging.
The main benefits are lower call costs, richer feature sets (call forwarding, voicemailm tom email, video
conferencing) and the ability to use any device connected to the internet.

1.2 Session Initiation Protocol (SIP)

SIP is a textm based signalling protocol that operates at the application layer of the Internet protocol suite. It
initiates, modifies and terminates realm time communication sessions involving voice, video or messaging.
SIP messages are similar in structure to HTTP requests; this design makes it easy to integrate with other
internet applications. SIP works handm inmhand with the Realm Time Transport Protocol (RTP) for media
transport and the Session Description Protocol (SDP) for describing session parameters.

2. Relationship Between VolIP and SIP

VolP is the technology that carries voice data, while SIP is the protocol that sets up and controls those voice
sessions. In a typical call:

1. SIP INVITE — one party requests to start a call.
2. SDP negotiation — parties agree on codecs, media ports and other parameters.
3. RTP/RTCP — actual audio packets are transmitted.

4. SIP BYE — the session is terminated.

Without SIP, VolP would lack a standard way to establish or tear down sessions, limiting interoperability
between devices from different vendors.

3. Network Performance Metrics

Quality of experience in unified communications depends on several measurable network characteristics:

Speed The rate at which data is transmitted Higher speed allows more bandwidth
(bits per second). for media streams.

Bandwidth Maximum capacity of a link to carry Determines how many simultaneous
data. calls can be supported.
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Latency Time taken for a packet to travel from High latency causes noticeable delays
source to destination. in conversation.
Jitter Variation in packet arrival times. Large jitter leads to choppy audio or
video.
Packet Loss Percentage of packets that never reach ~ Packet loss degrades voice clarity and
the destination. can cause call drops.

4. Impact on User Experience

* Low latency (<150 ms) is essential for natural conversation; higher values make speech feel delayed.
« Jitter below 30 ms keeps audio smooth; above this threshold users hear gaps or echoes.

» Packet loss under 1 % is generally acceptable; beyond that callers may experience dropped words or
silence.

» Adequate bandwidth ensures multiple concurrent calls without degradation.

Network engineers optimise these metrics by selecting appropriate links, prioritising VolP traffic (QoS), and
monitoring performance continuously.

5. Codecs: Purpose and Types

A codec compresses audio/video data for efficient transmission and decompresses it at the receiver.

5.1 Purpose of Codecs
» Compression reduces bandwidth usage.

» Decompression restores media to a playable form.

5.2 Codec Families

MPEGm 4 Video (and audio) Lossy / Lossless Streaming video,
conferencing

MP3 Audio Lossy Voice recordings, music
FLAC Audio Lossless Highm fidelity audio

Lossy codecs sacrifice some quality for smaller file sizes; lossless codecs preserve all original data at the
cost of larger packets. Selecting the right codec balances bandwidth constraints against acceptable quality.

6. Summary

Unified communications rely on VolIP to carry media and SIP to manage sessions. Network performance
metrics—speed, bandwidth, latency, jitter, packet loss—directly influence call quality. Codecs compress data
for efficient transport, with lossy codecs offering higher compression ratios and lossless codecs preserving
full fidelity. Understanding these elements equips a digital support professional to optimise, troubleshoot and

jogpt.co.uk Page 25



T Level Digital Support & Security JoGPT Revision Guide

secure modern communication systems.

Exam Angle

VolIP and SIP questions may ask you to explain what a specific network metric measures, describe its impact
on call quality, or identify the role of SIP in a VolP session. Link each metric directly to its effect: high latency
causes delayed speech, high jitter causes choppy audio, packet loss causes dropped words. For codec
questions, state whether the codec is lossy or lossless and explain the bandwidth implication.

Revision Checklist
[11 can explain what VoIP is and describe its main benefits over traditional telephony.
[11 can describe the role of SIP and explain how it works with RTP to enable a VolP call.
[11 can define speed, bandwidth, latency, jitter and packet loss and state acceptable quality thresholds
for VolIP.
[11 can explain how each metric impacts user experience in a unified communications system.

[11 can describe the purpose of codecs, distinguish between lossy and lossless compression, and give
an example of each.

jogpt.co.uk Page 26



T Level Digital Support & Security JoGPT Revision Guide

Support (2.4)

Pearson ref: 2.4

Content area: Introduction to Digital Support (2)

1. Understanding User Needs When Selecting, Configuring and Testing
Components

When a user reports an issue or requests new equipment, the first step is to capture what they actually need.
This involves asking focused diagnostic questions that narrow down whether the problem lies with hardware,
software, operating systems or network connectivity.

» Hardware: core processor speed, amount of RAM, type and capacity of secondary storage, clock
speed, and connectivity options such as USB, Ethernet or Wim Fi.

» Operating system: graphical versus textm based interfaces, singlem user or multim user modes, whether
the OS supports virtual machines, and how it manages multitasking.

 Software: the specific applications required — database systems, spreadsheets, word processors,
presentation tools, communication suites, browsers — and their version compatibility with the chosen
hardware and OS.

By mapping each user requirement to these component categories, a support technician can decide which
parts should be selected or upgraded before any configuration takes place.

2. Selecting, Configuring and Testing Digital System Components

Once the needs are clear, the next stage is to choose suitable components, install them and verify they work
together.

1. Selection — Pick hardware that meets or exceeds the user’s performance expectations (e.g., a processor
with sufficient clock speed for multitasking, enough RAM for running multiple office applications).

2. Configuration — Install the operating system, apply necessary drivers, set up user accounts and
permissions, configure network settings, and install required software packages.

3. Testing — Run diagnostic utilities to confirm that each component functions correctly: stressmtest the
CPU, check disk integrity, verify network throughput, and ensure applications launch without errors.

During this process a technician should continually refer back to the user’s original requirements to avoid
overm specifying or underm providing resources.

3. Interrelationships Between Components
Digital systems are not isolated; each component influences others:

* A faster CPU can reduce load on RAM, but if storage is slow, overall performance may still suffer.

« Virtual machines require both sufficient memory and a compatible hypervisor; misconfiguring either can
lead to crashes or poor responsiveness.

» Network connectivity affects how quickly software updates are downloaded and how applications
communicate with remote servers.
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By analysing these relationships, a support professional can make judicious tradem offs — for example,
choosing a slightly slower processor but adding more RAM if the workload is memory intensive.

4. Fault Indicators

When something goes wrong, fault indicators give clues about where to look:

Error numbers Numeric codes returned by software or  Indicates a permissions issue when
operating systems (e.g., “0x80070005” installing an application.
in Windows).

Error messages Textual descriptions displayed to the “File not found” suggests missing
user or logged in system files. drivers or corrupted installation media.

Beep codes Series of audible beeps from the A single long beep followed by two
computer’s motherboard during POST short beeps often points to a memory
(Powerm On Self Test). error.

Blink codes LED patterns on routers, switches or Three rapid blinks may indicate a

other network devices signalling faults. configuration mismatch.

Recognising which indicator is present helps narrow the fault domain quickly.

5. Interpreting Fault Indicators
A support technician must translate an indicator into a specific action:

1. Read the code — Look up the error number or message in official documentation or reputable online
resources.

2. Map to component — Determine whether the issue is hardware (e.g., memory, power supply), software
(application crash), OS (driver failure) or network (routing problem).

3. Apply afix — Replace faulty hardware, reinstall drivers, adjust configuration settings, or reboot the
device as appropriate.

4. Verify resolution — Remrun diagnostics or ask the user to confirm that the symptom no longer occurs.

This systematic approach ensures that troubleshooting is efficient and repeatable.

6. Using Technical Documentation for Diagnosis
Technical documentation is a vital tool in diagnosing problems:

» User manuals explain how to access diagnostic utilities and interpret their output.

e Installation guides detail required drivers, firmware versions and configuration steps.

» API references help when troubleshooting software that exposes error codes or logs.

» Troubleshooting sections often list common fault indicators and recommended remedies.

A competent support professional should be able to locate the relevant documentation quickly, extract the
necessary information, and apply it to resolve the issue at hand.
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7. Practical Example

1. A user reports that their office computer is slow when opening a spreadsheet.

2. The technician asks targeted questions: “Does the slowdown occur only with large files?” “Have you
installed any new software recently?” This points to a potential memory bottleneck.

3. They check RAM usage in Task Manager, see it consistently near 90 %.
4. Error messages show “Out of memory” when opening large sheets.

5. The technician consults the operating system’s troubleshooting guide, which recommends adding more
physical memory or adjusting virtualm memory settings.

6. After installing additional RAM and verifying with a stress test, the user reports normal performance.

This cycle demonstrates how understanding user needs, selecting appropriate components, recognising fault
indicators, interpreting them, and using documentation together lead to effective support.

8. Summary

* User needs drive component selection, configuration and testing.
« Component interrelationships must be considered to avoid performance bottlenecks.
* Fault indicators (error numbers, messages, beep codes, blink codes) provide the first clues to a
problem’s location.
e Interpreting these indicators requires knowledge of where each indicator originates and how to act on
it.
e Technical documentation is indispensable for accurate diagnosis and resolution.
By mastering these skills, a digital support professional can efficiently identify, isolate and fix issues across

hardware, operating systems and software environments, ensuring users receive reliable and effective
service.

Exam Angle

Support questions typically present a fault scenario and ask you to identify the type of indicator, interpret what
it means, or describe the next diagnostic step. Match each indicator to its source — beep codes come from
POST hardware checks, blink codes from network device firmware, error messages from the OS or
application layer. A strong answer identifies the indicator type, states its most likely meaning, and describes
the next logical diagnostic action.

Revision Checklist
[ 11 can explain the role of targeted diagnostic questions in identifying whether a fault is hardware,
software, OS or network related.
[11 can describe the three stages of selecting, configuring and testing components.
[ 11 can explain how component interrelationships can create performance bottlenecks.

[11 can identify and describe the four types of fault indicator (error numbers, error messages, beep
codes, blink codes).

[ 11 can describe the four steps for interpreting a fault indicator and applying a fix.

[ 11 can explain the role of technical documentation in fault diagnosis.
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Testing (2.5)

Pearson ref: 2.5

Content area: Introduction to Digital Support (2)

1. Why Test Early and in Pieces

Before a software solution is delivered, each part — the code, the hardware it runs on, the data it processes,
and the interfaces it exposes — must be verified separately.

 Software: Unit tests confirm that individual functions behave as expected.

» Hardware: Stress or endurance tests ensure components survive operating conditions.

» Data: Validation checks detect corrupt or malformed input before it reaches the application.

* Interfaces: Contractm based tests verify that external systems receive and return data in the agreed

format.

Testing each component first reduces risk, speeds up later integration, and makes debugging easier because
failures can be traced back to a single source.

2. Testing Methods (2.5.2)

Concept

Unit

Boundary

Integration

Performance

System

Acceptance

Usability

Regression

Load / Stress

Closedmbox

jogpt.co.uk

Validate the idea
before coding

Test individual
functions or classes

Check limits of input
ranges

Verify interactions
between modules

Measure speed and
resource use

Test the complete
application

Confirm user
requirements are met

Evaluate ease of use

Ensure new changes
don't break existing
behaviour

Test under heavy load
or extreme conditions

Tester knows internal
structure

Early risk detection

Fast, precise feedback

Detect offmbymone
errors

Confirms contracts
work

Identifies bottlenecks

Endm tom end
validation

Ensures customer
satisfaction

Improves adoption
Maintains quality over
time

Reveals scalability
limits

Deep defect detection

Requires clear
requirements

Limited scope

Needs careful data
design

Can be complex to set
up

Requires specialised
tools

Timem consuming
Subjective criteria
Requires users
Can be large test
suites

Needs realistic data

Requires source
access

Feasibility studies

Development cycle

Input validation

Multim module systems

Highm traffic services

Release candidates

Final signm off

Consumer software

Continuous integration

Cloud services

Internal QA
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Openmbox Tester sees only Simulates real users Misses hidden bugs External testing
inputs/outputs

Why Testing Methods Follow a Deliberate Order

Testing is not a checklist of options that can be applied in any order. Each method depends on the one
before it, and understanding that dependency is what allows a support professional to design a test suite that
is both efficient and effective.

Concept testing comes first because validating the idea before any code is written is far cheaper than
discovering a flawed design later. A failed concept test costs time on paper; the same failure found during
system testing costs reworked code, delayed delivery and wasted integration effort.

Unit testing follows concept testing because individual functions must produce correct output in isolation
before they can be safely connected to other components. If a function contains an error, that error will
propagate through every module it touches. Catching failures at unit level means the root cause can be
traced to a single source rather than being hidden within a tangle of interactions.

Integration testing comes after unit testing because it tests the interfaces between modules, not the modules
themselves. A component can pass every unit test and still fail integration if the contract between it and
another module — what data it receives and what it returns — is not correctly honoured. It is only worth
testing integration points once the individual units are confirmed as working.

System testing requires a complete, integrated application and therefore follows integration. Testing a partial
or unstable system makes results impossible to interpret reliably. Once the full system is available, system
testing provides end-to-end validation across all components together.

Acceptance testing is the final stage before sign-off because it answers whether the completed, working
system meets the user's original requirements — a question that can only be answered once the system is
technically sound. Running acceptance before system testing risks rejecting a technically correct system, or
approving one that still contains defects that acceptance criteria cannot detect.

Regression testing does not fit into this linear sequence because its role is protective rather than progressive:
any time a change is made, regression confirms that previously working behaviour has not been broken. It is
applied continuously throughout development and maintenance, not only at the end.

3. Applying Testing Methods (2.5.3)

1. Plan the test suite — decide which methods fit each component and risk level.
2. Create test cases — write clear, repeatable steps for each method.

3. Execute tests — run manually or automatically as appropriate.

4. Analyse results — compare actual outcomes with expected ones.

5. Report defects — document failures with reproducible steps and severity.

4. Automation (2.5.4)
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Automation replaces repetitive manual actions with scripts or macros that can be executed by a test runner.

» Macros — record user interactions in the application and replay them.

* Scripts — written code (e.g., Python, JavaScript) that drives the application through an API or Ul
framework.

Benefits include faster execution, repeatability, and integration with CI/CD pipelines. Automation is most
valuable for unit, regression, performance, and load tests where the same steps are repeated many times.

5. Test Data (2.5.5 & 2.5.6)

Valid Confirm normal operation Correct user credentials
Invalid Verify error handling Wrong password format
Boundary Test limits of input ranges Age =0 or 120
Erroneous Check resilience to bad data Corrupted file upload

Creating test data involves selecting representative values for each type, often using a table or spreadsheet.
Automation tools can generate large volumes of boundary and random data automatically.

6. Test Plan (2.5.7)
A test plan is the blueprint that guides all testing activities:

1. Identify tests to be carried out — list methods and scope.

2. Describe purpose — explain why each test matters.

3. Specify test data — detail which data sets will be used.

4. Define expected results — state the correct outcome for each case.

5. Record actual results — capture what happened during execution.

The plan is reviewed by stakeholders and updated as the project evolves.

7. Verifying Result Accuracy (2.5.8)
To trust test outcomes:

* Logical reasoning — ensure all relevant inputs are covered without bias, and that results make sense
relative to those inputs.

» Subjectmmatter expert review — have a developer or product owner confirm that the expected
behaviour is correct.

» Test plan alignment — crossm check that each result matches what was defined in the test plan.

These checks help detect false positives/negatives and maintain confidence in the testing process.
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8. Summary

Testing is a structured, multim layered activity that begins with early component verification and extends to full
system validation. By selecting appropriate methods, creating robust test data, automating repetitive tasks,
and following a clear test plan, digital support professionals can deliver reliable software and hardware
solutions while managing risk effectively.

Exam Angle

Testing questions may ask you to select an appropriate method for a described scenario, explain why one
method comes before another, or describe suitable test data. A strong answer names the method, explains
what it tests and why it is appropriate. For test data questions, identify which type (valid, invalid, boundary,
erroneous) applies and give a specific example value. For ordering questions, explain the dependency — unit
testing must confirm individual functions before integration testing can verify how those functions interact.

Revision Checklist

[11 can describe at least eight testing methods and state the purpose and typical use of each.

[ 11 can explain why testing methods follow a deliberate sequence and describe the dependency that
links unit, integration, system and acceptance testing.

[11 can describe the four types of test data (valid, invalid, boundary, erroneous) and give an example of
each.

[11 can explain how test automation using macros and scripts differs from manual testing.
[11 can list the five elements a test plan must contain and explain the purpose of each.

[ 11 can explain how logical reasoning, subject-matter expert review and test plan alignment are used to
verify result accuracy.
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Using Data in Digital Support (2.6)

Pearson ref: 2.6

Content area: Introduction to Digital Support (2)

Introduction

Digital support professionals routinely organise, analyse and share data to keep systems running smoothly.
This subtopic explains how to structure tabular information, check its quality, interrogate it effectively in
spreadsheets and recognise why textm based files are useful for exchanging data between tools.

2.6.1 — Organising Tabular Data

A spreadsheet is organised into a workbook that contains one or more worksheets.

* Rows run horizontally and are numbered (1, 2, 3 ...).
» Columns run vertically and are labelled with letters (A, B, C ...).

The intersection of a row and a column is a cell — the smallest unit that can hold data.

When you create a table you should:

1 Decide on a single worksheet for each Keeps related information together and
logical dataset (e.g., asset register, simplifies filtering or sorting.
ticket log).

2 Use the first row as headers that Makes the table selfmdescribing and
describe the data in each column. easier to read by others.

3 Keep rows consistent — one record per Enables reliable calculations, lookm ups
row. and reporting.

2.6.2 — Validation Checks

Before data is used it must be validated to ensure it is sensible and complete. The five checks required by
the specification are:

Presence A field has been filled in. An employee name cannot be left
blank.
Length The data fits within a defined number of Passwords must be at least 8
characters or digits. characters long.
Range Numeric values fall inside an Age must be between 0 and 120.

acceptable interval.

Type Data is of the correct format (text, A phone number should contain only
number, date). digits.

Format Data follows a specific pattern (e.g., Email addresses must contain “@” and
email address, postcode). a domain.
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Validation is performed automatically by spreadsheet software or custom scripts before data is accepted into
the system. Verification — checking that two copies match — is a separate process used after entry.

2.6.3 — Interrogating Data in Spreadsheets

Once data is organised and validated, you can analyse it with builtmin functions:

Order by key field

Sort on one or more fields

Filter on field(s)

Arithmetic functions

SUM, MIN, MAX, AVERAGE

IF

COUNTIF

Arrange rows so that related records
appear together.

Reorder data alphabetically,
numerically or chronologically.

Show only rows that meet specific
criteria.

Perform calculations across a range of
cells.

Aggregate numeric data quickly.

Return one value if a condition is true
and another if false.

Count cells that meet a single criterion,
optionally with wildcards or multiple
conditions.

Sorting customers by last name for a
mailing list.

Listing tickets from oldest to newest.

Displaying all incidents with severity
“High”.

Adding up total sales in column E.

Calculating average response time.

Flagging overdue tickets (=l F( DueDa
t e<TODAY(), " Overdue","")).

Counting how many tickets are
assigned to a particular technician.

These tools let you slice and dice data without writing code, making it accessible to all support staff.

2.6.4 — Practical Use of Spreadsheet Techniques

1. Create a master list of assets with columns for ID, type, location, status and owner.

2. Validate each entry as it is entered using the five checks above.

3. Sort by status to see which assets need attention first.

4. Filter by location when preparing a maintenance schedule.

5. Use SUM and AVERAGE to summarise costs or downtime per asset type.

6. Apply COUNTIF to count how many assets are in each category, helping with inventory planning.

By combining organisation, validation and interrogation you can produce reliable reports that support
decisionm making and operational efficiency.

2.6.5 — Saving and Importing TextmBased Files

Data often needs to move between spreadsheets, databases or other applications. Textmbased files (plain
text with a defined delimiter) are the most common format for this exchange:

e Commam Separated Values (CSV) — each row is a line; columns are separated by commas.

m Advantages: human readable, universally supported, small file size.
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m Use cases: exporting an asset register from Excel to load into a database; importing ticket data from a
support tool into a spreadsheet for analysis.

» Other delimiters — tabs (TSV), semicolons or pipes can be used when commas appear in the data
itself.

When saving:

1. Choose “Save As” - select CSV format.

2. Verify that headers are included and that special characters are correctly encoded (UTFm 8 is safest).
When importing:

1. Open the spreadsheet application’s import wizard.
2. Specify the delimiter used, confirm header row placement, and map columns to existing fields if required.

Using textm based files keeps data portable, reduces dependency on proprietary formats and ensures that
information can be shared with colleagues or migrated between systems without loss of structure.

Summary

e Structure — Workbooks, worksheets, rows, columns and cells form the backbone of tabular data.

e Validation — Presence, length, range, type and format checks guarantee data quality before it is used.
e Interrogation — Sorting, filtering, arithmetic functions and COUNTIF let you analyse data quickly in
spreadsheets.

« Export/Import — Textmbased files such as CSV provide a simple, reliable method for moving data
between tools.

Mastering these concepts equips digital support professionals to manage information accurately, produce
actionable insights and maintain smooth operation across the organisation.

Exam Angle

Data interrogation questions may ask you to describe a validation check, interpret or write a spreadsheet
function, or explain why CSV is appropriate for data exchange. For validation questions, name the specific
check and give an example of an input that would fail it. For function questions (SUM, IF, COUNTIF), state
what the function does and give a realistic scenario for its use. For CSV questions, explain a specific
advantage connected to the context — portability, human readability, or compatibility.

Revision Checklist

[11 can describe the structure of a spreadsheet (workbook, worksheet, rows, columns, cells).

[11 can name and describe all five validation checks (presence, length, range, type, format) and give an
example of each.

[ 11 can distinguish between validation and verification.

[11 can describe the purpose of sorting, filtering, SUM, MIN, MAX, AVERAGE, IF and COUNTIF in a
spreadsheet.

[11 can explain the advantages and limitations of CSV as a data exchange format.

[ 11 can describe the steps for saving and importing a CSV file.
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Using Diagrams in Digital Support (2.7)

Pearson ref: 2.7

Content area: Introduction to Digital Support (2)

DFD symbols — external entities, processes, data stores and flow arrows

Diagram (rendered in web version)

flowchart LR SRC(["External Entity Source —a person, system or organisation"]) PROC "Process An
activity that transforns data"] STORE[("Data Store Persistent storage such as a database or file")]
DEST(["External Entity Destination —receives output fromthe systenf]) SRC -->|"Data flow arrow
(labelled)"| PROC ...(3 nore lines)

Worked DFD — student enrolment system

Diagram (rendered in web version)

flowchart TD Student (["Student"]) -->|"Subnits enrolnent forni| Validate["Validate Enrolnent"] Validate
-->|"Stores record"| DB[("Student Database")] Validate -->|"Sends confirmation"| Student
Admi n(["Adm nistrator"]) -->|"Requests class list"| Report["Cenerate Report"] DB -->|"Retrieves

records"| Report Report -->|"Delivers report"| Adnin

IFD symbols — boxes represent departments or roles, arrows show information flows

Diagram (rendered in web version)

flowchart LR A["Sender (box: department or role)"] -->"Arrow | abelled with information type"|

B[ " Reci pi ent (box: departnment or role)"] B -->|"Return or feedback flow'| A

Worked IFD — IT incident information flows

Diagram (rendered in web version)

flowchart TD User["End User"] -->|"Incident report”| Hel pdesk["IT Hel pdesk"] Hel pdesk -->|"Escal ation
request”| Tech["Senior Technician"] Tech -->|"Resolution instructions"| Hel pdesk Hel pdesk

-->|"Resol uti on update"| User Tech -->|"Incident summary"| Manager["Li ne Manager"]

2.7.1 | Understanding Data Flow Diagrams (DFDs), Their Purpose, and
When They Are Used

Data Flow Diagrams are a visual notation that shows how data moves through a system. They focus on the
what of the system — what data is received, how it is transformed, where it is stored, and what is sent out —
rather than on the technical details of implementation. DFDs are used in the early stages of analysis to:

« Clarify requirements for stakeholders who may not be familiar with code or architecture.
« Identify redundant or missing processes that could indicate design problems.

* Provide a common language between business users, developers and support staff.
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The diagram is built from four core elements (see Appendix 2) — processes, data flows, data stores and
external entities — which together give a highm level picture of the system’s behaviour.

2.7.2 | How Data Flow Is Expressed in DFDs

Process (rounded rectangle) A transformation that changes data “Validate Order”

Data flow (arrow) Movement of information between “Order Details - Validation”
elements

Data store (openmended rectangle) Where data is held for later use “Customer DB”

External entity (square) Source or destination outside the “Web Storefront”
system

Hierarchy and Levels

* Level 0 — Context Diagram: Shows the entire system as a single process with its external interactions.
 Level 1+: Breaks that single process into subm processes, revealing internal flows and stores.

Logical DFDs describe what happens; physical DFDs add details such as hardware or software components.
Both are useful — logical for business analysis, physical for implementation planning.

2.7.3 | Interpreting DFDs that Represent Systems
When reading a DFD:

1. Start at the context diagram to understand the system boundary.

2. Follow arrows from external entities into processes; note what data is received.

3. Observe where data flows into stores or out to other processes.

4. Check for data flow consistency: every arrow must have a source and a destination that are defined
elsewhere in the diagram.

A wellm constructed DFD will show no dangling flows, no duplicate process names, and clear labels that
describe the content of each flow.

2.7.4 | Creating and Completing DFDs for Systems
To build a useful DFD:

1. Define the scope — decide whether you are drawing a context diagram or a more detailed level.

2. ldentify external entities — who interacts with the system?

3. List processes — what transformations occur? Keep names actionm oriented (e.g., “Generate Invoice”).
4. Determine data stores — where is information kept between steps?

5. Draw data flows — connect every process to its inputs and outputs, label each flow with the data it
carries.

6. Validate — ensure that all data entering a process also exits or is stored; confirm that no external entity is
left unconnected.
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Iterate until the diagram accurately reflects the system’s behaviour and satisfies the stakeholder’s
understanding.

2.7.5 | Understanding Information Flow Diagrams and Their Purpose

Information Flow Diagrams (IFDs) are essentially the same notation as DFDs but are often used in contexts
where the focus is on information rather than data. They serve the same purposes:

e Communicate how information moves through a system.
« Highlight potential bottlenecks or security gaps.

* Provide a visual aid for troubleshooting and support documentation.

Because Pearson’s specification refers to “information flow diagrams” interchangeably with DFDs, all
guidance on DFD construction applies directly to IFDs.

2.7.6 | How Information Flow Is Expressed in IFDs
The symbols used in an IFD are identical to those in a DFD (Appendix 2):

» Boxes represent processes or functions.
» Arrows show the direction of information movement.

* Labels on arrows describe the type of information being transferred.

When creating an IFD, keep labels concise yet descriptive — for example, “User Credentials — Authentication
Service”.

2.7.7 | Creating and Completing Information Flow Diagrams
The steps mirror those for DFDs:

1. Define the system boundary (context level).

2. ldentify all information sources and sinks.

3. Map out processes that transform or route information.
4. Show intermediate storage if relevant.

5. Label every arrow with the information content.

6. Review for completeness and clarity, ensuring no missing connections.

Because IFDs are often used in support documentation, it is useful to annotate diagrams with notes on
security controls or compliance requirements where appropriate.

2.7.8 | Interpreting Information Flow Diagrams that Represent Systems
When analysing an IFD:

* Verify that every piece of information has a clear origin and destination.
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¢ Check that processes are logically connected; no isolated boxes should exist unless they represent
external entities.

* Look for potential security or performance issues indicated by multiple arrows converging on a single
process or store.

A wellminterpreted IFD will reveal how information is handled throughout the system, enabling support staff to
pinpoint where problems may arise and how to resolve them efficiently.

Key Takeaway:

Data Flow Diagrams and Information Flow Diagrams are interchangeable terms in this qualification. Mastery
of their symbols, hierarchy, and construction rules equips digital support professionals with a powerful tool for
analysing, documenting, and troubleshooting complex systems at both business and technical levels.

Exam Angle

DFD and IFD questions ask you to interpret an existing diagram, complete a missing element, or create a
simple diagram from a described scenario. When interpreting, follow each arrow from source to destination
and check that every element is connected and labelled. When creating, identify external entities first, then
add processes, then data stores, then connect them with labelled flow arrows. The spec treats DFDs and IFDs
as equivalent — all DFD rules apply to IFDs.

Revision Checklist
[11 can name and describe the four DFD elements (process, data flow, data store, external entity) and
identify their symbols.
[ 11 can explain the difference between a level 0 context diagram and a level 1 DFD.
[ 11 can distinguish between a logical DFD and a physical DFD.
[11 caninterpret a DFD by tracing data flows and checking for completeness and consistency.

[11can create a simple DFD or IFD from a described scenario using the correct symbols and labelled
arrows.
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Risk and Risk Assessment (2.8)

Pearson ref: 2.8

Content area: Introduction to Digital Support (2)

5x5 risk matrix — likelihood (rows) x severity (columns)

Frequent Medium High Very High Extreme
Probable Low Medium High Very High Very High
Occasional Very Low Low Medium High Very High
Remote Very Low Very Low Low Medium High
Improbable Very Low Very Low Very Low Low Medium

Risk rating = Likelihood x Severity. Shaded (bold) cells flag the risks requiring active mitigation.

1. What is a risk matrix? (2.8.1, 2.8.2)

A risk matrix is a visual tool that helps you compare two key attributes of any potential threat:

e Likelihood — how often the event might happen.

* Severity — how serious the impact would be if it did occur.

The Pearson specification uses a fivem bymfive grid:

Likelihood 1 =Improbable 4 = Probable 5 = Frequent

Severity 1 = Negligible 2 = Marginal 3 = Moderate 4 = Critical 5 = Catastrophic

Each cell in the grid represents a risk level — for example, a probable likelihood (4) combined with a critical
severity (4) would be considered a highm priority risk that needs immediate action.

The matrix is useful because it turns complex information into an easymtomread visual summary, allowing
teams to prioritise resources and mitigation actions quickly.

2. How to read and create a risk assessment matrix (2.8.2)

1. Identify the risk — describe what could go wrong.
2. Rate likelihood — choose one of the five categories that best matches how often you expect the event.

3. Rate severity — choose one of the five categories that best describes the potential impact on people,
equipment, data or business continuity.

4. Locate the cell — find where the two ratings intersect; this gives the risk level.
5. Decide on action — highm level risks (e.g., 4 x 4 or 5 x 5) usually trigger mitigation plans, while lowm level
risks may be monitored.

Creating a matrix is simply drawing the grid and filling in each cell with the appropriate risk level for every
identified threat. The matrix can then be shared with stakeholders to support decisionm making.
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3. Why do we document risk assessments? (2.8.3)

Risk assessment documentation serves three essential purposes:

Continuity of service Shows how risks could interrupt operations and what controls
keep services running.

Health & safety Demonstrates that potential hazards to staff or customers
have been considered and mitigated.

Regulatory compliance Provides evidence that the organisation meets legal or

industry standards for risk management.

Without clear documentation, organisations cannot prove they have taken reasonable steps to manage risks,
which can lead to penalties, loss of reputation or operational failure.

4. What must a risk assessment record contain? (2.8.4)
A complete risk assessment entry should include:

. Risk description — concise statement of the threat.

. Potential victims — who or what could be harmed (people, equipment, data, reputation).
. How harm occurs — a brief explanation of the causal chain.

. Existing mitigation — controls already in place that reduce likelihood or severity.

. Additional required mitigation — actions needed to bring risk down to an acceptable level.

o OB~ WN P

. Owner — person responsible for implementing the additional mitigation.

7. Due date — deadline by which the owner must complete the action.

This structure ensures every risk is fully understood, tracked and managed in a consistent way across the
organisation.

5. How to interpret and produce risk assessment documentation (2.8.5)
Interpretation:

Read each entry as a story: “If X happens, Y could be affected because Z; we already have A to reduce the
chance, but B is still needed.”

Look for patterns — multiple risks affecting the same asset or process may indicate a systemic issue.

Production:

1. Start with a template that lists all seven fields above.
2. Fill in each risk identified during your assessment.
3. Review with stakeholders to confirm accuracy and agree on mitigation actions.

4. Store the completed record in a central repository where it can be updated and audited over time.

By following this process, you create a living document that supports continuous improvement of safety,
service reliability and compliance.
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6. Quick reference — fivembymfive matrix

Likelihood / Negligible (1) Marginal (2) Moderate (3 Critical (4) Catastrophic (5)
Severity

Improbable (1) Medium High Very high
Remote (2) Low Medium Medium High Very high
Occasional (3) Medium Medium Medium High Very high
Probable (4) Medium High High Very high Extremely high
Frequent (5) High High Very high Extremely high Critical

Use this table as a quick visual cue when you are rating new risks.

7. Summary

* A risk matrix compares likelihood and severity in a fivem bym five grid, enabling rapid prioritisation.

» Documentation must capture the risk description, affected parties, causal chain, existing controls,
required actions, owner and due date.

* Properly recorded assessments support service continuity, health & safety and regulatory compliance.

8. Practical exercise
1. Identify three risks that could affect your current IT project (e.g., data loss, network outage, phishing
attack).
2. Rate each risk on the likelihood and severity scales.
3. Fill'in a risk assessment record for each using the structure above.

4. Share your records with a peer and discuss whether the mitigation actions are realistic.

9. Further reading

» Pearson T Level Digital Support — Core Paper 1, Introduction to Digital Support (2)

* NCSC “10 Steps to Cyber Security” — overview of risk management in cyber contexts

Exam Angle

Risk assessment questions may ask you to rate a described risk's likelihood and severity, locate it on the
five-by-five matrix, or complete a risk register entry. Use the precise five-category scale — do not give a
vague rating without matching it to Frequent, Probable, Occasional, Remote or Improbable. For a full risk
register question, ensure your entry includes all seven required fields: description, potential victims, how harm
occurs, existing mitigation, additional mitigation needed, owner and due date.
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Revision Checklist
[ 11 can explain what a risk matrix is and describe how likelihood and severity combine to produce a risk
level.
[11 can apply the five-category likelihood and severity scales correctly.

[ 11 can explain the three purposes of risk assessment documentation (continuity of service, health and
safety, regulatory compliance).

[11 can list all seven fields that a complete risk assessment record must contain.
[11 can interpret an existing risk register entry and identify what action it requires.

[ 11 can complete a risk assessment record for a described digital support risk.
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Project Management Methodologies and Tools for
Digital Support Logistics (2.9)

Pearson ref: 2.9

Content area: Introduction to Digital Support (2)

Gantt chart — server migration project timeline

Diagram (rendered in web version)

gantt title Server Mgration Project dateFormat YYYY-MW DD section Planning Gather requirenents :al,
2024-01-08, 5d Ri sk assessnent :a2, after al, 3d section Inplenentation Configure new server :bl, after
a2, 7d Mgrate data :b2, after bl, 3d section Testing User acceptance testing :cl, after b2, 5d Go live

:mlestone, after cl, 0d

Kanban board — three-column workflow for a server migration

Diagram (rendered in web version)

flowchart LR subgraph Backl og["Backl og"] direction TB bl["ldentify network requirenents"] b2["Source
repl acenment hardware"] end subgraph Progress["In Progress"] direction TB pl["Configure new server"]
p2[ " Test backup systeni'] end subgraph Done["Done"] direction TB d1["Kickoff meeting 0"] d2["Ri sk

assessnent 0"] ...(2 nore lines)

1. Overview

Digital support projects—whether they involve deploying new software, upgrading network infrastructure or
rolling out security controls—require structured planning and coordination. This subtopic equips students with
the knowledge of two classic projectm management methodologies (Waterfall and Agile) and a range of
diagrammatic techniques that visualise schedules, dependencies and resource flows. Understanding how
these methods and tools interrelate enables practitioners to choose the most appropriate approach for any
given digital support initiative.

2. Project Management Methodologies (2.9.1)

2.1 Waterfall

Waterfall is a linear, phasem bym phase model that emphasises thorough planning before execution.

Key phases
Requirements Analysis Capture and document user needs
Design Translate requirements into system architecture
Development Build the solution
Testing & Deployment Verify functionality and release to users
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Maintenance Provide ongoing support and updates

Benefits

» Clear, sequential flow — easy to understand for stakeholders.
 Extensive documentation at each stage supports auditability and compliance.

* Predictable timelines when requirements are stable.
Drawbacks
« Limited flexibility; changes after a phase can be costly.

« Early phases may not reveal hidden constraints that only surface later.

* Risk of delivering a product that no longer meets user needs if the initial analysis is incomplete.

2.2 Agile
Agile replaces long, rigid plans with iterative cycles (sprints). Each sprint delivers a potentially shippable
increment and incorporates feedback from users or stakeholders.

Typical cycle

1. Sprint Planning — select backlog items for the sprint.
2. Daily Standmup — brief status update to surface impediments.
3. Sprint Review — demo completed work to stakeholders.

4. Sprint Retrospective — reflect on process improvements.
Benefits
* Rapid response to changing requirements or emerging threats.

 Continuous stakeholder engagement reduces the risk of misalignment.

* Incremental delivery allows early value extraction and risk mitigation.
Drawbacks
» Requires high levels of collaboration; may falter if teams are distributed or siloed.

 Without disciplined backlog grooming, scope creep can erode timelines.

* Deliverables may be less formally documented, complicating compliance in regulated environments.

3. Diagrammatic Techniques (2.9.2-2.9.3)

Diagrammatic tools translate abstract plans into visual artefacts that aid communication and
decisionm making. The following techniques are most relevant to digital support logistics.

3.1 Program Evaluation Review Technique (PERT)

* Purpose — model activities with uncertain durations, emphasising probabilitym based estimates.

» Components — nodes (tasks), arrows (dependencies), optimistic/most likely/pessimistic times, and
critical path calculation.

* When to use — projects where task durations are highly variable, such as researchmintensive security
assessments or custom software builds.
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3.2 Gantt Chart

» Purpose — display tasks along a time axis with start/end dates, progress bars and milestone markers.
» Key features — colour coding for status, dependency links, resource allocation columns.

* When to use — projects requiring clear visibility of timelines for multiple stakeholders, e.g., phased
network rollm outs or patch management schedules.

3.3 Kanban Board

e Purpose — visualise workflow states (To Do, In Progress, Done) and enforce workm inm progress limits.

» Benefits — promotes continuous delivery, quick identification of bottlenecks, and easy prioritisation of
support tickets.

* When to use — daymtom day incident response or ongoing maintenance tasks where throughput
optimisation is critical.

3.4 Critical Path Analysis (CPA)

» Purpose — identify the longest sequence of dependent activities that determines project duration.

e Process — create an activitym onm node network, perform forward and backward passes to calculate
earliest/latest start/finish times, then compute float.

* When to use — projects with tight deadlines or where resource contention could delay delivery, such as
a rapid security patch deployment.

4. Interrelationships and Decision Making (2.9.4)

Methodology Diagrammatic Technique Typical Use Case

Waterfall Gantt, CPA Largem scale infrastructure upgrades
where scope is fixed.

Agile Kanban, PERT Rapid development of security tools or

continuous monitoring services.

Choosing a methodology and diagram

1. Assess project volatility — high uncertainty favours Agile + PERT; low volatility suits Waterfall + Gantt.

2. Consider stakeholder needs — if stakeholders demand precise timelines, a Gantt chart is essential
regardless of the underlying methodology.

3. Resource constraints — Kanban boards help manage limited support staff by visualising work limits.

4. Compliance requirements — Waterfall's documentation and CPA’s explicit critical path analysis aid
audit trails.

By mapping the project’s characteristics to these criteria, a digital support professional can select a coherent
combination of methodology and diagrammatic tool that maximises efficiency, transparency and risk control.

5. Summary

» Waterfall offers predictability but limited flexibility; Agile delivers rapid value with higher collaboration
demands.
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« PERT, Gantt, Kanban, and CPA each provide distinct visual insights—uncertainty modelling, timeline
tracking, workflow optimisation, and criticalm path identification respectively.

 The suitability of a methodology—diagram pair depends on project volatility, stakeholder expectations,
resource availability and regulatory context.

Mastering these concepts equips students to design, monitor and adapt digital support projects effectively
across diverse organisational settings.

Exam Angle

Project management questions ask you to match a methodology or diagram to a described project scenario,
or to justify a choice. A strong answer identifies the characteristic of the scenario that drives the match — fixed
stable requirements favour Waterfall with Gantt or CPA; uncertain requirements favour Agile with Kanban or
PERT; ongoing support tasks with no fixed endpoint suit Kanban. Always state the reason tied to the scenario,
not just the name of the method.

Revision Checklist
[ 11 can describe the Waterfall and Agile methodologies, including at least two benefits and two
drawbacks of each.

[ 11 can describe the purpose of PERT, Gantt charts, Kanban boards and Critical Path Analysis and state
when each is most appropriate.

[ 11 can explain the four questions used when choosing a methodology and diagram combination.
[]11can read a Gantt chart and identify tasks, dependencies and milestones.

[11 can explain what a Kanban board shows and how it helps manage workflow in a support
environment.

[11 can match a methodology—diagram combination to a described project scenario and justify the
choice.
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Strategies for Responding to Support Issues (2.10)

Pearson ref: 2.10

Content area: Introduction to Digital Support (2)

2.10.1 Kolb’s Experiential Learning Cycle

Kolb’s experiential learning cycle is a repeating fourm stage process that helps digital support professionals
learn from every interaction with users, hardware or software.

What Happens Example in Digital Support

Concrete experience The learner takes part in an activity. A technician resolves a network outage
and records the steps taken.

Reflective observation The learner thinks carefully about what ~ Reviewing the ticket to note which
happened. actions succeeded or failed.

Abstract conceptualisation The learner forms ideas, principles or Identifying that a particular configuration
explanations from that reflection. change consistently caused a reboot

loop.

Active experimentation The learner applies that idea in a new Remimplementing the fix on another

situation to test or refine it. system and monitoring for recurrence.
Application

» Analyse completed tickets to discover patterns.
* Reflect on failed changes to understand root causes.
» Conceptualise bestm practice guidelines from repeated outcomes.

» Experiment with new troubleshooting procedures in a controlled environment.

Benefits

» Encourages systematic learning from real incidents.
* Builds a knowledge base that can be reused across teams.

 Promotes continuous improvement of support processes.

Drawbacks

» Requires time to cycle through all stages, which may delay rapid response.

« If the initial experience is poorly documented, later stages lose value.

2.10.2 Gibbs’ Reflective Cycle

Gibbs’ reflective cycle expands on Kolb by adding a structured narrative for each reflection.

Description What happened? A user reports intermittent Wim Fi
connectivity.
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Feelings How did you feel? Frustrated at the lack of immediate
resolution.

Evaluation What was good or bad? The diagnostic tool identified a driver
issue, but the fix required rem booting
the router.

Analysis Why did it happen? Outdated firmware caused

incompatibility with new drivers.

Conclusion What else could you have done? Checked firmware version before
installing drivers.

Action Plan What will you do next time? Update firmware first, then proceed with
driver installation.

Application

* Use the cycle after each support session to capture insights.

» Store reflections in a shared knowledge base for future reference.

Benefits

* Provides a comprehensive framework that covers emotional and analytical aspects.

* Helps identify systemic issues rather than isolated incidents.

Drawbacks

» More stages mean more time spent documenting, which can be burdensome under tight SLAs.

» Requires training to ensure consistent use across the team.

2.10.3 Concept Mapping in Digital Support

Concept mapping visualises relationships between ideas and is useful for organising complex support
scenarios.

Process

1. Identify the main idea — e.g., “Troubleshooting Wim Fi Issues”.
2. Add central point of focus — a single node that anchors the map.

3. Create individual concepts — five categories: hardware, software, people, information, processes.

4. Define relationships — use verbs to link nodes (e.qg., “requires”, “affects”).

Benefits

» Clarifies how different elements interact in a support case.

* Highlights gaps where knowledge or resources are missing.

Drawbacks

» Can become cluttered if too many concepts are added without clear hierarchy.

» Requires skill to interpret and update accurately.

jogpt.co.uk Page 50



T Level Digital Support & Security

JoGPT Revision Guide

2.10.4 Interpreting and Creating Concept Maps for Digital Support

Situations

1. Start with the problem statement — place it at the centre.

2. Branch out into the five categories, adding subm nodes as needed.

3. Use directional arrows to show cause—effect or workflow sequences.

4. Review and refine with peers to ensure accuracy.

Example

« Central node: “User reports slow network”.

e Hardware - router firmware, cabling integrity.

 Software - driver versions, OS updates.

» People - user training level, support staff expertise.

* Information - logs, configuration files.

* Processes — change management steps, escalation path.

2.10.5 Design Thinking for Support Issue Resolution

Design thinking is a humanm centred approach that iterates through empathy, definition, ideation, prototyping

and feedback.

Empathise

Define

Ideate

Prototype

User Feedback

Repeat Prototype/Feedback

Benefits

Understand user pain points.

Clarify the problem statement.

Generate possible solutions.

Build a smallm scale test.

Gather reactions and data.

Refine the solution based on feedback.

» Keeps users at the heart of every change, reducing resistance.

» Encourages rapid iteration, leading to quicker problem resolution.

Drawbacks

Conduct a quick interview to learn how
the outage affects work.

“Users cannot access shared drives
during peak hours.”

Suggest load balancing, alternative
paths, or temporary workarounds.

Configure a secondary server to handle
traffic temporarily.

Monitor performance metrics and user
satisfaction postm deployment.

Adjust load balancer settings until
optimal throughput is achieved.

* Requires time and resources for prototyping that may not be available in urgent incidents.

« If user feedback is not captured systematically, the cycle can stall.
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Summary

By combining Kolb’s experiential learning, Gibbs’ reflective cycle, concept mapping, and design thinking,
digital support professionals gain a robust toolkit for analysing, documenting, and improving responses to
support issues. These methods promote continuous learning, clear communication, and userm centric
solutions that enhance service quality across the organisation.

Exam Angle

Reflective learning questions may describe a support scenario and ask you to identify which stage of Kolb's or
Gibbs' cycle applies, or what the practitioner should do next. Name the correct stage and describe specifically
what it involves in the given context. For concept mapping questions, explain what the central node
represents and how the five categories (hardware, software, people, information, processes) are populated
from the scenario.

Revision Checklist
[11 can describe the four stages of Kolb's experiential learning cycle and give a digital support example
for each.
[11 can describe the six stages of Gibbs' reflective cycle and give a digital support example for each.
[ 11 can explain the purpose of concept mapping and describe the five categories used.
[11 can describe the five stages of design thinking and explain how each applies to a support problem.
[11 can state a benefit and a drawback of each approach.
[ 11 can identify which strategy is most appropriate for a described learning or problem-solving situation.
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Sources of Knowledge (2.11)

Pearson ref: 2.11

Content area: Introduction to Digital Support (2)

Introduction

Digital support professionals rely on information from many different places when diagnosing faults, planning
actions, checking risks and advising users. Knowing where information comes from is only part of the task.
They also need to judge whether that information is trustworthy, current and suitable for the decision they are
making.

The Pearson specification groups sources of knowledge into five broad categories and requires students to
understand the factors that affect reliability and validity. In practice, this means deciding not only where to
look, but also whether the source is good enough to rely on.

Sources of Knowledge (2.11.1)
The specification identifies five main categories of knowledge source.

e Literature: textbooks, manuals and supplier literature.

These sources are useful when a support professional needs formal guidance, technical detail or structured
explanations. Manuals and supplier literature are especially useful for installation, configuration and
troubleshooting.

 Professionals: conferences, managers and colleagues.

These sources are useful when practical judgement, current workplace practice or escalation advice is
needed. Experienced colleagues and managers can often explain how procedures should work in a real
environment.

» Websites: wikis, blogs and forums.

These sources are useful for quick research, known issues, community advice and supplementary
explanation. They can be very helpful, but quality varies a lot.

» Media: social media, podcasts and video.

These sources can help with awareness, demonstrations, discussions and short updates. They are often
easy to access, but they may simplify issues or prioritise attention-grabbing content over accuracy.

* Observation: dashboards and inspection.

These sources are useful when direct evidence is needed. A support professional may observe a live
dashboard, inspect a device, review a monitor screen or physically check cabling and indicators.

Different categories suit different purposes. For example, a supplier manual may be best for a configuration
step, while direct observation may be best for confirming whether a service is actually down.

Reliability and Validity of Sources (2.11.2)
Reliability and validity are affected by several important factors.
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* Bias or subjectivity

A source may reflect the opinion, agenda or assumptions of its author. For example, a vendor blog may
emphasise the strengths of its own product, while a forum post may reflect one user’s limited experience.

» Evidence and expertise

A source is more trustworthy when the author has relevant knowledge and supports claims with evidence,
references, testing or professional experience. Unsupported claims should be treated cautiously.

e Publication date

Information about digital systems can go out of date quickly. A source that was accurate several years ago
may no longer reflect current software, hardware, legislation, security practice or organisational standards.

e Corroboration from other sources

Confidence increases when the same conclusion is supported by multiple independent sources. If one source
says something unusual and other trustworthy sources disagree, further checking is needed.

Reliability is about whether the source can be trusted consistently. Validity is about whether the information is
actually accurate and suitable for the purpose in hand. A source may seem reliable in style or presentation
but still be invalid for a specific task if it is outdated, biased or off-topic.

Judging the Relationship Between Source Type and Reliability (2.11.3)

A good support professional makes judgements by matching the type of source to the task and then checking
the reliability factors.

For example:

» a supplier manual may be highly reliable for product setup, but less useful for comparing rival products
fairly

e a colleague or manager may provide strong practical guidance, but their advice should still be checked
against policy or documentation where accuracy matters

e a forum post may quickly reveal a known issue, but it should usually be corroborated before it is treated
as authoritative

» avideo tutorial may explain a process clearly, but publication date and context still matter

» observation gives direct evidence of what is happening in front of you, but interpretation may still need
support from documentation or expert advice

This means no single source type is automatically best. The most suitable source depends on the decision
being made. In digital support and security, the strongest judgement usually comes from combining
categories, such as using direct observation to identify a fault, supplier documentation to confirm technical
detail, and colleague expertise to decide the most practical next step.

Summary

Sources of knowledge are essential in digital support and security because decisions depend on accurate
and relevant information. Students need to understand the main categories of source, the factors that affect
reliability and validity, and the judgement needed to decide which sources are most suitable in context.
Strong professional practice comes from checking information critically rather than accepting it at face value.
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Exam Angle

Source evaluation questions may ask you to judge whether a specific source is reliable for a described
decision, or to identify the most appropriate source type. A strong answer names the source type, identifies
the specific reliability concern (bias, publication date, lack of evidence), and explains whether the source
should be used alone, corroborated, or replaced. The most trustworthy judgements typically combine multiple
source types — observation, documentation and professional advice.

Revision Checklist
[11 can name and describe the five categories of knowledge source (literature, professionals, websites,
media, observation).
[11 can give an example of when each source category would be most appropriate.
[ 11 can identify four factors that affect the reliability and validity of a source.
[ 11 can explain the difference between reliability and validity.
[11 can evaluate a described source for its suitability for a specific digital support decision.

[11 can explain why combining multiple source types often produces more trustworthy conclusions.
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Data, Information and Knowledge (3.1)

Pearson ref: 3.1

Content area: Data (3)

1. Introduction

In digital support and security every decision starts with data — the raw facts that organisations collect from
users, devices or transactions. Turning that raw material into useful information and ultimately actionable
knowledge is a core skill for any Level 3 professional. This subtopic explains how data moves through these
stages, where it comes from, why its quality matters, and how organisations use it to improve services,
protect assets and gain competitive advantage.

2. What Is Data? (3.1.1)

Data are unprocessed facts or observations that have no inherent meaning until they are organised or
analysed.

Typical examples include a temperature reading from a sensor, the number of clicks on a web page, or a
customer’'s name and address entered into a form.

3. What Is Information? (3.1.1)

Information is data that has been processed, organised or contextualised so it becomes useful to someone.

When raw numbers are sorted into a table, visualised in a chart or labelled with units of measure, they
become information — the building block for decisionm making.

4. What Is Knowledge? (3.1.1)

Knowledge is the understanding that allows an individual or system to use information effectively.

It combines experience, inference and insight: recognising patterns, predicting outcomes or making
recommendations. All knowledge derives from information, but not all information becomes knowledge.

5. Sources of Data Generation (3.1.2)

Human Surveys, forms, interviews People provide observations or
opinions that are recorded
electronically.

Al / Machine Learning Recommendation engines, predictive Algorithms analyse existing data to
models generate new insights or predictions;
the output can be treated as data for
further use.
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Sensors Temperature, vibration, sound sensors  Physical devices capture environmental
measurements and transmit them
digitally.

Internet of Things (loT) Smart thermostats, security cameras, Connected objects collect sensor data,

wearable trackers process it locally or send it to the cloud,
creating continuous streams of
information.

Transactional Online purchases, membership Each transaction records details such

signm ups, logins as time, amount and user identity,

forming a structured dataset.

6. Ethical Data Practices (3.1.3)
Ethical handling of data protects individuals and organisations:

* Privacy — ensuring personal information is collected with consent and stored securely.
» Transparency — clearly communicating what data is collected and how it will be used.

» Fairness & Bias — recognising that training data can embed societal biases; steps must be taken to
mitigate them.

» Accountability — holding people or systems responsible for misuse or accidental disclosure.

 Security — protecting data from unauthorised access, tampering or loss.

Metrics used to assess data value include:

Quantity Volume of data collected over a period.

Timeframe How recent the data is; relevance decays with age.
Source Reliability and trustworthiness of the origin.

Veracity Accuracy, completeness and consistency of the data.

7. Organisational Use of Data (3.1.4)

* Pattern Analysis — spotting trends in customer behaviour or system performance.

» System Performance Monitoring — analysing load, outage frequency and throughput to optimise
infrastructure.

» User Monitoring — tracking login/logout events and resource usage for security and compliance.
» Targeted Marketing — using purchase history and browsing data to offer discounts or upsell products.

» Threat/Opportunity Assessment — comparing internal metrics with industry benchmarks to identify
risks or growth areas.

8. Judging Suitability of Data (3.1.5)

When deciding whether a dataset is fit for purpose, consider:
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Relevance Does the data answer the specific question?

Accuracy Are there errors or inconsistencies that could mislead
analysis?

Completeness Are all required fields present and upmtom date?

Timeliness Is the data recent enough for current decisions?

Source Trustworthiness Has the data been collected from a reliable channel?

The same criteria apply to information and knowledge: an insight is only useful if it is derived from
trustworthy, timely data that has been correctly processed.

9. Summary

» Data — raw facts; Information — organised, contextualised data; Knowledge — actionable
understanding built on information.

 Data can originate from people, Al systems, sensors, loT devices or transactions.
» Ethical practices and quality metrics ensure that the data used is reliable and responsible.

» Organisations analyse data to improve performance, enhance security, target marketing and assess
risks.

* A critical eye must be applied at every stage to confirm suitability for the intended purpose.

10. Key Takemaways

1. Distinguish clearly between data, information and knowledge.

2. Recognise all common sources of data in a digital environment.

3. Apply ethical principles and quality metrics when collecting or using data.
4. Understand how organisations transform data into business value.

5. Evaluate the fit of any dataset before relying on it for decisions.

11. Suggested Activities

» DatamtomKnowledge Chain — give students a raw log file, ask them to summarise it (information) and
then propose an action based on that summary (knowledge).

» Source Evaluation Exercise — provide snippets from different data sources and have learners assess
their suitability using the criteria above.

* Ethics Debate — discuss a recent highm profile data breach and identify which ethical principles were
violated.

12. Further Reading

Students are encouraged to explore the provided source materials for deeper examples of each concept,
including realmworld 10T ecosystems, Al feedback loops, and metadata importance in ensuring data veracity.
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Exam Angle

Data knowledge questions may ask you to distinguish between data, information and knowledge in a
scenario, identify a source of data generation, or evaluate whether a dataset is suitable for a stated purpose.
A strong answer explains the transformation: what processing step converts raw data into information, and
what additional step produces knowledge. For suitability questions, apply all five criteria (relevance, accuracy,
completeness, timeliness, source trustworthiness) and explain which matter most for the specific decision.

Revision Checklist

[ 11 can define data, information and knowledge and explain how each differs from the others.
[ 11 can describe the five sources of data generation (human, AlI/ML, sensors, I0T, transactional) and give
an example of each.

[11 can explain five ethical data practices (privacy, transparency, fairness and bias, accountability,
security).

[11 can describe four quality metrics used to assess data value (quantity, timeframe, source, veracity).

[11 can explain how organisations use data (pattern analysis, system monitoring, user monitoring,
marketing, threat/opportunity assessment).

[ 11 can apply the five suitability criteria to evaluate whether a dataset is fit for a stated purpose.
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Methods of Transforming Data (3.2)

Pearson ref: 3.2
Content area: Data (3)

Spec Ref Covered: 3.2.1 — Know and understand methods of transforming data: manipulating; analysing;
processing.

Introduction

In a digital support environment, raw information arrives from many sources — logs, spreadsheets, sensors,
or user input. Before this information can be used for troubleshooting, reporting or decisionm making it must
be transformed into a form that is accurate, consistent and useful.

The transformation process involves three key activities:

» Manipulation — changing the structure or format of data (e.g., remordering columns, converting dates).

» Analysis — applying calculations or checks to reveal patterns or errors (e.g., summarising totals,
detecting duplicates).

* Processing — organising and storing the refined data so it can be accessed quickly (e.g., loading into a
database or a reporting tool).

Understanding these activities is essential for any support professional who needs to clean, prepare or report
on data.

1. Data Manipulation

Data manipulation refers to the direct alteration of raw data to make it easier to work with. Typical tasks
include:

Remformatting (e.g., changing a date from DD/ MM YYYY to Ensures consistency across records.
YYYY- MVt DD)

Reshaping (pivoting or unpivoting tables) Aligns data with the structure required by downstream tools.
Filtering (removing rows that do not meet criteria) Reduces noise and focuses analysis on relevant information.
Sorting (ordering rows alphabetically or numerically) Improves readability and supports subsequent operations

such as duplicate detection.

These steps are usually performed manually in a spreadsheet, with simple formulas, or by using builtmin
functions in data tools.

2. Data Analysis

Once the data has been reshaped, analysis is carried out to identify issues and summarise information:
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Aggregation (summing, averaging) Provides quick insights into totals or averages across groups.

Duplicate detection Highlights repeated records that may indicate data entry
errors.

Missingmvalue identification Shows gaps that need to be filled or removed.

Outlier spotting Flags values that deviate significantly from the norm, which

could signal mistakes or unusual events.

These checks help a support technician recognise when data is unreliable and decide what further action is
required.

3. Data Processing

Processing brings the cleaned and analysed data into a usable state for reporting or storage:

Loading (importing into a database, spreadsheet or report) Makes the data available to other systems or users.
Indexing (creating quickm access keys) Improves performance when querying large datasets.
Archiving (moving older records to longmterm storage) Keeps working sets small and manageable.
Versioning (keeping a history of changes) Allows rollback if an error is discovered later.

Processing ensures that the transformed data can be retrieved efficiently whenever it is needed.

Practical Example

A support engineer receives a CSV file containing sales transactions.
1. Manipulation: Convert all date fields to YYYY- M\ DD and remove any rows where the amount field is
blank.

2. Analysis: Use a spreadsheet function to count how many duplicate transaction IDs exist; identify any
amounts that are negative, which should not occur.

3. Processing: Load the cleaned file into a reporting workbook, create an index on the date column for
faster filtering, and archive the original raw file in a secure folder.

Through these steps the engineer turns noisy input into reliable data that can be used to generate accurate
sales reports or troubleshoot billing issues.

How These Activities Interrelate

Manipulation, analysis and processing are not independent operations — they form a pipeline in which each
stage creates the conditions for the next.

Manipulation comes first because raw data is rarely in a form that analysis tools can interpret directly. Dates
formatted differently across records, blank fields, and inconsistently named columns all need to be resolved
before patterns can be reliably identified. Attempting analysis on unmanipulated data produces misleading
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results: a duplicate count will be inaccurate if the same record appears twice in slightly different formats.

Analysis follows manipulation because it depends on the data having consistent structure and format. Once
the data is clean and uniform, analysis can identify whether it contains errors, gaps or anomalies — and a
professional can decide what to do before the data is committed to any system.

Processing comes last because it moves confirmed, clean data into a state where it can be retrieved and
used. Loading data that has not been manipulated and analysed risks embedding errors into production
systems that later generate reports, trigger alerts or inform security decisions.

In practice a support engineer may need to cycle between these stages — a processing step may reveal that
more manipulation is needed, and analysis may prompt a return to an earlier manipulation step.
Understanding the direction of the pipeline, and the purpose of each stage, allows a professional to work
efficiently and trace problems back to their source.

Summary

« Manipulation changes the form of data.
¢ Analysis checks quality and extracts insights.
¢ Processing stores and prepares data for future use.

Mastering these methods equips digital support professionals with the skills needed to handle realm world
data challenges efficiently and accurately.

Exam Angle

Data transformation questions may present a scenario and ask you to identify which activity (manipulation,
analysis or processing) is being performed, or to describe a specific step in transforming a dataset. A strong
answer names the activity, describes what is happening at that step, and explains what problem it solves. Do
not confuse manipulation (changing the form or structure of data) with analysis (identifying quality issues) or
processing (loading, indexing or archiving for use).

Revision Checklist

[11 can define data manipulation, data analysis and data processing and explain the difference between
them.
[11 can give two examples of data manipulation tasks (reformatting, sorting, filtering, reshaping).

[11 can give two examples of data analysis techniques (aggregation, duplicate detection, outlier
identification, missing-value identification).

[11 can give two examples of data processing steps (loading, indexing, archiving, versioning).
[11 can explain why the three activities must be performed in sequence.

[11 can apply all three activities to a described dataset scenario.
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Data Taxonomy (3.3)

Pearson ref: 3.3

Content area: Data (3)

Introduction

Data is the foundation of every digital service. In this subtopic we explore how data can be grouped, what
those groups mean for analysis and security, and how they are stored and transformed in practice.
Understanding these concepts allows a support professional to decide which type of data is appropriate for a
task, recognise when data needs to be converted or cleaned, and judge the suitability of different data
structures for a given problem.

3.3.1 Data Taxonomy — Definition and Purpose (3.3.1)

Data taxonomy is the systematic classification of data into categories that share common characteristics.

* Purpose — A clear taxonomy gives organisations a shared language, improves data discoverability, and
enables consistent handling across systems.

The two primary categories used in this course are:

Quantitative Data expressed as numbers that can be measured or
counted. It is suitable for statistical analysis and numerical
comparison.

Qualitative Data described by words, images, audio or other

nonm numerical forms. It captures meaning, opinion or
context rather than a countable value.

3.3.2 Structured vs Unstructured (3.3.2 & 3.3.3)

e Structured data — organised in rows and columns, with defined fields and formats. Quantitative data is
almost always structured because it can be stored in tables or spreadsheets that support arithmetic
operations.

» Unstructured data — has no predefined format; examples include emails, chat logs, images, video, and
audio recordings. Qualitative data is naturally unstructured because it contains freem form text or media
that cannot be neatly split into columns without additional processing.

3.3.4 Representations of Quantitative Data (3.3.4)

Quantitative data can appear in three main forms:

jogpt.co.uk Page 63



T Level Digital Support & Security

JoGPT Revision Guide

Representation Typical Use in Digital Support

Discrete values

Continuous values

Categorical values

Countable, separate numbers with no
intermediate values (e.g., number of
login attempts).

Any value within a range, including
decimals (e.g., CPU temperature,
bandwidth usage).

Numerical codes that represent
categories (e.g., error type = 1 for
authentication failure).

3.3.5 Properties of Qualitative Data (3.3.5)

Counting failed logins to detect
brutem force attacks.

Monitoring system temperatures or
network throughput for performance
and security thresholds.

Grouping incidents by severity or type
for reporting and trend analysis.

* Stored and retrieved as a single object — A qualitative record is usually kept whole (a paragraph, an
audio clip, a photo) rather than split into individual fields.

 Codified into structured data — To analyse or quantify qualitative information, it must be labelled or
coded (e.g., sentiment tags, theme identifiers). This conversion enables statistical techniques to be
applied to otherwise unstructured content.

3.3.6 Interrelationships and Judgement in Digital Support (3.3.6)

Relationship Practical Implication

Category « Structure

Transformation

Suitability

Quantitative data is typically structured;
qualitative data is unstructured.

Qualitative data can be codified into
structured form; quantitative data may
need normalisation or aggregation.

Structured quantitative data is ideal for
automated monitoring tools;
unstructured qualitative data is
essential for incident narrative and
threat intelligence.

Choose storage format based on the
data type to maximise accessibility and
analysis speed.

When analysing mixedm type logs, first
convert qualitative notes into coded
categories before merging with
numerical metrics.

A security analyst will use structured
alerts for realmtime detection but rely on
qualitative reports to understand
attacker intent.

By recognising these relationships, a digital support professional can decide:

1. Which data type to collect — e.g., capture packet counts (quantitative) alongside user feedback

(qualitative).

2. How to store it — use relational tables for counts; use document stores or file systems for logs and

notes.

3. When to transform — code qualitative logs into structured tags before feeding them into dashboards.

Summary

 Data taxonomy classifies data into quantitative and qualitative categories, each with distinct purposes.
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e Quantitative data is usually structured (discrete, continuous, categorical) and lends itself to automated
analysis.

* Qualitative data is unstructured, stored as whole objects, and must be coded to become usable in
structured systems.

« Understanding the interplay between category, structure and transformation enables informed decisions
about data handling in digital support and security contexts.

Key Takemaways for Students

1. Define quantitative vs qualitative data and their purposes.

2. ldentify whether a dataset is structured or unstructured.

3. Recognise the three representations of quantitative data.

4. Explain why qualitative data must be coded before analysis.

5. Apply these concepts to decide on suitable data handling strategies in realmworld support scenarios.

Suggested Activities

« Classify a mixed dataset (e.g., network logs with incident notes) into the taxonomy categories and
determine appropriate storage solutions.

e Convert a sample qualitative log entry into coded categorical data and compare analysis results before
and after coding.

These exercises reinforce the theoretical concepts and demonstrate their practical relevance in digital
support and security work.

Exam Angle

Taxonomy questions ask you to classify a described dataset, or to explain how data type affects storage or
analysis decisions. Classify by asking: is the data numerical and measurable (quantitative) or descriptive and
non-numerical (qualitative)? Is it organised in defined rows and columns (structured) or held as a whole object
without a fixed schema (unstructured)? For codification questions, explain what happens when qualitative
data is converted into categorical codes and why this conversion is necessary before statistical analysis can
be applied.

Revision Checklist

[ 11 can define quantitative and qualitative data and give an example of each.
[11 can explain the difference between structured and unstructured data.

[11 can describe the three representations of quantitative data (discrete, continuous, categorical) and
give a digital support example for each.

[11 can explain how qualitative data is stored and retrieved as a single object.
[ 11 can explain why qualitative data must be codified before it can be used in structured analysis.

[ 11 can apply the taxonomy categories to a described dataset and judge how it should be stored or
processed.
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Data Types (3.4)

Pearson ref: 3.4

Content area: Data (3)

Introduction

Data is the foundation of every digital service. In a support or security role you will routinely encounter
information that has been organised, transformed and stored in different ways. Understanding the basic data
types — integer, real, character, string, Boolean, date and Blob — gives you the vocabulary to describe how
data behaves, what it can store and how it can be manipulated. Equally important is recognising how these
types fit into larger structures (structured, semim structured or unstructured) and how they are transformed
when moving between systems.

3.4.1 Common Data Types — Definition and Purpose

Typical Value Why It Exists Example in Digital Support

Integer Whole numbers (m5, 0, 42) Precise counting or indexing ~ User ID numbers, ticket
where fractions are counts
meaningless
Real (floatingm point) Numbers with a fractional Represent measurements Temperature readings from
part (3.14, m0.001) that require precision sensors
Character Single alphabetic or symbolic ~ Store individual letters or Status flags in log files
value symbols in lows level
protocols
String Sequence of characters Humanmreadable text, Error message strings, file
identifiers, messages paths
Boolean true/fal se Binary decisions, feature “Is the account active?” flag
toggles
Date Calendar date Timembased tracking, expiry  Ticket creation date
(YYYYm MM= DD) dates
Blob (Binary Large Object)  Arbitrary binary data Store media or compiled Images in a database,
code that cannot be firmware files

represented as text

Each type has a defined size and range. For example, an integer may be 32 bits, limiting it to £2 147 483
647, whereas a string can grow until memory limits are reached. Choosing the correct type ensures efficient
storage, fast processing and accurate validation.

3.4.2 Structured, Semim Structured and Unstructured Data — How Types
Fit In

* Structured data is organised into tables with defined columns and data types.

Example: A SQL database of customer orders where each column has a specific type (integer for order ID,
date for order date, string for product name).
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» Semimstructured data contains tags or markers that give it some organisation but lacks a rigid
schema.

Example: JSON logs from an application — keys such as ti nest anp and | evel are present, but the values
can vary in type.

* Unstructured data has no inherent organisational format.

Example: A raw video file or a scanned PDF of a policy document.

The choice of data type influences how easily data can be queried, transformed or secured. Structured data
is straightforward to index and enforce integrity on; semim structured data requires parsing but still offers
some queryability; unstructured data often needs specialised storage (e.g., object stores) and more complex
extraction techniques.

3.4.3 Data Types and Transformation

When moving data between systems, transformation is inevitable:

Casting Explicitly converting one type to another May truncate or raise errors if values
(e.g., string — integer) are incompatible

Normalisation Splitting a composite field into multiple Creates new columns with appropriate
fields (e.g., full address into street, city, types
postcode)

Denormalisation Combining several fields into one (e.g.,  Reduces the number of columns but
first name + last name - full name may increase redundancy
string)

Encoding/Decoding Converting text to binary or vicemversa  Maintains data integrity while changing
(e.g., UTFm 8 encoding) representation

A good support engineer recognises when a transformation will preserve data fidelity and when it might
introduce loss. For instance, converting a real number to an integer truncates the fractional part — acceptable
for a count but not for a temperature reading.

3.4.4 Judging Suitability in Digital Support and Security

When deciding how to store or process data, consider:

Structured Semimstructured Unstructured

Ease of Querying High — SQL, indexes Moderate — requires parsing  Low — specialised search
tools
Integrity Constraints Strong — primary keys, Limited — schema can None — data is freeform
foreign keys change
Security Controls Granular — row/column level  Partial — fieldm level tags Broad — file or object level
Scalability Good for moderate volumes Flexible for varied formats Handles very large, diverse
datasets
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Practical example: A security analyst analysing log files will favour structured logs (e.g., syslog in a database)
to enable quick correlation. If the logs are unstructured text, they may need to be parsed into a
semim structured format before analysis.

Summary

1. Know the data types — integers, reals, characters, strings, Booleans, dates and Blobs — and when each
is appropriate.

2. Understand how these types sit within structured, semimstructured or unstructured data to predict
queryability, integrity and security implications.

3. Apply transformation techniques carefully, recognising the impact on type fidelity.

4. Make informed judgments about which data representation best supports a given digital support or
security task.

Exam Angle

Data type questions ask you to select the most appropriate type for a described value, or to explain what
happens when a transformation is applied. Connect your choice to a specific property of the type: Boolean for
a binary yes/no decision, integer for whole-number counts, real for measurements requiring decimal precision,
date for calendar-tracked values, Blob for binary content that cannot be represented as text. For
transformation questions, name the transformation (casting, normalisation, encoding) and describe the impact
on type fidelity.

Revision Checklist

[11 can name and describe all seven data types (integer, real, character, string, Boolean, date, Blob) and
give a digital support example for each.

[ 11 can distinguish between structured, semi-structured and unstructured data.
[11 can explain how data type choice affects queryability, integrity and security controls.

[ 11 can describe four types of data transformation (casting, normalisation, denormalisation,
encoding/decoding) and explain the risk of data loss in each.

[11 can select an appropriate data type for a described value and justify my choice.
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Data Formats (3.5)

Pearson ref: 3.5

Content area: Data (3)

1. Common Data Formats and Their Purpose

1.1 JSON — JavaScript Object Notation

JSON is a lightweight, textm based format that represents structured data using key—value pairs, arrays,
strings, numbers, booleans and nul | .

Typical uses: web APIs, configuration files, clientm server communication.

Its syntax is concise, human readable and supported by virtually every programming language.

1.2 XML — Extensible Markup Language

XML is a markup language that encodes data in nested tags. It is selfm descriptive: the tag names convey
meaning and can be extended with custom vocabularies.

Typical uses: document interchange, configuration files where validation against a schema (XSD) is required,
legacy systems.

1.3 CSV — Comma Separated Values

CSV stores tabular data in plain text; each line represents a record and fields are separated by commas (or
other delimiters). It is simple to generate and read with spreadsheet tools or programming libraries.

Typical uses: data export/import, small datasets, quick sharing of tables.

1.4 Text Encodings —UTFm 8, UTFm 16, UTFm 32

These Unicode Transformation Formats encode characters into bytes. UTFm 8 is the most common because
it is backward compatible with ASCII and efficient for English text; UTFm 16 and UTFm 32 provide fixedm width
alternatives useful in certain systems.

1.5 ASCII — American Standard Code for Information Interchange

ASCII uses 7 bits to represent 128 characters (0-127). It remains the foundation of many encodings,
including the first 128 code points of Unicode.

Typical uses: legacy text files, simple protocols where only basic Latin characters are required.

2. Choosing a Format: Interrelationships and Transformation

When moving data between systems or preparing it for storage, the choice of format depends on several
factors:
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Human readability High — concise key/value Medium — verbose tags Low — plain text but tabular
pairs structure
Size & bandwidth Small — no markup overhead Large — tags add weight Very small — only commas

and line breaks

Schema validation Limited — optional schema Strong — XSD, DTD None — flat structure
(JSON Schema)

Nested structures Native support for Native support via nested Not supported — requires
arrays/objects elements multiple columns or separate
files
Tooling & libraries Ubiquitous across languages = Mature XML parsers and Simple CSV readers/writers
validators in most environments
Security considerations Vulnerable to injection if not Can include namespaces, Minimal risk — plain text
parsed safely which may add complexity

2.1 Transformation Scenarios

* APl Response - Frontmend

A server sends JSON; the browser parses it into a JavaScript object. The data can then be rendered or
stored in local storage.

» Legacy System Export — Modern Application

An old system outputs CSV. A modern service reads the file, maps columns to internal objects and writes
them as JSON for API consumption.

e Configuration Management

XML is chosen when a schema is required to enforce structure (e.g., validating against an XSD). If flexibility
and human editing are priorities, JSON may be preferred.

2.2 Judgement Criteria
1. Complexity of Data — Use JSON or XML for nested data; CSV only for flat tables.

2. Performance Needs — Prefer JSON or CSV over XML when bandwidth is a concern.
3. Validation Requirements — XML (with XSD) or JSON Schema if strict validation is necessary.

4. Interoperability — UTFm8 encoded JSON or XML ensures crossm platform compatibility; ASCII may be
sufficient for simple, legacy text exchanges.

3. Practical Tips for Digital Support and Security

« Always validate incoming data against an expected schema to prevent injection attacks.

» When storing logs or configuration files, choose a format that balances readability (JSON) with size
efficiency (CSV).

* For secure transmission, ensure the transport layer is encrypted (TLS); the choice of JSON vs XML
does not affect encryption but can influence payload size and parsing overhead.

4. Summary
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« JSON: lightweight, widely used for APIs and configuration; best for nested data.

« XML: verbose, schemamrich, suitable where validation or legacy compatibility matters.

e CSV: simple tabular format, ideal for spreadsheets and quick data exchange.

« UTFm 8/16/32 & ASCII: character encodings that determine how text is stored; UTFm 8 is the default for
modern web content.

Choosing the right format involves assessing data structure, performance, validation needs, and security
implications. Understanding these interrelationships equips a digital support professional to select, transform,
and secure data effectively across diverse systems.

Exam Angle

Data format questions ask you to compare JSON, XML and CSV for a described scenario, or to explain which
is most appropriate. A strong answer identifies the key factor that determines the choice in this context: nested
structures (JSON or XML), schema validation requirements (XML with XSD), bandwidth-sensitive exchange
(JSON or CSV), or human readability (JSON). For encoding questions, distinguish between UTF-8 (most web
content, backward compatible with ASCII) and ASCII (legacy, limited to 128 characters).

Revision Checklist
[]11can describe JSON, XML and CSV and state a typical use for each.
[11 can explain what ASCII and UTF-8 are and state when each is used.

[11 can compare JSON, XML and CSV on human readability, file size, schema validation support and
security implications.

[11 can select an appropriate data format for a described scenario and justify the choice.

[ 11 can describe practical security considerations when choosing or validating a data format.
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Structures for Storing Data (3.6)

Pearson ref: 3.6

Content area: Data (3)

3.6.1 Metadata — Describing and Contextualising Data

Metadata is information that describes other data. It gives context, makes data searchable and helps users
understand how to use it. In a file system the most common metadata are:

File name Identifies the file

Creation date When the file was first written

Author / owner Who created or owns the data
Permissions Who can read, write or execute

Size How much storage space it occupies

Metadata can be added manually — for example a user might add tags to organise photos — or generated
automatically by the operating system or an application. The key point is that metadata summarises essential
facts about the data itself and therefore makes finding, organising and rem using data easier.

3.6.2 FilemBased and DirectorymBased Structures

FilemBased Structure

A filem based structure stores all of a dataset in a single file. The file format (CSV, JSON, XML, binary)
determines how the data is organised inside that one file. This approach is simple and works well for small or
isolated datasets.

When to use it

» Onem off reports or logs
» Configuration files that are read by an application at startm up

» Small backups where a single archive is sufficient

DirectorymBased Structure

A directorym based structure uses folders (directories) to organise many individual files. The hierarchy of
folders can be flat (single level) or treem shaped (multiple levels). Common directory layouts include:

Singlem level All project files in one folder
Twonm level proj ect/ 2024/ Ql/ report.docx
Treem structured conpany/ dept/team file. txt
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When to use it

* Projects that contain many related files (code, data, documentation)
* Organisations that need a clear logical grouping of assets

» Situations where access control or versioning is required at the folder level

3.6.3 Hierarchym Based Structure — The Tree Model

A hierarchym based structure is a specialised directory layout organised as a tree: each node has one parent
and zero or more children. This model mirrors natural hierarchies such as organisational charts, file systems,
XML documents and GIS layers.

Key characteristics

* Strict parent—child relationships: A child belongs to only one parent.

» Ordered traversal: Data can be accessed by following a defined path from the root node down through
its children.

« Efficient navigation: Because each level is known, searching for a specific item can be faster than in a
flat list.

Typical use cases

File systems (e.g., NTFS, ext4) Storing user documents under C: \ User s\

XML/JSON data <conpany><depart nent >..</ depar t nent ></ conpa
ny>

GIS and telecom Layered maps where each layer is a child of a map project

3.6.4 Interrelationships Between Storage Structures and Data
Transformation

Data transformation — converting data from one format or structure to another — often requires moving
between the storage structures described above.

1. From filembased to directorymbased

A CSV export can be split into multiple smaller files (e.g., by date) and placed in a folder hierarchy for easier
downstream processing.

2. From directorymbased to hierarchymbased

Organising logs stored in separate files into a tree that mirrors the application’s modules allows automated
tools to aggregate metrics per module.

3. Metadata handling during transformation

When data is moved, its metadata (file name, creation date) can be preserved or enriched so that the new
structure retains context and traceability.

4. Performance considerations
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Hierarchical structures reduce lookup time for large datasets because the path to a node narrows the search
space. However, they add complexity when restructuring is needed; filem based approaches are simpler but
may become unwieldy as data grows.

Understanding these relationships helps students decide which structure to use at each stage of a project
and how to design efficient pipelines that move data safely between formats.

Summary

3.6.1 Definition, purpose and examples of metadata in file systems

3.6.2 Filembased vs directorym based structures, when each is
appropriate

3.6.3 Hierarchym based (tree) structure, its properties and typical
use cases

3.6.4 How storage structures interact with data transformation
processes

Students should now be able to recognise the different ways data can be organised on a computer or in a
database, explain why each method is chosen, and describe how moving between these structures affects
data handling and performance.

Exam Angle

Storage structure questions ask you to select the most suitable structure for a described scenario, or to
explain what metadata is and why it matters. Connect the choice to a property that fits the scenario: file-based
for a simple isolated dataset, directory-based for grouped related files requiring organised access,
hierarchy-based for ordered parent-child relationships. For metadata questions, name specific examples (file
name, creation date, permissions) and explain what each enables in terms of organisation, retrieval or access
control.

Revision Checklist

[ 11 can define metadata and give three examples of file system metadata.

[11 can describe file-based and directory-based storage structures and give a typical use for each.
[11 can describe the hierarchy-based (tree) structure and state its key characteristics.

[ 11 can explain how moving between storage structures relates to data transformation processes.

[ 11 can evaluate the performance trade-offs between hierarchical and flat storage structures for a given
scenario.
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Data Dimensions and Maintenance (3.7)

Pearson ref: 3.7

Content area: Data (3)

1. What is Big Data? (3.7.2)

Big Data refers to data sets that are so large, fast or complex that traditional processing methods are
inadequate. It is characterised by a set of dimensions — the six Vs — which describe its nature and influence
every stage from collection to storage, maintenance and analysis.

2. The Six Vs of Big Data (3.7.1)

Volume Amount of data generated or stored. Mobile traffic reaching 6 exabytes per
month in 2016, projected to 40 000
exabytes by 2020.

Velocity Speed at which new data arrives and Over 3.5 billion Google searches a day;
must be processed. socialm media streams that update
every second.

Variety Types of data — structured, Structured sales tables, JSON logs from
semim structured, unstructured — and |oT devices, video footage from security
their sources. cameras.

Variability Inconsistency or change in data flow Sensor readings that fluctuate with
and meaning over time. weather; log formats that evolve as

software updates.

Veracity Trustworthiness and accuracy of the Duplicate records, missing values, or
data. incorrect timestamps that can mislead
analysis.
Value The usefulness of the data for Predictive models that reduce fraud by
decisionm making once cleaned and 15 % or optimise inventory levels to cut
analysed. costs.

These dimensions are interdependent: a high volume dataset may also have high velocity, but a small,
slowm moving set can still be valuable if it is accurate and relevant.

3. How the Six Vs Affect Data Gathering and Maintenance (3.7.3)

Impact on Gathering Impact on Maintenance

Volume Requires scalable ingestion pipelines; Storage costs rise; backup strategies
may need distributed storage. must handle large volumes without
performance loss.

Velocity Realmtime or nearmrealmtime capture Continuous monitoring and automated
mechanisms (streaming, event cleansing to keep data fresh; latency
queues). constraints influence system design.
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Impact on Gathering Impact on Maintenance

Variety Multiple connectors for different Harmonising schemas, ensuring
formats; schemam onm read consistent naming conventions, and
approaches. handling legacy data sources.

Variability Adaptive ingestion that can tolerate Versioning of data models,
changing data structures. changem data capture to track evolving

fields.

Veracity Validation rules at source; duplicate Ongoing profiling, error reporting, and
detection during ingestion. correction workflows to maintain

integrity.

Value Prioritising highm value sources for Regular audits to confirm that stored
faster collection. data still delivers business value;

archiving lowm value records.

4. Data Quality Assurance Methods (3.7.4)

Maintaining high quality requires systematic checks and controls:

Validation Ensures data conforms to defined Checking that an email address
formats, ranges or business rules at contains “@” before storing it.
entry.
Verification Confirms that the data matches a Crossm checking customer addresses
trusted source or reference. against a national postal database.
Reliability Measures consistency of data over Monitoring sensor readings for sudden
time; detects drift. spikes that indicate malfunction.
Consistency Guarantees uniformity across related Ensuring that the same product code
datasets. appears identically in sales and

inventory tables.

Integrity Maintains logical relationships (e.g., Preventing deletion of a customer
foreignmkey constraints). record while orders still reference it.
Redundancy Uses duplicate copies to safeguard Replicating critical logs across

against loss, but must be managed to geographically separate servers.
avoid conflicts.

These methods are applied at different stages: validation and verification during ingestion; reliability,
consistency, integrity and redundancy during storage and ongoing maintenance.

5. Factors Influencing Data Maintenance (3.7.5)

Time Older data may become obsolete; retention policies must
balance cost against usefulness.

Skills Staff expertise in data modelling, ETL tooling and quality
tools determines how effectively maintenance tasks are
performed.
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Cost Storage, processing power, licensing for quality tools and
staff time all contribute to the overall budget.

Balancing these factors is essential: a highm volume dataset may require expensive storage but can be
justified if its value outweighs the cost.

6. Making Judgements About Suitability (3.7.6)
When deciding whether to maintain, transform or qualitym assure a data set, consider:

1. Alignment with business objectives — Does the data support key decisions or compliance
requirements?

2. Cost—benefit tradem off — Are the expected benefits (e.g., improved security monitoring) worth the
maintenance investment?

3. Technical feasibility — Can current infrastructure handle the volume, velocity and variety without
excessive cost?

4. Quality risk — Will poor veracity or inconsistency compromise downstream processes such as incident
response or audit trails?

By analysing these dimensions together, a digital support professional can prioritise data assets that deliver
real value while keeping maintenance manageable.

7. Summary

* Big Data is defined by six interrelated dimensions (volume, velocity, variety, variability, veracity, value).
» Each dimension shapes how data is collected, stored and maintained.

* Quality assurance methods—validation, verification, reliability, consistency, integrity,
redundancy—ensure that data remains fit for purpose.

 Time, skills and cost are the key factors that influence maintenance decisions.

* A balanced assessment of these elements allows professionals to judge whether a dataset should be
kept, transformed or subjected to additional quality checks.

8. Further Reading
Students may explore the following resources for deeper understanding:

» GeeksforGeeks: Big Data — The Six Vs (volume, velocity, variety, variability, veracity, value).

» GeeksforGeeks: Data Quality Management (validation, verification, reliability, consistency, integrity,
redundancy).

» GeeksforGeeks: Best Practices for Effective Data Management (time, skills, cost considerations).

These materials provide practical examples and case studies that reinforce the concepts covered here.

9. Glossary
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ETL Extract, Transform, Load — a common data integration
process.

Schemamonm Read Defining structure when data is accessed rather than when it
is stored.

Data Profiling Analyzing data to discover patterns, anomalies and quality
issues.

10. Assessment Questions

1. Explain how velocity can affect the choice of storage technology for a security monitoring system.

2. List three quality assurance methods that are most critical when maintaining log data for compliance
audits.

3. Describe a scenario where high variability might justify increased investment in data maintenance.

Exam Angle

Big Data questions typically present a scenario and ask you to identify which V is most relevant, or to explain
how a V affects data collection or maintenance. Name the V precisely, define it, and connect it to the
described situation. For quality assurance questions, name the specific method and explain what property of
the data it protects — validation protects format and range accuracy, verification confirms against a trusted
external source, integrity preserves relational consistency, redundancy protects against data loss.

Revision Checklist
[ 11 can define each of the six Vs (volume, velocity, variety, variability, veracity, value) and give a practical
example of each.
[11 can explain how each V affects data gathering and data maintenance.

[11 can describe six quality assurance methods (validation, verification, reliability, consistency, integrity,
redundancy) and explain the purpose of each.

[ 11 can explain the three factors that influence data maintenance decisions (time, skills, cost).

[11 can evaluate whether a dataset should be maintained, transformed or subject to additional quality
checks.
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Data Systems (3.8)

Pearson ref: 3.8

Content area: Data (3)

Core Paper 1 — Content Area 3: Data

Introduction

Data systems are the backbone of any digital support or security operation. They collect, organise and deliver
information that teams use to make decisions, troubleshoot incidents and protect assets. This subm topic
explains how raw data is transformed into useful knowledge through data wrangling, the essential functions a
data system must provide, and the practical issues that arise when people enter data manually.

3.8.1 Data Wrangling (Spec 3.8.1)

Data wrangling — also called data munging — is the process of taking raw, unstructured or inconsistent
information and converting it into a clean, organised format suitable for analysis, reporting or further
processing. It is used whenever data must be prepared before any meaningful insight can be extracted, such
as when integrating logs from multiple devices, normalising customer records, or cleaning survey responses.

3.8.2 Steps of Data Wrangling (Spec 3.8.2)

Structure Organise raw data into a usable format  Convert lists to tables, create columns,
define data types

Clean Remove errors and inconsistencies Delete duplicates, correct typos,
standardise formats

Validate Ensure the data is accurate and Check that values fall within expected
complete ranges, verify mandatory fields
Enrich Add useful information Append missing details from external

sources or calculated fields

Output Deliver the final dataset for use Export to CSV, Excel, database tables
or visualisations

Each step builds on the previous one; skipping a stage often leads to incorrect analysis or wasted effort later.

3.8.3 Core Functions of a Data System (Spec 3.8.3)

Input Capture new data Entering incident tickets into a
helpm desk system

Search Retrieve specific records Finding all logs for a particular device ID
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What it does Example in Digital Support

Save Persist data safely Storing configuration files in a versioned
repository

Integrate Combine multiple sources Merging firewall logs with IDS alerts

Organise (Index) Catalogue for quick access Creating an index of asset IDs for audit
purposes

Output Produce usable artefacts Generating a CSV report of all open
tickets

Feedback Loop Use outputs to improve the system Feeding incident trends back into

preventive controls

3.8.4 Types of Data Entry Errors (Spec 3.8.4)

Error Type What it looks like Why it happens

Transcription errors Wrong characters typed, e.g. “Jon Human fatigue, lack of familiarity with
Smth” instead of “Jon Smith” the field

Transposition errors Swapped digits or letters, e.g. “12345” Mistyping adjacent keys, visual
written as “12435” similarity

Both error types can introduce inaccuracies that propagate through analysis if not caught early.

3.8.5 Reducing Data Entry Errors (Spec 3.8.5)

Method How it helps Typical Implementation

Validation of user input Checks data against rules before Mandatory email format, numeric range
accepting checks

Double entry verification Two independent entries are compared  Rementering a password or PIN

Dropmdown menus Limits choices to valid options Selecting device type from a list

Premfilled data boxes Autom populates known values Autom filling user ID when logged in

Choosing the right combination depends on the context, time constraints and required accuracy.

3.8.6 Factors Impacting Implementation of Data Entry (Spec 3.8.6)

Time to create screens Longer development reduces rapid deployment
Expertise needed to create screens Requires UI/UX designers or developers, increasing cost
Time needed to enter data More complex forms increase user fatigue and error rates

Balancing these factors is key when deciding whether a manual entry interface is justified.
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3.8.7 Judging Suitability of ErrormReduction Methods (Spec 3.8.7)

When evaluating methods, consider:

 Data quality impact — Does the method significantly lower errors that would affect security decisions?
» User workload — Will additional validation slow users to a point where they bypass it?

e Implementation cost — Is the time and skill required justified by the benefit?

For example, in a highmvolume ticketing system, simple dropm downs may be preferable to complex double
entry, whereas for critical configuration changes, stricter validation is warranted.

3.8.8 Judging Suitability of Implementing Data Entry (Spec 3.8.8)
Decisions about whether to provide a manual data entry interface should weigh:

« Operational necessity — Is there no alternative automated source?
e Security implications — Does the data require strict integrity checks?
* Resource availability — Do we have developers and testers to build and maintain the form?

A wellm planned data entry system that incorporates validation, dropm downs and premfilled fields can deliver
high quality data without imposing excessive burden on users.

Summary

Data wrangling transforms raw information into a reliable foundation for analysis. Understanding each step of
this process, alongside the core functions of a data system and the practical challenges of manual data entry,
equips digital support professionals to design systems that are both efficient and secure.

Exam Angle

Data systems questions may ask you to describe data wrangling steps, identify an error type, or explain a
method for reducing data entry errors. For error type questions, distinguish transcription (wrong characters
typed) from transposition (two characters swapped) by identifying exactly what changed in the value. For
wrangling questions, describe each step in order (structure, clean, validate, enrich, output) and state what
problem each step addresses. For error reduction questions, explain how each method prevents the specific
error type described.

Revision Checklist

[ 11 can define data wrangling and explain why it is necessary before analysis.

[11 can describe all five steps of the data wrangling process (structure, clean, validate, enrich, output).
[ 11 can name and describe the seven core functions of a data system.

[ 11 can distinguish between transcription and transposition errors and give an example of each.

[11 can describe four methods for reducing data entry errors and explain how each works.

[11 can explain the three factors that affect the implementation of data entry screens.
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Data Visualisation (3.9)

Pearson ref: 3.9

Content area: Data (3)

Introduction

Data visualisation is the art of turning raw numbers into clear, engaging graphics that help people understand
information quickly and accurately. In a digital support environment it enables technicians, analysts and
managers to spot trends, recognise anomalies and communicate findings without requiring every stakeholder
to read dense tables or spreadsheets.

The T Level specification requires students to:

* recognise the main visualisation formats — graphs, charts, tables, dashboards and infographics (3.9.1)

» evaluate how each format’s benefits and drawbacks depend on the type of data, the intended audience
and the purpose of the brief (3.9.2)

3.9.1 Data Visualisation Formats

Graphs Show relationships or changes over Line chart, scatter plot, area chart
time

Charts Display proportions or categorical Bar chart, column chart, pie chart
comparisons

Tables Present exact values for detailed review Financial statements, log listings

Dashboards Combine multiple visualisations into a Operational KPI board, strategic
single interactive view performance dashboard

Infographics Tell a story that mixes data with Annual report graphic, marketing
narrative and design campaign visual

Graphs emphasise trends or correlations; charts highlight proportions; tables provide precision; dashboards
offer realmtime insight across many metrics; infographics weave data into a broader narrative.

3.9.2 Benefits and Drawbacks

Format Type of Data Intended Brief / Purpose Benefits Drawbacks
Audience

Graphs Timem series, Analysts, Highlight trends or ~ Easy trend Misleading if
performance data  managers relationships spotting; visual scales are altered,
comparison over can clutter with
time many series
Charts Proportional or General Quick visual Intuitive May oversimplify
categorical data audiences, impact understanding of complex data;
presenters parts to whole limited depth
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Format Type of Data Intended Brief / Purpose Benefits Drawbacks
Audience

Tables Exact numeric Technical users,
values auditors

Dashboards Multiple KPI Decision makers,
metrics operations staff

Infographics Mixed quantitative
/qualitative

content

Broad audiences,
marketing teams

When choosing a format, consider:

Precise data
review

Realmtime
monitoring and
decision support

Tell a visual story

1. Data type — continuous vs categorical, large vs small datasets

2. Audience skill level — technical versus nonmtechnical users

3. Brief purpose — quick insight, detailed analysis or storytelling

Choosing a Format

Full detail, easy
crossm checking

Interactive
exploration;
consolidated view

Engaging;
combines
narrative with data

Hard to scan
quickly; no visual
cues for patterns

Requires careful
design to avoid
overload; may
hide underlying
data

Can sacrifice
accuracy for
aesthetics; limited
interactivity

Selecting a visualisation format is a decision, not a default. The table above describes what each format can
do; translating that into the right choice requires applying three questions to the specific situation.

First, what is the nature of the data? Continuous measurements that change over time suit a line graph
because the visual slope communicates trend direction. Proportional comparisons between a small number
of categories suit a pie or bar chart. Large volumes of precise numeric values suit a table, because visual
encoding should never introduce ambiguity into exact figures. Multiple operational metrics from different
systems suit a dashboard, because the decision-maker needs to scan many indicators at once.

Second, who is the audience? A technical analyst reviewing system logs is comfortable with a table or scatter
plot. A senior manager reviewing a quarterly summary needs a chart or infographic that surfaces the headline
finding without requiring interpretation of raw values. An operations team monitoring a live environment
needs a dashboard with clear threshold indicators. Producing technically accurate data in the wrong format
for the audience leads to miscommunication regardless of the data's quality.

Third, what is the purpose? If the task is to tell a story combining data with narrative, an infographic integrates
both. If the task is to enable real-time operational decisions, a dashboard is required. If the task is precise
record-keeping for audit purposes, a table provides the necessary detail. If the task is trend analysis for a
presentation, a line chart communicates the finding most efficiently.

These three questions interact. A time-series dataset prepared for a non-technical senior audience where the
brief is to communicate a performance trend should use a line chart, not a table — even though the table
would be more numerically precise. The goal of visualisation is communication, not completeness.

Practical Tips for Students
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¢ Use the right chart for the data: bar charts for categories, line charts for trends, scatter plots for
relationships.

» Keep tables simple; use filters or pagination when they grow large.
« Design dashboards with a clear hierarchy of information and avoid colour overload.

« In infographics, balance visual appeal with factual accuracy — always cite sources.

Summary
Students should be able to:

« Identify each visualisation format and its typical application.

¢ Analyse the suitability of a format based on data characteristics, audience needs and the
communication brief.

« Explain how the benefits and drawbacks influence the choice of format in realmworld digital support
scenarios.

Exam Angle

Visualisation questions ask you to select the most appropriate format for a described scenario, or to evaluate
a chosen format's benefits and drawbacks. A strong answer names the format, links its specific benefit to the
data type, audience or brief purpose in the scenario, and identifies the most relevant drawback. Avoid generic
statements — connect the benefit or drawback directly to the context. For example: 'a line chart is appropriate
because the data is time-series and the audience needs to see the trend direction; the drawback is that
altering the scale could misrepresent the magnitude of change.’

Revision Checklist
[ 11 can describe graphs, charts, tables, dashboards and infographics and state a typical use for each.
[ 11 can distinguish between a graph (relationships and trends) and a chart (proportions and categories).
[11 can state at least two benefits and two drawbacks of each visualisation format.
[ 11 can explain how data type, audience skill level and brief purpose affect the choice of format.

[11 can evaluate a described visualisation choice and identify whether it is suitable for the stated
scenario.
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Data Models (3.10)

Pearson ref: 3.10

Content area: Data (3)

1. Types of data models

Data can be organised in a number of ways, each with its own structure and purpose.

1.1 Hierarchical model

A treem like arrangement where every record has at most one parent but may have many children. The root
node sits at the top; branches link parents to submrecords. This model is fast for predefined paths but rigid
when relationships change.

1.2 Network model

An extension of the hierarchical approach that allows a record to have multiple parents, forming a graph
rather than a tree. Sets (relationships) connect owner and member records, enabling manyms tom many links
without redundancy. Navigation follows lateral or topm down paths.

1.3 Relational model

Data is organised into tables (relations). Each table has rows (tuples) and columns (attributes). Primary keys
uniquely identify rows; foreign keys link related tables. The relational approach emphasises normalisation,
reducing duplication and supporting flexible queries via SQL.

2. Factors influencing the choice of a data model

When selecting a model, consider:

Access efficiency

Storage efficiency

Implementation complexity

Flexibility of relationships

Very fast for singlem path
lookups

Simple, minimal overhead

Straightforward to design
and maintain

Limited — one parent only

3. Benefits and drawbacks

* Hierarchical

m Benefits: Simple, quick traversal along a single path, low storage overhead.
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Efficient when many paths
exist but requires pointer
navigation

Avoids redundancy through
shared links

More complex schema
design and pointer handling

Greater flexibility — many
parents

Fast for set operations and
joins; performance depends
on indexing

Normalisation reduces
duplication but may increase
join cost

Relatively simple with
wellm defined SQL tools

Highest flexibility; any
relational structure is
possible
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m Drawbacks: Rigid structure, difficult to modify relationships, limited to one parent.

* Network
m Benefits: Handles manym tom many links naturally, reduces redundancy, supports multiple access paths.
m Drawbacks: Complex schema design, pointer navigation can be errorm prone, harder to maintain.

* Relational
m Benefits: Powerful query capabilities, strong data integrity rules (Codd’s laws), widely supported tools.

m Drawbacks: Requires careful normalisation; joins can become costly on very large tables; less efficient for
highly nested or graphmlike data without specialised extensions.

4. Drawing and representing data models

4.1 Hierarchical diagram
* Use blocks to represent records.
» Draw arrows from parent to child.

* Label each block with the record type (e.g., Department, Employee).

4.2 Network diagram
» Represent nodes as blocks; sets (relationships) as connecting lines or separate blocks.
» Show owner and member links explicitly.

 Multiple arrows may point to a single node to illustrate manyms tom many connections.

4.3 Relational diagram
 Draw tables as rectangles divided into rows and columns.
* Label the primary key column(s).

» Use dashed lines or foreignm key symbols to indicate relationships between tables.

These visualisations help students recognise how data is organised, accessed and related within each model
type.

5. Making a judgement
When faced with a new project:

1. Identify the nature of relationships (onem tom many, manys tom many).
2. Estimate how often the schema will change.
3. Consider performance requirements for common queries.

4. Weigh implementation effort against longm term maintainability.

Choosing the appropriate model balances efficiency and complexity to meet business needs effectively.
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Exam Angle

Data model questions ask you to identify which model type a described structure represents, compare two
models, or select the most appropriate model for a scenario. Connect your answer to the relationships in the
data: one-to-many relationships fit the hierarchical model, many-to-many relationships require a network or
relational model, and the need for flexible SQL-based queries points strongly to the relational model. A strong
comparison names a specific factor (access efficiency, flexibility, implementation complexity) and explains
how each model differs on that factor.

Revision Checklist
[11 can describe the hierarchical, network and relational data models and state the type of relationship
each supports.

[11 can compare the three models on access efficiency, storage efficiency, implementation complexity
and flexibility.

[ 11 can state at least one benefit and one drawback of each model.
[11 can describe how each model type is represented in a diagram.

[ 11 can select the most appropriate data model for a described scenario and justify the choice.
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Data Access Across Platforms (3.11)

Pearson ref: 3.11

Content area: Data (3)

Introduction

In a digital environment, data is stored and processed on many different platforms — from local servers to
cloud services, mobile devices to web applications. The ability to access that data safely and efficiently
depends on how permissions are defined, authorised and enforced. This subtopic explores the key concepts
of permissions, authorisation, privileges, access rights and rules, and examines three main mechanisms for
granting access: RolemBased Access Control (RBAC), RulemBased Access Control (RuBAC) and
Application Programming Interfaces (APIs). It also considers the benefits and drawbacks of each
approach and how to judge which method is appropriate in a given digital support or security scenario.

3.11.1 Permissions, Authorisation and Related Terms

Authorisation The process of verifying that an Logging into a banking app — you can
authenticated user has the right to view your own account but not others.
perform a specific action or access
particular data.

Privileges Special rights granted beyond basic A system admin can add or remove
permissions, often tied to elevated roles users; a privilege may be revoked if the
such as administrator. role changes.

Access Rights (Permissions) The specific operations that a user is A teacher can edit grades but cannot

allowed to perform on a resource: read, delete student records.
write, execute, delete, share, etc.

Rules Policies that govern how permissions Only HR staff may view salary
are applied, often based on contextual information; access is denied outside
factors such as time of day or location. business hours.

These concepts form the foundation for any datam access strategy. Authorisation confirms identity and
checks against a set of rules to determine which privileges and access rights apply.

3.11.2 Access Mechanisms

RolemBased Access Control (RBAC)

» Purpose — Simplify administration by assigning permissions through roles that reflect job functions.

» Benefits — Scalable, easy to audit, enforces leastm privilege.

» Drawbacks — Can become rigid if roles are poorly defined; may require frequent role rem assignment
when staff change duties.

Example: In a university portal, students can view their own grades, professors can edit course content, and
IT admins manage user accounts.
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Rule-Based Access Control (RuBAC)

RuBAC grants or denies access based on a set of fixed rules defined by the system, regardless of the user's
role. Rules operate automatically — for example, "no access to financial records outside working hours" or
"no downloads from external networks." RUBAC is applied at the system level rather than being assigned to
individual users. It is commonly used alongside RBAC to add time-based, location-based, or condition-based
restrictions on top of role permissions.

Benefits: Consistent and automatic enforcement; cannot be bypassed by reassigning a user's role; useful for
adding contextual restrictions to an otherwise role-based system.

Drawbacks: Rules apply equally to all users, so less flexibility for individual exceptions; complex rule sets
can be difficult to audit and may produce unexpected interactions.

Distinction Between RBAC and RuBAC

Access based on User's role in the organisation Fixed system rules
Who defines it Administrator assigns roles System enforces rules automatically
Example A finance manager can view payroll No one can access payroll from outside

the office network
Flexibility High — roles can be changed Low — rules apply to everyone equally

Both models can be used together. RBAC controls what resources a user's role allows; RUBAC adds
conditions under which access is permitted even for authorised roles.

Application Programming Interfaces (APIS)

» Purpose — Provide a standard interface for different software systems to request and receive data.
» Benefits — Enables integration across platforms, promotes reusability, supports automation.

» Drawbacks — Requires secure authentication; misuse can expose sensitive data if not properly throttled
or monitored.

Example: A mobile app uses the Google Signm In API to authenticate users and retrieve profile information
without storing credentials locally.

3.11.3 Evaluating Suitability in Digital Support and Security

When deciding which access method to use, consider:

Scale Excellent for large Better when permissions Ideal for crossm platform
organisations with stable must adapt to changing integration (mobile, web,
roles. contexts. cloud).

Auditability Clear rolem permission Requires policy versioning API logs provide traceability
mapping simplifies and conflict resolution. of data requests.

compliance checks.
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Security Risk Mism assigned roles can Complex rule sets may hide Poorly secured APIs can
grant excessive access; loopholes; rigorous testing become attack vectors;
regular reviews needed. required. enforce strong auth (OAuth,

tokens).

Implementation Effort Straightforward if roles are Higher upfront design effort Requires API development
already defined. to model rules accurately. and maintenance but offers

longm term integration
benefits.

A practical approach is often a hybrid: use RBAC for core organisational functions, apply RUBAC for
specialised or temporary access needs, and expose data through secure APIs when external systems must
interact with internal services.

Summary

» Permissions, authorisation, privileges, access rights and rules are the building blocks of any
datam access strategy.

* RBAC, RUBAC and APIs represent three complementary mechanisms, each with distinct strengths and
tradem offs.

 The choice of mechanism should be guided by organisational scale, audit requirements, security
posture and integration needs.

Suggested Learning Activities

1. Case Study Analysis — Examine a realmworld incident where inappropriate role assignment led to data
exposure; identify how RBAC could have mitigated the risk.

2. Rule Design Exercise — Draft a set of RUBAC rules for granting temporary access to a thirdm party
vendor during a system upgrade.

3. API Security Review — Analyse an open API endpoint for potential authentication weaknesses and
propose mitigation strategies.

Further Reading

» GeeksforGeeks: Identity and Access Management (IAM) in Cyber Security Roles — overview of IAM,
RBAC and access control objectives.

» GeeksforGeeks: What is an API? — explanation of API architectures and their role in data access.

» GeeksforGeeks: Rolem Based Access Control (RBAC) — detailed discussion of RBAC components,
benefits and drawbacks.

Assessment Questions

1. Explain the difference between authorisation and privileges.
2. List two benefits and one drawback of using RBAC in a large organisation.

3. Describe a scenario where RUBAC would be preferable to RBAC.
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4. What security measures should accompany an API that exposes sensitive data?

Exam Angle

Access control questions ask you to explain a term (authorisation, privileges, access rights, rules), distinguish
between RBAC and RuBAC, or evaluate which access mechanism suits a described scenario. Use precise
terminology: authorisation is the process, access rights are the specific permitted operations, and privileges
are elevated rights beyond the baseline. For RBAC versus RuBAC, identify whether the scenario concerns
role-based permission assignment (RBAC) or system-level automatic rules that apply to all users regardless
of role (RUBAC).

Revision Checklist
[11 can define authorisation, privileges, access rights and rules and give an example of each.
[11 can describe RBAC and explain how it works, including a benefit and a drawback.
[11 can describe RUBAC and explain how it differs from RBAC, including a benefit and a drawback.
[ 11 can explain the purpose of APIs for data access and describe a security risk they introduce.
[11 can compare RBAC, RuBAC and APIs on scale, auditability, security risk and implementation effort.

[ 11 can select the most appropriate access mechanism for a described scenario and justify the choice.
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Data Analysis Tools (3.12)

Pearson ref: 3.12

Content area: Data (3)

1. Purpose of Data Analysis Tools (3.12.1)

Data analysis tools are the systems and applications that organisations use to collect, store, transform and
visualise data so that useful information can be extracted for decisionm making.

They fall into three broad categories:

Category Typical Function Example Use

Storage Holds raw or processed data in a form Centralised repositories that organise
that can be queried later data by topic, time or business function

Processing / Mining Applies statistical or machinemlearning  Identifying customer buying habits or
techniques to discover patterns and detecting fraud

relationships

Reporting & Business Intelligence Presents analysed information through Financial planning dashboards, CRM
(BI) dashboards, reports or alerts for analytics
nonmtechnical users

These tools work together: data is first stored, then processed or mined, and finally presented to business
stakeholders.

2. Key Storage Systems

2.1 Data Warehouse

A structured repository that stores cleaned, organised data from multiple sources in a format designed for fast
analytical queries. It typically uses a dimensional model (fact tables linked to dimension tables) and is
optimised for readm heavy workloads such as reporting.

Typical characteristics

» Schema defined before data is loaded (schemam onmwrite).
» Optimised storage formats that favour columnar access.

» Supports complex aggregations and historical analysis.

2.2 Data Lake

A lown cost, highly scalable repository that stores raw data in its native format — structured, semim structured
or unstructured. The schema is applied only when the data is read (schemam onmread), allowing analysts to
experiment with new models without altering the stored files.

Typical characteristics

» Stores data as files in a distributed file system or object store.
* Supports a wide range of formats such as CSV, JSON, Parquet and image files.

» Enables advanced analytics, machinem learning pipelines and realmtime processing.
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2.3 Data Mart
A specialised subset of a data warehouse that focuses on the needs of a particular department or business
unit (e.g., finance, marketing). It is smaller, faster to query and easier to maintain than a full warehouse.

Typical characteristics

* Derived from the central warehouse or directly from operational sources.

 Optimised for the specific reporting requirements of its users.

3. Processing and Mining Tools

Data mining tools analyse large volumes of data to uncover hidden patterns, relationships or predictions.
They typically follow a structured workflow:

1. Extract — Gather data from source systems.
2. Transform — Clean, normalise and enrich the data.
3. Load — Store the prepared data in a warehouse or lake for analysis.

Common techniques include classification, clustering, regression, association rule mining and anomaly
detection. The choice of technique depends on the business question and the nature of the data.

4. Business Intelligence and Reporting

Bl tools provide frontm end interfaces that allow users to slice, dice and visualise data without writing code.
They connect to warehouses or lakes, run prem defined queries and display results in dashboards, charts or
reports.

Typical Bl use cases:

e Financial planning and analysis — Forecasting cash flow, budgeting and variance analysis.
e Customer Relationship Management (CRM) — Tracking customer interactions, segmentation and
lifetime value calculations.

Bl tools often integrate with data warehouses to pull the latest aggregated information, ensuring that
decisionm makers see consistent, upmtom date insights.

5. Interrelationships Between Tools and Data Scale (3.12.2)

Data Warehouse Medium to large structured datasets Acts as the central hub for Bl queries;
feeds data marts with specialised views.

Data Lake Very large, diverse raw datasets Provides a source of raw material for
mining and machinem learning pipelines
that may later feed into warehouses or
dashboards.

Data Mart Small to medium departmental datasets  Pulls from the warehouse, offering quick
access for specific teams.
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Mining Tools Large volumes of structured or Consume data from lakes or
semim structured data warehouses; results can be stored back
in a warehouse for reporting.

Bl Tools Any size that is summarised by the Visualises aggregated metrics, often
warehouse/lake pulling directly from the warehouse or a
mart.

As organisations grow, they typically start with a data lake to capture all raw information, then build
warehouses and marts to organise and optimise data for specific analytical needs. Mining tools sit between
these layers, transforming raw data into actionable insights that Bl dashboards can present.

6. Summary

 Storage systems (warehouse, lake, mart) provide the foundation for analysis by organising data at
different levels of structure and granularity.

* Processing/mining tools extract value from large datasets through statistical or machinemlearning
techniques.

* Bl/reporting tools translate those insights into accessible visualisations for business users.

» The choice and combination of these tools depend on the volume, variety and velocity of data, as well
as the analytical requirements of the organisation.

7. Key Takeaways

1. A data warehouse is specialised for fast analytical queries; a data lake stores raw data for flexible
analysis.

2. Data marts specialise the warehouse for departmental needs.
3. Mining tools transform raw or processed data into insights that Bl dashboards can display.

4. The scale of data determines which storage and processing layers are appropriate, and how they
interact.

8. Glossary

» Schemamonmwrite — Defining the structure before loading data.
» Schemamonmread — Applying structure only when data is accessed.

* OLAP (Online Analytical Processing) — Multim dimensional analysis of large datasets.
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Exam Angle

Data analysis tool questions ask you to distinguish between a warehouse, lake and mart, match a tool
category to a described scenario, or explain how tools at different layers interact. State the defining
characteristic: a warehouse stores structured data optimised for analytical queries; a lake stores raw diverse
data for flexible analysis; a mart is a focused departmental subset of a warehouse. For Bl and mining
questions, explain the data flow — lakes and warehouses feed mining tools; mining tools and warehouses
feed Bl dashboards.

Revision Checklist
[ 11 can define the purpose of a data warehouse, data lake and data mart and state a key characteristic of
each.
[11 can explain what schema-on-write (warehouse) and schema-on-read (lake) mean.
[11 can describe the role of data mining tools and explain the Extract-Transform-Load process.
[11 can explain what Bl and reporting tools do and give two examples of Bl use cases.

[11 can describe how data storage and analysis tools interact as an organisation's data grows.
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Legislation (4.1)

Pearson ref: 4.1

Content area: Legislation and Regulatory Requirements (4)

1. Health & Safety Legislation

1.1 Health and Safety at Work Act 1974

Employers must provide a safe working environment, ensure staff are properly trained, supply adequate
welfare facilities and give relevant information, instruction and supervision. Failure to meet these duties can
result in fines, prosecution or civil action.

1.2 Manual Handling Operations Regulations 1992

Workplaces should avoid hazardous manual handling where possible; when unavoidable an assessment
must be carried out, load characteristics identified and the risk of injury reduced as far as reasonably
practicable.

1.3 Work at Height Regulations 2005

Planning, supervision and execution of work at height must be by competent people. Equipment must be
suitable, stable and strong enough for the task; workers should have safe access to the working area and
protection from falling objects. Emergency rescue procedures must be in place.

1.4 Display Screen Equipment (DSE) Regulations 1992

Employers must conduct a DSE workstation assessment, provide breaks, offer eye tests on request and give
training and information about safe use of screen equipment.

2. Digitalm Specific Health & Safety

Digital support staff face risks such as manual handling of cables, working at height during installations and
prolonged exposure to display screens. Mitigation measures include:

» Adequate training in safe cable installation and manual handling techniques
» Use of appropriate safety equipment (e.g., harnesses, fall arrest systems)

» Regular DSE assessments and ergonomic adjustments

3. Data Protection — UK GDPR & Data Protection Act 2018
The legislation protects personal data through eight core principles:

1. Lawful, fair and transparent processing
2. Purpose limitation

3. Data minimisation

4. Accuracy

5. Storage limitation
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6. Integrity and confidentiality (security)

7. Accountability

Employers must appoint a Data Protection Officer where required, conduct Data Protection Impact
Assessments for highmrisk processing, and ensure staff receive training on data handling and breach
reporting.

4. Computer Misuse Act 1990

The Act creates three offences:

Unauthorized access to computer Accessing a system or data without Up to 2 years’ imprisonment, fine or
material permission both

Intentional or reckless interference with  Disrupting services, installing malware Up to 5 years’ imprisonment, fine or

the operation of a computer both
Modification of computer material Altering files or programmes without Up to 5 years’ imprisonment, fine or
authority both

Employers must ensure staff understand these offences and that security policies prevent unauthorised
access. Breaches can lead to prosecution of individuals and civil liability for the organisation.

5. Equality Act 2010

5.1 Protected Characteristics
e Age
* Disability
» Gender reassignment
» Marriage or civil partnership
* Pregnancy or maternity
* Race
* Religion or belief
* Sex

» Sexual orientation

5.2 Types of Discrimination
* Direct — treating someone less favourably because of a protected characteristic
* Indirect — applying a rule that disproportionately affects a group
» Harassment — unwanted conduct related to a protected characteristic
* Victimisation — treating someone poorly for asserting a right under the Act

Claims must be made within 3 months (or 6 months for disability) of the incident. Employers should have
clear antim discrimination policies and training.
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6. Intellectual Property Law

6.1 Copyright

Automatic protection for original works (text, images, software). Infringement occurs when copying or
distributing without permission.

6.2 Patents

Grant exclusive rights to inventions for up to 20 years. Patent infringement can lead to injunctions and
damages.

6.3 Designs

Unregistered designs protect the appearance of a product; registered designs offer stronger protection for up
to 25 years.

Employers must respect IP when developing or using software, hardware or marketing materials.

7. Electrical Waste (WEEE) Regulations

Electronic equipment must be disposed of under the Waste Electrical and Electronic Equipment Regulations.
Organisations should:

» Separate waste from general rubbish
 Use authorised emwaste recyclers

» Keep records of disposal to demonstrate compliance

Failure can result in fines and reputational damage.

8. Interrelationships & Impact

Digital support activities sit at the intersection of health & safety, data protection, IP, equality and
environmental law. For example:

* A poorly designed workstation may breach DSE regulations and increase injury risk.

* Using unlicensed software infringes copyright and exposes the organisation to legal action.

* Failure to secure personal data can contravene GDPR and lead to regulatory fines.

Understanding these links helps professionals make informed decisions that protect staff, customers and the
business.

9. International and Cross-Border Legal Considerations

Background knowledge — not assessed as named legislation, but the concept is assessed:

Digital systems often operate across national borders, which means UK professionals must be aware that:
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GDPR's extraterritorial effect. The UK GDPR applies to any organisation that processes the personal data
of UK residents, regardless of where the organisation is physically based. A company headquartered outside
the UK that handles UK customer data must comply with UK GDPR requirements. This means UK digital
professionals must consider data protection obligations even when working with international suppliers or
cloud providers.

The Budapest Convention on Cybercrime (2001). This is the first international treaty addressing internet
and computer crime. The UK is a signatory. It establishes common definitions of cybercrime offences —
including unauthorised access, data interference and computer-related fraud — and creates frameworks for
cross-border cooperation between law enforcement agencies. When a digital incident crosses national
boundaries, the Budapest Convention provides the basis for international investigation and prosecution.

Jurisdictional complexity. When a cyberattack originates in one country and affects victims in another,
multiple legal frameworks may apply simultaneously. UK-based digital professionals need to understand that
their obligations under UK law do not disappear simply because data or systems are hosted abroad, and that
incidents involving foreign actors may require engagement with international legal processes.

The exam may present scenarios involving multinational organisations or cross-border incidents. Students
should be able to explain why operating internationally creates additional legal obligations and identify the
relevant frameworks.

10. Summary

Legislation relevant to digital support professionals covers a wide spectrum: from workplace safety to data
protection, IP, equality, environmental responsibility and international cybermlaw. Employers must embed
these requirements into policies, training and everyday practice to mitigate risk and uphold legal obligations.

Exam Angle

Legislation questions ask you to identify which law applies to a described situation, state the key requirements
or offences, or explain the consequence of non-compliance. Name the specific act, state its relevant provision
directly (not just the general area the act covers), and apply it to the described situation. For Computer Misuse
Act questions, identify which of the three offences applies. For GDPR questions, identify which of the seven
principles is relevant. For Budapest Convention questions, explain why cross-border cybercrime requires an
international treaty framework.
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Revision Checklist
[11 can describe the key requirements of the Health and Safety at Work Act, Manual Handling
Regulations, Work at Height Regulations and DSE Regulations.
[ 11 can state the seven principles of UK GDPR and explain the role of a Data Protection Officer.

[ 11 can name the three offences under the Computer Misuse Act 1990 and state the typical penalty for
each.

[11 can list the nine protected characteristics under the Equality Act and describe the four types of
discrimination.

[ 11 can explain copyright, patents and designs as forms of intellectual property protection.
[11 can describe the requirements of the WEEE Regulations.

[ 11 can explain the role of the Budapest Convention on Cybercrime and why cross-border incidents
require international legal frameworks.
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Guidelines (4.2)

Pearson ref: 4.2

Content area: Legislation and Regulatory Requirements (4)

Introduction

Guidelines are the practical tools that translate legislation, regulation and professional standards into
everyday actions for digital support and security professionals. They shape how we conduct work, protect
information, and respond to risk. This section covers the main sources of guidelines, their influence on
behaviour, the key industry standards that underpin them, acceptablem use policies, whistleblowing
procedures and the broader impact on organisations, society and individuals.

4.2.1 Sources of Codes of Conduct

Professional bodies provide codes of conduct that set out ethical expectations for IT practitioners:

British Computer Society (BCS) Four principles: public interest, professional competence and
integrity, confidentiality and fairness. The code requires
members to act with honesty, maintain competence, respect
privacy and promote equal access to IT.

Institution of Analysts and Programmers (IAP) Emphasises continuous learning, professional responsibility
and the duty to act in the best interests of clients and society.

Chartered Institute of Information Security (ClISec) Focuses on safeguarding information assets, maintaining
confidentiality, integrity and availability, and acting with
integrity in security practice.

These codes are voluntary but carry significant professional weight; they influence hiring decisions, client
trust and career progression.

4.2.2 Influence of Codes on Professional Behaviour
Codes of conduct shape daily actions in several ways:

 Policy compliance — Professionals interpret organisational policies through the lens of their code,
ensuring that procedures meet legal and ethical standards.

* Quality of work — By committing to competence and integrity, practitioners minimise risk to users,
protect data and deliver reliable solutions.

» Time management — Codes encourage meeting deadlines responsibly, avoiding overm promising or
underm delivering.

e Communication — Clear, respectful communication builds trust; codes demand transparency about
limitations and risks.

» Confidentiality & Trust — Maintaining client confidentiality is a core obligation, protecting sensitive
information from misuse.
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4.2.3 Digital Industry Standards

Industry standards provide technical benchmarks that support compliance with legislation and professional
codes:

ISO (International Organization for Standardisation) Sets global bestm practice frameworks such as ISO 27001 for
information security management.

WCAG (Web Content Accessibility Guidelines) — W3C Ensures digital content is usable by people with disabilities,
meeting legal accessibility requirements.

IETF (Internet Engineering Task Force) Develops protocols that underpin secure and reliable network
operation.

EIA/TIA (Electronic Industries Provides guidelines for telecommunications equipment and

Alliance/Telecommunications Industry Association) infrastructure.

BS (British Standards) & IEEE Offer national and technical standards covering hardware,

software and security practices.

PCI SSC (Payment Card Industry Security Standards Defines security requirements for payment card data
Council) protection.

Adhering to these standards demonstrates that an organisation meets both regulatory obligations and
professional expectations.

4.2.4 Acceptable Use Policies (AUP)
An AUP is a formal document that specifies how organisational resources may be used:

* Purpose — Protects the organisation’s assets, ensures legal compliance and maintains a positive public
image.
 Typical content:

m Permitted activities — Workmrelated use of email, internet, devices, and software.
m Prohibited activities — lllegal downloads, phishing, excessive personal use, sharing confidential data.
m Working practices — Password management, device security, reporting incidents.

m Communication etiquette — Professional tone in emails, social media representation, confidentiality of
internal information.

m Sanctions — Progressive disciplinary actions ranging from warnings to termination for breaches.

AUPs translate policy into actionable rules that staff can follow daily.

4.2.5 Whistleblowing Procedures
Whistleblowing allows employees to report unethical or illegal conduct without fear of retaliation:

* Importance — Encourages a culture of accountability, protects public interest and safeguards the
organisation’s reputation.

» Key elements:

m Clear reporting channels (internal hotline, external regulator).
m Assurance of confidentiality and protection from retaliation.
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m Structured investigation process that respects due process.

Understanding these procedures equips professionals to act responsibly when they encounter wrongdoing.

4.2.6 Interrelationships and Impact
Guidelines, codes of conduct, industry standards, AUPs and whistleblowing procedures are interlinked:

e Organisational impact — Together they shape risk management strategies, compliance programmes
and operational policies.

e Societal impact — They protect users’ data, promote inclusivity (e.g., accessibility standards) and
uphold public trust in digital services.

e Individual impact — Professionals develop ethical decisionm making skills, career resilience and a
sense of responsibility toward the wider community.

Judging how these elements interact helps students assess organisational readiness, identify gaps and
recommend improvements that benefit both business objectives and societal expectations.

Summary

Guidelines are the practical bridge between legislation, regulation and professional ethics. By understanding
their sources, influence on behaviour, supporting industry standards, acceptablem use policies,
whistleblowing procedures and their broader impacts, digital support and security professionals can deliver
secure, compliant and ethically sound services.

Exam Angle

Guideline questions may ask you to describe a code of conduct, explain what an AUP contains, or identify the
professional body relevant to a described scenario. Name the specific body (BCS, IAP, ClISec) and state at
least one named principle from its code. For AUP questions, identify which element applies — permitted
activities, prohibited activities, working practices, communication etiquette or sanctions. For industry
standards questions, name the standard and state its primary purpose.

Revision Checklist

[ 11 can name three professional bodies (BCS, IAP, ClISec) and state at least one key principle from each
code.

[11 can explain five ways codes of conduct influence professional behaviour.

[11 can name four digital industry standards (ISO, WCAG, IETF, PCI SSC) and state the purpose of
each.

[11 can describe the five elements typically included in an Acceptable Use Policy.

[ 11 can explain the purpose of whistleblowing procedures and describe three key elements they must
include.

[ 11 can explain the organisational, societal and individual impacts of professional guidelines.
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Business Environment (5.1)

Pearson ref: 5.1

Content area: Business Context (5)

1. Purpose and Sectors of Organisations (5.1.1)

Organisation type

Public sector
Small or Mediumm Sized Enterprise
(SME)

Large enterprise

Nonmgovernmental organisation
(NGO)

Voluntary/charity (notmformprofit)

Deliver services funded by the state,
such as education, health or transport.

Provide goods or services to a defined
market; often flexible and innovative.

Operate on a national or global scale,
with complex supply chains and
significant capital resources.

Pursue social or environmental
objectives, funded by donations or
grants.

Deliver a public benefit without profit
distribution; reinvest surplus into the
mission.

NHS, local councils

A boutique software firm, a familymrun
café

Unilever, Tesco

Oxfam, WWF

British Red Cross, local food bank

These categories illustrate how an organisation’s size, funding source and core aim shape its strategy and

daym tom day operations.

2. Business Models (5.1.2)

Model Who are the customers? How value is delivered Revenue mechanism

Business to Consumer
(B2C)

Business to Business
(B2B)

Business to Many (B2M)

Individual consumers

Other businesses or
organisations

A broad mix of consumers,
partners and suppliers

and convenience

Direct sales, often online or
inm store; emphasis on brand

Customised solutions, bulk
orders, longmterm contracts

Platformm based ecosystems
that connect multiple parties

Onenm off purchases,
subscriptions, advertising

Contracts, licences, service
agreements

Transaction fees, data
monetisation, platform
subscriptions

Understanding the model helps a digital support professional anticipate user needs, security requirements
and the scale of incidents they may encounter.

3. Stakeholders (5.1.3)

Stakeholders are anyone who has an interest in or can influence an organisation’s outcomes. They are

grouped as:
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Internal stakeholders Owners, directors, employees, CEO, IT team, HR staff
managers

External stakeholders Customers/clients, suppliers, Endm users of a software product, cloud
shareholders, outsourced services, service providers, venture capitalists,

investors/funders, government bodies regulatory agencies

Each stakeholder group has distinct expectations and impacts on risk, compliance and operational resilience.
A digital support professional must recognise these relationships when troubleshooting incidents or
implementing new security controls.

4. Linking the Elements
A clear grasp of an organisation’s purpose, its business model and its stakeholders provides a foundation for:

* Risk assessment — identifying which assets are critical to each stakeholder group.
* Incident response planning — prioritising actions that protect the most valuable relationships.
» Security strategy design — aligning controls with the nature of the customer base (B2C vs B2B) and

regulatory obligations.

By mapping purpose, model and stakeholders together, a support professional can make informed decisions
that balance technical requirements with business objectives.

Exam Angle

Business environment questions ask you to identify an organisation type or business model from a
description, or to explain how stakeholders are affected by a technical change or incident. A strong answer
names the correct category and gives a specific reason — for example, why a public sector organisation has
different digital support obligations than an SME, or why a B2B model requires stronger contractual data
security than a B2C model. For stakeholder questions, distinguish between internal and external groups and
explain the different risk exposures each faces.

Revision Checklist
[ 11 can describe the five types of organisation (public sector, SME, large enterprise, NGO,
voluntary/charity) and state the typical purpose of each.
[ 11 can describe the three business models (B2C, B2B, B2M) and explain how value is delivered in each.

[11 can define stakeholders and distinguish between internal and external stakeholder groups, giving
examples of each.

[11 can explain how an organisation's type, model and stakeholders influence its approach to risk
assessment, incident response and security strategy.
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Digital Value to Organisations (5.2)

Pearson ref: 5.2

Content area: Business Context (5)

Introduction

Digital systems are no longer optional extras; they form the backbone of modern organisations. From the
moment a customer clicks “buy” online to the moment senior managers review realmtime dashboards,
information flows through a network of software and hardware that delivers value at every stage. This
subtopic explores how those digital assets support key business functions—sales & marketing, research &
design, human resources, operations, management, logistics and finance—and how they meet user needs

while maintaining quality.

5.2.1 How Digital Systems Support Key Organisation Areas

Business Area

Sales & Marketing

Research, Design & Development

Human Resources

Operations

Management

Logistics

Finance

Typical Digital System(s)

CRM, emailm automation platforms,
socialm media analytics tools,
personalised em commerce engines

Product lifecycle management (PLM)
suites, collaborative design tools,
simulation software

HRIS, performancem management
systems, learningm management
platforms

Enterprise resource planning (ERP),
intranets, shared workspaces,
documentm sharing services

Businessmintelligence dashboards, KPI
monitoring tools, realmtime asset
trackers

Warehouse management systems
(WMS), automated stock control

Financialm management software,
realmtime reporting dashboards

Case Study Insight — Sales & Marketing:
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Value Delivered

« Better market research through data
mining<br>e Targeted brand promotion
and social media reach<br>¢ Online
selling with realmtime inventory
updates<br>e Personalised services
that increase retention<br>e Brand
differentiation via datam driven insights

« Faster prototyping and testing<br>e
Seamless knowledge sharing across
teams<br>¢ Reduced time to market for
unique products

* Centralised staff records and
analytics<br>e Automated performance
reviews and training tracking

* Enhanced internal
communication<br>e Automation of
routine processes (e.g., purchase
orders)<br>¢ Remote working support
through cloud collaboration tools

* Immediate visibility into sales,
customer service and operational
metrics<br>e Datam driven decision
making at all levels

 Accurate inventory levels and reduced
stockouts

 Lower operating costs through
automation<br>e Increased revenue via
dataminformed pricing strategies
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TechGear uses a CRM integrated with an em commerce platform to synchronise customer interactions across
online and inm store channels. The system enables targeted email campaigns, realmtime segmentation and
ROI measurement of digital marketing activities, illustrating how a single digital stack can drive sales
performance.

Case Study Insight — Management:

CityWater employs Bl dashboards and GIS tools to plan infrastructure upgrades. These systems provide
senior managers with scenariom modelling capabilities and realmtime data quality checks, supporting
strategic decisions that balance cost, risk and service delivery.

5.2.2 Meeting User Needs and Ensuring Quality of Product/Service

Appropriate & Effective Functionality Systems are designed to allow users to complete all required
tasks—e.g., a CRM must support lead capture, opportunity
tracking and reporting.

Reduction of Pain Points » Clear communication of expected response times
(servicem level agreements)<br>e Notifications when delays
occur<br>¢ Simplified user interfaces that minimise task
complexity

Accessibility Provision Compliance with WCAG guidelines ensures users with
disabilities can access dashboards, forms and reports.

Compatibility « Integration layers enable legacy systems to share data with
new applications.<br>e APIs allow future extensions without
disrupting existing workflows.<br>¢ External services (e.qg.,
payment gateways) are linked through secure connectors.

Availability of Service Highm availability architectures, load balancing and
automated failover minimise downtime; scheduled
maintenance windows keep users informed.

Effective Endm User Support « Selfm service knowledge bases and chatbots reduce support
tickets.<br>e Easy installation packages or cloudm hosted
Saa$ solutions eliminate local setup burdens.

Case Study Insight — Software as a Service (SaaS):

A SaaS solution such as AWSm based CRM removes the need for onm premise infrastructure, offering
scalable performance and builtmin security features. Users benefit from instant updates, global accessibility
and cost predictability—all of which enhance perceived quality.

Summary

Digital systems transform every organisational function by providing realmtime data, automating routine tasks
and enabling personalised customer experiences. When these systems are thoughtfully
designed—considering functionality, pain points, accessibility, compatibility, availability and support—they
deliver measurable value while maintaining high product/service quality. Understanding this relationship
equips digital support professionals to evaluate, implement and optimise technology that drives business
success.
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Exam Angle

Digital value questions ask you to explain how a digital system supports a specific business area, or to
describe how a user need is met. A strong answer names the specific function the system provides and links it
to a measurable benefit — for example, 'a CRM system supports sales and marketing by enabling real-time
customer segmentation, which reduces time spent on manual targeting.' Generic statements such as 'it helps
communication' do not score well; specific functional claims do.

Revision Checklist
[11 can explain how digital systems support each of the seven business areas and give a specific
example for each.
[11 can describe six ways digital systems meet user needs (functionality, pain-point reduction,
accessibility, compatibility, availability, end-user support).
[11 can explain what WCAG compliance means for digital accessibility.

[ 11 can describe the benefits of a SaaS model compared with on-premise software deployment.
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Risk to Organisations of Using Digital Systems

(5.3)

Pearson ref: 5.3

Content area: Business Context (5)

1. Introduction

Digital systems underpin almost every organisational process today — from customer relationship
management and humanm resource information systems to enterprise resource planning and cloud services.
While these technologies deliver efficiency, they also expose organisations to a range of risks that can
compromise data, operations and reputation. Understanding the nature of these risks is essential for any
digital support professional who must design, implement or maintain secure, compliant and resilient systems.

2. Potential Risks to Organisations (5.3.1)

Risk Category Typical Threats Impact on an Organisation

Security Breaches

Privacy Breaches

Regulatory & Legal
Nonm Compliance

Audience Exclusion (Biases / Poor

UX)

Emerging Rival Technologies

Technical Issues (Reliance & Failure)

* Network attacks (DDoS, MITM)<br>e
Application exploits (SQL injection,
XSS)<br>e Insider threats<br>e
Malware and ransomware

» Unauthorised access to personal
data<br>e Mism processing of sensitive
employee information<br>e Data
leakage through thirdm party
integrations

* Failure to meet GDPR, PCImDSS or
industrym specific standards<br>e
Inadequate data protection measures in
cloud services

« Algorithmic bias in recruitment or
credit scoring systems<br>e
Accessibility failures for disabled users

« Shift to decentralised platforms that
bypass existing security controls<br>e
Rapid adoption of new Al tools without
proper governance

« Single points of failure in legacy
infrastructure<br>e Inadequate disaster
recovery plans<br>e Poor integration
between systems

Compromised confidentiality, integrity
or availability of data and services.

Loss of customer trust, regulatory fines,
reputational damage.

Fines, legal action, loss of licences or
contracts.

Discriminatory practices, exclusion of
market segments, brand damage.

Obsolescence of current systems, loss
of competitive advantage.

System downtime, data loss,
operational disruption.

These categories are intermrelated; for example a security breach can trigger regulatory nonm compliance if
personal data is exposed without proper notification procedures.
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3. Impact of Risks (5.3.2)

When the risks above materialise, organisations may face:

Consequence Description

Legal Action Lawsuits from affected customers or partners, regulatory
investigations.

Financial Penalties Fines for data protection breaches, costs of remediation and
incident response.

Reputational Damage Loss of customer confidence, negative media coverage,
decline in market share.

Licence Withdrawal Regulatory bodies may suspend licences to operate (e.g.,
financial services).

Business Loss Reduced revenue from lost customers, increased operational
costs, and potential shutdown of affected services.

The severity of these impacts depends on the scale of the breach, the sensitivity of the data involved, and the
effectiveness of an organisation’s incident response plan.

4. lllustrative Case Studies

4.1 Sales & Marketing — CRMm Driven Customer Engagement

A midm size retailer implemented a cloudm based CRM to unify online and inm store customer data. Integration
challenges led to data accuracy issues and privacy concerns around personalised advertising, illustrating
how technical integration risks can cascade into regulatory nonm compliance.

4.2 Human Resources — Digital HR & Workforce Analytics

A healthcare provider adopted an HRIS with predictive analytics for staffing. The system exposed
algorithmic bias in hiring decisions and raised questions about employee data protection, demonstrating
the intersection of privacy, bias and technical risk.

4.3 CrossmDepartment Integration — Enterprise Digital Transformation

An ERP rollout required migration of siloed data into a centralised platform. Poor access control design
caused operational downtime during transition, highlighting how technical failures can lead to significant
business loss.

5. Mitigation Strategies

1. Risk Assessment & Governance — Conduct regular security and privacy impact assessments;
establish clear ownership for risk mitigation.

2. Secure Design Principles — Apply defencem inm depth, least privilege, encryption at rest and in transit,
and secure coding practices.

3. Compliance Management — Map organisational processes to regulatory requirements; maintain audit
trails and data protection documentation.
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4. Bias Audits & Accessibility Testing — Evaluate algorithms for fairness; ensure interfaces meet WCAG
standards.

5. Resilience Planning — Implement redundancy, failm over mechanisms, and robust disaster recovery
procedures.

By embedding these practices into the digital support lifecycle, professionals can reduce the likelihood of
breaches and minimise their impact should they occur.

6. Conclusion

Digital systems bring undeniable benefits but also expose organisations to a spectrum of risks that threaten
security, privacy, compliance, inclusivity, technology resilience and business continuity. A thorough
understanding of these risks, coupled with proactive mitigation measures, is essential for safeguarding
organisational assets and maintaining stakeholder trust.

Exam Angle

Organisational risk questions ask you to identify a risk category from a scenario, explain its potential impact,
or recommend a mitigation strategy. Name the risk type precisely (security breach, privacy breach, regulatory
non-compliance, audience exclusion, rival technology, technical failure) and link it to a specific consequence.
A strong mitigation answer names the specific control and explains what it protects against — not just that it
'improves security.'

Revision Checklist

[11 can describe six categories of risk that digital systems create for organisations.

[ 11 can explain five potential consequences when risks materialise (legal action, financial penalties,
reputational damage, licence withdrawal, business loss).

[11 can explain why a security breach can simultaneously trigger regulatory non-compliance.

[ 11 can describe five mitigation strategies and explain what each protects against.
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Technical Change Management (5.4)

Pearson ref: 5.4

Content area: Business Context (5)

1. Internal Triggers of Change (5.4.1)

Internal factors arise from within an organisation and can prompt a change initiative:

Organisational restructuring Merging two departments, creating a new division
Expansion or downsizing Opening a new branch office, closing a redundant site
New strategic objectives Diversifying product lines, rem branding the company
Service enhancements Adding a new feature to an existing service
Performance gaps Identifying inefficiencies in current processes
Leadership or priority shifts A change in executive direction or focus

System failures / data corruption Unplanned outages, loss of critical data

These triggers are internal because they stem from decisions, performance issues or operational incidents
that the organisation controls.

2. External Triggers of Change (5.4.2)

External factors are outside the organisation’s direct control and often require a reactive response. They align
with the PESTLE framework:

Political New government regulations, policy shifts, geopolitical
conflict
Economic Inflation, recession, new competitors entering the market,

changing consumer spending patterns

Social Demographic changes, evolving cultural expectations,
adoption of remote working

Technological Emergence of disruptive technologies, retirement of legacy
systems, zerom day vulnerabilities

Legal New legislation or amendments to existing laws, regulatory
compliance requirements

Environmental Sustainability mandates, pandemics, natural disasters

3. Organisational Responses (5.4.3)

When a trigger is identified, organisations can respond in several ways:
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1. Policy changes — drafting new policies or amending existing ones to reflect the change.

2. Businessmprocess adjustments — altering staffing levels, delivery schedules, opening hours or

workflow steps.

3. Product/service evolution — launching entirely new offerings, upgrading to nextm generation products,
or making minor updates to current services.

4. Digital system upgrades — implementing new backm end systems, customers facing portals or
integrating legacy systems with modern platforms.

5. Training and reskilling — providing staff with the knowledge required for new processes or technologies.

6. Restructuring — redefining management hierarchies or boundary drawing to better support the change.

4. The Change Management Process (5.4.4)

A structured approach ensures that changes are introduced safely, efficiently and with minimal disruption.

1. Identify the need
2. Create a Request for Change
(RFC)

3. Assess and prioritise

4. Plan the change

5. Analyse impact

6. Configure & test

7. Implement

8. Review and close

Benefits

Analyse the trigger, define the change
scope.

Document objectives, impact, resources
required.

CAB reviews RFC against business
priorities, risk appetite.

Develop SMARTER objectives, allocate
budget, time, staffing,
hardware/software.

Forecast positive and negative effects
on processes, users, systems.

Integrate with legacy systems, set up a
test environment, run reproducible
tests.

Choose implementation method
(parallel, phased, direct, pilot).

Postmimplementation review, capture
lessons learned, update documentation.

» Reduces risk of unplanned outages or security incidents.

* Provides clear accountability and traceability.

* Facilitates stakeholder buymin through transparent communication.

Drawbacks

 Requires significant upfront planning and documentation effort.

Change request form, initial risk
assessment
RFC document, stakeholder list

Approval status, priority ranking

Detailed project plan, resource
schedule

Impact analysis report

Test results, configuration
documentation

Deployment logs, rollback plan

Closure report, updated knowledge
base

» May slow down rapid response to urgent issues if the process is too rigid.

* Success depends on effective CAB governance; weak boards can delay critical changes.
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5. Feasibility of a Digital Project (5.4.5)

Before committing to a change, organisations assess feasibility across three dimensions:

Dimension Considerations

Benefits vs Drawbacks Financial savings, productivity gains, improved
communication and security; versus cost of implementation,
potential disruption, resistance from staff.

Risks Workforce resistance, misuse of new systems, inadequate
support or knowledge gaps, operational disruptions during
rollout.

Constraints Budget limits, time constraints, availability of skilled

personnel, compatibility with existing technology stack.

A balanced feasibility study helps decide whether a change should proceed, be modified or abandoned.

6. Summary

Technical change management is the disciplined practice of recognising triggers—whether internal or
external—planning and executing changes through a structured process, and evaluating their impact against
organisational goals. By following the stages outlined above, digital support professionals can ensure that
new systems, processes or services are delivered safely, efficiently and with clear benefits to the business.

Exam Angle

Change management questions ask you to identify internal or external triggers, describe the appropriate stage
of the change process, or evaluate the feasibility of a proposed change. For trigger questions, match the
described situation to one of the internal categories (restructuring, expansion, strategic objectives, etc.) or one
of the six PESTLE categories. For process stage questions, name the stage, describe the key activities at that
stage, and identify the output it produces.

Revision Checklist

[ 11 can describe seven internal triggers of change and give an example of each.

[11 can describe the six PESTLE categories and give a digital support example for each.

[11 can describe six types of organisational response to change.

[ 11 can describe the eight stages of the change management process and state the output of each stage.

[ 11 can explain the three feasibility dimensions (benefits vs drawbacks, risks, constraints) and describe
what each assessment involves.
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How Digital Support Roles Enable Business
Operations (5.5)

Pearson ref: 5.5

Content area: Business Context (5)

1. Introduction

Digital support roles are the backbone of any modern enterprise that relies on information technology to
deliver products, services and value. From the first line of helpmdesk staff who answer a user’s call to the
network cabling technicians who lay the invisible highways that carry data, each role contributes to keeping
systems available, secure and efficient. This section explains the responsibilities, skills and interactions that
enable these roles to support business operations effectively.

2. Digital Infrastructure Support (5.5.1)

2.1 Responsibilities

Responsibility What it means

Install, test and maintain components Deploy hardware, operating systems or applications; verify
correct operation before handing over.

Schedule system updates & communicate changes Plan patch windows, inform users of downtime or new
features.

Maintain optimum availability Monitor uptime, respond to alerts, minimise service
interruptions.

Perform recovery and restoration Restore data from backups, rebuild systems after failure.

Optimise performance Tune hardware, software and network settings for speed and
reliability.

Apply security measures Install patches, configure firewalls, enforce access controls.

Troubleshoot problems & escalations Diagnose faults, resolve within scope or raise to higher

support tiers.

Work to relevant legislation Comply with data protection laws, industry regulations and
organisational policies.

Design and document system changes Produce change records, configuration management
database updates and documentation for future reference.

2.2 Roles

e Technician / Service Desk — frontline responders handling routine incidents.

e Line Support (1stm4th level) — escalating complexity from basic user queries to specialised technical
issues.

* Network Installation Engineer — responsible for network infrastructure and connectivity.

e Server Support Specialist — manages physical or virtual servers, storage and associated services.
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2.3 Core Skills

Problem solving Identify root causes quickly to minimise downtime.

Analytical thinking Evaluate logs, metrics and system behaviour systematically.

Digital tool proficiency Use ticketing systems, monitoring dashboards and diagnostic
utilities.

Effective communication Explain technical issues in userm friendly terms.

Prioritisation Decide which incidents impact business most urgently.

Teamwork Coordinate with colleagues across support tiers.

Continuous upskilling Keep pace with evolving technologies and security threats.

3. Network Cabling (5.5.2)

3.1 Responsibilities

« Install, terminate, test and certify copper and fibre cabling.

» Maintain cabling infrastructure and asset registers.

* Identify, locate and repair faults in the cabling system.

* Install cabinets, fixtures and racks; provide physical protection for cables.

» Conduct risk assessments and work safely at height or in confined spaces.

* Design cable routes, create route maps and produce acceptance documentation.

» Update maintenance logs to ensure traceability and compliance.

3.2 Roles
Cabling Installer Handsm on installation of cables and termination points.
Network Surveyor Measures cable lengths, tests performance and records
results.
Network Analyst Interprets survey data to optimise network design.
Network Installation Engineer Oversees largem scale cabling projects and ensures
standards compliance.
3.3 Core Skills

» Manual handling & working at height

* Ability to read and follow detailed plans
 Adaptability to changing site conditions

* Prioritisation of tasks under tight deadlines
» Teamworking across disciplines

» Commitment to ongoing upskilling (e.g., new cabling standards)
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4. Digital Support Provision (5.5.3)

4.1 Responsibilities

Hardware & software support

User account management

Software installation

Communication of updates

Endmuser training
Asset register maintenance

Incident response utilisation

Escalation when necessary

Legislative compliance

Standard operating procedure updates

4.2 Roles

Resolve issues with devices and applications.

Create, modify or delete accounts; set storage quotas and file
permissions.

Deploy new applications following organisational policies.

Notify users of system changes via tickets, emails or intranet
posts.

Provide guidance on using tools effectively.
Keep an accurate inventory of hardware and software assets.

Log incidents in dedicated systems and track resolution
progress.

Raise issues beyond the support tier's authority.

Adhere to data protection, accessibility and other legal
requirements.

Refine SOPs based on lessons learned.

* Firstmline Support / Helpdesk/Service Desk — initial point of contact for users.

e Support Technician (Desktop, Applications, Hardware) — specialised responders handling specific

problem domains.

4.3 Core Skills

Problem solving

Analytical thinking

Logging & monitoring tools
Communication
Prioritisation

Active listening

Customer service
Teamwork

Upskilling

5. Digital Communications (5.5.4)
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Resolve incidents efficiently.

Diagnose complex issues.

Track incidents and performance metrics.
Explain solutions clearly to nonmtechnical users.
Manage multiple tickets simultaneously.
Understand user concerns accurately.

Deliver a positive support experience.
Collaborate with other support tiers.

Stay current with new technologies and best practices.
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Digital communication systems—such as VolP, video conferencing and unified messaging—must be
installed, tested and maintained to keep business collaboration fluid.

* Installation & testing — deploy hardware and software components; verify call quality and connectivity.
* Availability management — monitor uptime of communication services and respond to outages.

e Performance optimisation — adjust bandwidth allocation, QoS settings and routing paths.

 Security application — enforce encryption, authentication and access controls.

» Design & documentation — create network diagrams, configuration guides and compliance records in
line with organisational standards.

6. Routes into Digital Support and Security (5.5.5)

Students can enter the field through several pathways:

Further education Technical diplomas, BTEC or foundation degrees in IT
support or networking.

Apprenticeships Handsm on programmes such as the Skills England Network
Cable Installer standard.

Higher education Bachelor’s degrees in computer science, information security
or network engineering.

Professional courses CompTIA A+, Network+; Microsoft Certified: Modern Desktop
Administrator Associate.

Professional recognition ITIL Foundation, ISO/IEC 27001 Lead Implementer, Cisco
CCNA.

7. Communication Techniques (5.5.6)
Effective communication is essential for incident management and user support.

* Incident tickets — structured records that capture problem details, impact and resolution steps.
» System update notifications — concise messages delivered via emalil, intranet or ticketing alerts.

* Forums & knowledge bases — collaborative platforms where users can search for solutions.

Key techniques:

Clear, concise language Ensure understanding across audiences of varying technical
levels.

Audience segmentation Tailor messages to target groups (endm users, managers,
peers).

Active listening & open questioning Gather accurate information and build rapport.

Reading body language Detect frustration or confusion during facem tom face or video
support.

Negotiation & conflict handling Resolve disputes over priorities or resource allocation.
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Dem escalation strategies Calm tense situations before they impact service delivery.

8. Interaction with Endm Users (5.5.7)

Digital support professionals must adapt their interaction style to the needs of different stakeholders.

Stakeholder Typical interaction modes

Clients / endmusers Verbal support (inm person, phone, Clarity, empathy, timely resolution.
video), written updates (emalil, ticket
comments), training sessions (individual
or classroom), remote screen sharing.

Managers Email summaries, progress reports, Transparency, impact assessment,
escalation tickets, briefings on incidents  alignment with business objectives.
and proposals for improvement.

Peers / colleagues Knowledge sharing forums, Bestm practice dissemination,
collaborative troubleshooting, joint teamwork, continuous learning.
training, documentation updates.

9. Conclusion

Digital support roles—ranging from helpm desk technicians to network cabling specialists and communication
system engineers—are integral to maintaining the availability, security and performance of an organisation’s

digital services. By understanding their responsibilities, developing the required skill sets, following structured
communication practices and engaging effectively with all endm users, these professionals enable businesses
to operate smoothly in a technologym driven world.

Exam Angle

Digital support role questions ask you to identify which role handles a described task, list the skills required, or
explain how a communication technique applies. Name the specific role and explain why its responsibilities
match the task described. For skills questions, name the skill and explain why it matters in the given context.
For communication questions, identify the correct technique (incident ticket, update notification, knowledge
base entry, or direct method) and describe what it should contain.
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Revision Checklist
[11 can describe the responsibilities of digital infrastructure support, network cabling, digital support
provision and digital communications roles.
[ 11 can name typical job titles within each support function.
[11 can list the core skills required across digital support roles and explain why each matters.

[ 11 can describe five routes into digital support and security (further education, apprenticeships, HE,
professional courses, professional recognition).

[11 can describe three communication techniques used in digital support and state when each is
appropriate.

[11 can explain how communication approach should differ when addressing end users, managers and
peers.
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Impact of Digital Technologies (6.1)

Pearson ref: 6.1

Content area: Emerging Issues (6)

Introduction

Digital technologies are reshaping every organisation and society. The way people communicate, work, learn
and make decisions is being transformed by the proliferation of connected devices, cloud services, artificial
intelligence and data analytics. This subtopic explores three interconnected areas: how increased reliance on
digital systems affects organisational culture, how it shapes society more broadly, and what digital inclusion
means and why it matters.

Sub-domain 1: Impact on Organisational Culture (6.1.1)
Digital technologies change the way organisations operate internally in several significant ways.

Changes in communication patterns. Face-to-face interaction has been supplemented — and in many
organisations largely replaced — by email, instant messaging and video calls. Speed of communication rises
but the richness of non-verbal cues diminishes, which can affect relationship quality and make conflict harder
to detect and resolve early.

Remote and hybrid working models. Digital tools make it possible for staff to work from anywhere, blurring
the boundary between office hours and personal time. Flexibility reduces commuting costs and can improve
work-life balance, but it also introduces challenges around communication consistency, team cohesion and
access to informal support networks.

Staff monitoring and performance tracking. Time-tracking software, activity dashboards and remote
monitoring tools give managers detailed insight into employee behaviour and output. This supports
accountability and helps identify underperformance, but raises legitimate concerns about privacy and
autonomy that organisations must address through clear policy.

Automation replacing or changing roles. Chatbots, automated scheduling and Al-assisted decision
systems improve efficiency and reduce repetitive workloads. However, they also displace some job functions
and change skill requirements, meaning organisations must manage retraining and role redesign as part of
any automation programme.

The digital skills gap. Staff will not all adapt to new tools at the same pace or with the same confidence.
Some employees — particularly those with less prior exposure to technology — will need more time and
support. Failing to account for this creates a two-tier workforce where some staff are productive with new
systems and others are left behind.

Change management challenges. Introducing new digital tools always creates disruption. Staff must learn
new procedures, adjust to changed workflows and sometimes let go of established habits. Organisations that
do not plan for this resistance will find that adoption is slow and that the expected productivity gains are not
realised.

jogpt.co.uk Page 121



T Level Digital Support & Security JoGPT Revision Guide

Exam Angle

Questions may present a scenario where an organisation is introducing new technology and ask about the
cultural impacts — positive and negative — on staff. A developed answer names specific impacts rather than
giving a vague response about "change."”

Sub-domain 2: Impact on Society (6.1.1)
The effects of digital technologies extend well beyond any single organisation.

Job displacement and creation. Automation eliminates some routine roles, particularly in data entry, basic
customer service and manufacturing assembly. At the same time, it creates demand for new roles in system
maintenance, Al oversight, data analysis and digital support. The transition between old and new roles is
uneven: displaced workers do not automatically have the skills the new roles require, which drives a need for
large-scale reskilling across the economy.

The digital divide. Access to digital technology is not uniform. Differences in income, age, geography and
ability mean that some individuals and communities have far less access to digital services than others. This
divide is not just about hardware: slow or expensive internet connectivity, limited digital literacy and unfamiliar
interfaces all contribute to exclusion from services that others take for granted.

Privacy and surveillance. Digital systems collect data at unprecedented scale — every search query,
purchase, location check-in and online interaction becomes part of a growing record. Organisations and
governments use this data for purposes that range from legitimate service improvement to invasive profiling
and targeted advertising. Citizens often have limited visibility into what is collected and how it is used.

Globalisation. Digital tools allow small organisations to reach international markets and communicate with
partners anywhere in the world at negligible additional cost. This creates opportunity but also increases
competitive pressure from organisations that previously could not reach the same customer base.

Social isolation. Remote working and social media use can reduce the frequency of face-to-face interaction,
particularly for workers who live alone or in areas with limited public infrastructure. While online communities
provide connection, they do not fully replicate the social and mental health benefits of in-person interaction.

Mental health. Technology overuse, cyberbullying and the comparison pressures generated by social media
are documented contributors to anxiety and depression, particularly among younger users. Organisations
and schools have a responsibility to promote healthy digital habits alongside access to technology.

Exam Angle

Questions may ask students to explain or evaluate the societal impact of a specific technology or digital policy.
Developed answers name the mechanism of impact — how the technology produces the effect — rather than
just listing consequences.

Sub-domain 3: Digital Inclusion (6.1.2 | 6.1.3)

Digital inclusion means ensuring that all people have a genuine opportunity to access and use digital services
effectively and safely — regardless of their age, ability, location, income or background.

End user characteristics that affect digital inclusion. The following characteristics influence how easily an
individual can access and use digital systems:
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Age Younger users are often more comfortable with new
interfaces; older users may need simpler navigation, larger
text and more patient support channels.

Physical and cognitive accessibility needs Visual impairments, motor limitations and cognitive
differences require specific design features — screen
readers, keyboard navigation, reduced cognitive load — to
enable access.

Cultural background and language Interfaces designed for one cultural context may confuse or
exclude users from others. Language barriers exclude users
who do not speak the primary language of a platform.

Digital literacy Users with limited digital experience struggle with complex
interfaces, technical error messages and multi-step
processes without support.

Dataset bias. Artificial intelligence and algorithmic systems learn from historical data. If that data reflects
existing social biases — for example, if a dataset over-represents one demographic group — the system will
learn and replicate those biases in its outputs. A hiring algorithm trained on historically skewed recruitment
data may systematically disadvantage applicants from groups that were previously underrepresented.
Organisations must audit their training data and outputs to identify and address this.

Accessibility regulations. Public sector websites and mobile applications in the UK must meet WCAG 2.1
Level AA accessibility standards under the Public Sector Bodies (Websites and Mobile Applications)
Accessibility Regulations 2018. These regulations set minimum requirements for contrast ratios, keyboard
navigation, screen reader compatibility and alternative text. Private sector organisations are increasingly
expected to meet the same standards, with the Equality Act 2010 requiring reasonable adjustments for users
with disabilities.

Inclusive design. Rather than retrofitting accessibility features after a system is built, inclusive design starts
from the premise that the widest possible range of users should be able to use the system from the outset.
This means involving users with diverse characteristics in the design process, testing with assistive
technologies during development, and treating accessibility as a core requirement rather than an optional
extra.

Exam Angle

Students may be asked to identify barriers to digital inclusion or to explain how an organisation could design a
system more inclusively. Strong answers specify which barrier applies to which user group and explain what
design change would address it.

Professional Development (6.1.4)

Continuous professional development (CPD) keeps digital support professionals current as technology
evolves. Its benefits are:

* Increased industry and sector competence — CPD ensures practitioners can apply up-to-date
techniques and tools rather than relying on knowledge that has become obsolete.

* Increased employability and employment security — qualifications and evidence of ongoing learning
improve career prospects and resilience in a fast-changing job market.
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¢ Access to and adherence to industry standards — CPD activities expose learners to best-practice
frameworks such as the BCS Code of Conduct, ISO standards and NCSC guidance, enabling compliance
with professional and regulatory expectations.

Summary

Digital technologies reshape how organisations operate, how society functions and how individuals interact
with services. The most significant risks from this shift — skills gaps, social exclusion, data misuse and the
erosion of privacy — can be mitigated by organisations that design inclusively, manage change deliberately,
and maintain a commitment to equitable access for all users.

Exam Angle

Digital technology impact questions may describe an organisational change, societal trend, or digital inclusion
challenge and ask you to explain the impact or recommend an improvement. For organisational culture
guestions, name a specific impact (remote working effects, the digital skills gap, change management
challenges) rather than giving a vague statement about 'change.' For digital inclusion questions, identify the
specific barrier affecting the described user group and explain what design change would address it.

Revision Checklist

[11 can describe at least four ways digital technologies change organisational culture.

[11 can describe at least four societal impacts of digital technologies (job displacement, the digital divide,
privacy concerns, social isolation).

[11 can explain what digital inclusion means and list four user characteristics that affect it.
[11 can explain what dataset bias is and describe how it can affect an Al system's outputs.

[ 11 can state which accessibility regulation applies to UK public sector websites and what standard it
requires.

[11 can explain what inclusive design means and why it is preferable to retrofitting accessibility features.

[ 11 can state three benefits of continuous professional development for digital support professionals.
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Emerging Technologies (6.2)

Pearson ref: 6.2

Content area: Emerging Issues (6)

1. Introduction

Emerging technologies are reshaping how organisations operate, how individuals interact with digital systems
and how society as a whole functions. In this section we explore the most influential developments — from
guantum computing to autonomous machines — and consider their technical foundations, practical
applications and wider impacts on business, people and the environment.

2. Storage Media and Data Growth

The demand for data storage is rising faster than ever. Organisations must plan for larger volumes of
structured and unstructured information while maintaining performance and security. New media such as
highm density solidm state drives, optical archival solutions and cloudm based object stores are extending
capacity but also introduce new supplym chain dependencies and energy considerations.

3. Quantum Computing

Quantum computers exploit superposition and entanglement to perform certain calculations exponentially
faster than classical machines. While still experimental, they threaten current cryptographic schemes (e.g.,
RSA, ECC) and could revolutionise optimisation, simulation of complex systems and machinemlearning
workloads. Organisations should monitor progress in quantumm resistant algorithms and assess the risk to
data protection and intellectual property.

Key concepts: qubits, superposition, entanglement, quantum advantage, quantumm safe cryptography.

(Source: 6.2_Emerging_Technologies__en_wikipedia_org__ wiki__Quantum_computing.md)

4. Internet of Things (loT) and Edge Computing

The 10T connects everyday objects to networks, generating vast streams of sensor data. Edge computing
processes this data closer to the source, reducing latency, bandwidth use and exposure to centralised
cybermthreats. Organisations deploying industrial loT or smartm city solutions must consider device
authentication, firmware update mechanisms and data governance at scale.

5. Artificial Intelligence — Generative Al & Machine Learning

Al systems learn from data to recognise patterns, make predictions or generate new content. Generative Al
(e.g., text, image, audio synthesis) can automate creative tasks but also raises concerns about authenticity,
bias and intellectualm property rights. Machine learning models underpin many security tools — anomaly

detection, threat hunting and behavioural analytics — yet require careful training data curation to avoid false
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positives.

Key concepts: supervised/unsupervised learning, neural networks, generative adversarial networks, model
drift.

(Sources: 6.2_Emerging_Technologies__geeksforgeeks_org ml-ai__artificial-intelligence.md,
6.2_Emerging_Technologies__geeksforgeeks _org ml-ai__machine-learning.md)

6. Extended Reality — Augmented & Virtual Reality

AR overlays digital information onto the physical world, while VR immerses users in entirely virtual
environments. Both technologies are finding use in training, maintenance, design and customer engagement.
From a security perspective, AR/VR devices can capture sensitive visual data; organisations must enforce
devicem control policies and secure transmission channels.

Key components: user, device, interaction, virtual content, tracking, realm life entity.

(Source:
6.2_Emerging_Technologies__geeksforgeeks_org computer-graphics-2___augmented-reality-ar.md)

7. Open Source Software (OSS)

OSS provides freely available source code that organisations can customise and audit. While fostering
innovation, OSS also introduces supplym chain risks: untrusted contributors, licence compliance issues and
hidden vulnerabilities. A robust governance model — including code review, dependency scanning and legal
assessment — is essential for secure deployment.

8. Blockchain Technology

Blockchain offers a distributed ledger that records transactions immutably. Its decentralised nature can
enhance transparency, reduce fraud and enable smart contracts. However, scalability limits, high energy
consumption of proofm ofmwork chains and regulatory uncertainty mean organisations must evaluate use
cases carefully before adoption.

Key attributes: decentralisation, consensus mechanisms, immutability, smart contracts.

(Source:
6.2_Emerging_Technologies__geeksforgeeks_org__blockchain__blockchain-technology-introduction.md)

9. Environmental Impacts of Emerging Technologies

9.1 Rare Metals and Resource Extraction

Many new devices rely on scarce metals (lithium, cobalt, rare earths). Mining these resources can cause
ecological damage, supplym chain opacity and geopolitical tension.
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9.2 Energy Consumption

Highm performance computing, data centres and largem scale manufacturing of electronic components
consume significant electricity, contributing to greenhousem gas emissions unless renewable sources are
used.

9.3 Disposal and EmWaste

Rapid obsolescence leads to growing volumes of electronic waste. Proper recycling processes are required
to recover valuable materials and prevent toxic substances from entering ecosystems.

10. Autonomous Machines

Autonomous machines — including selfm driving vehicles, mobile robots and robotic assembly lines — use
sensors, Al and realmtime control to operate without human intervention. They promise increased efficiency,
safety and flexibility but also raise concerns about job displacement, liability in accidents and the need for
robust cybersecurity against remote takeover.

Key elements: sensors, actuators, path planning, decision algorithms, Al integration.

(Source: autonomous_machines_as_an_emerging_technology_1.md)

11. Interrelationships Between Digital and Emerging Technologies

Digital support professionals must recognise how these technologies interact:

Technology Typical Interaction Impact on Support

Cloud & Edge Data flows between centralised Requires hybrid monitoring, secure
services and local devices APIs

Al & loT Sensor data analysed by ML models for Needs model training pipelines, data
predictive maintenance governance

Blockchain & Security Immutable logs for audit trails Enhances integrity but adds complexity

to key management

AR/VR & Training Immersive simulations for staff Reduces physical resource use but
onboarding demands specialised hardware

Understanding these linkages enables organisations to design resilient architectures and secure operational
processes.

12. Conclusion

Emerging technologies present both opportunities and challenges across organisational, individual and
societal dimensions. Digital support and security professionals must stay informed about technical
developments, assess risks, and implement controls that balance innovation with safety, privacy and
sustainability.
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Exam Angle

Emerging technology questions ask you to describe a technology, explain its security implications, or evaluate
its environmental impact. A strong answer defines the technology accurately and identifies the specific
implication in the scenario's context. For quantum computing: explain why it threatens current encryption
schemes. For 10T: explain the authentication and firmware update risks. For environmental questions, address
resource extraction, energy consumption and e-waste as three separate dimensions.

Revision Checklist

[ 11 can describe seven emerging technologies (quantum computing, loT and edge computing, generative
Al, AR/VR, open source software, blockchain, autonomous machines) and state a key security
implication for each.

[ 11 can explain the environmental impact of emerging technologies across three dimensions (rare metals
extraction, energy consumption, e-waste disposal).

[ 11 can explain the supply-chain and licence compliance risks introduced by open source software.

[11 can describe how emerging technologies interact and explain the implications for digital support
professionals.
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Hardware (7.1)

Pearson ref: 7.1

Content area: Digital Environments (7)

Introduction

Hardware is the tangible foundation that allows software to run, data to be stored and processed, and users
to interact with digital systems. In a Level 3 T Level Digital Support and Security course students must
understand both the types of physical computers they may encounter and the components that make up
those machines. This subtopic covers the key categories of devices — from personal PCs to embedded
controllers — and the essential hardware elements that enable input, output, processing, memory, storage,
graphics, networking and cooling.

7.1.1 Types of Physical Computers

Category Typical Examples Key Features

Personal Computer (PC) Desktop, laptop, allminmone Generalm purpose, multim user,
expandable

Mobile Device Smartphone, tablet Compact, battery powered, touch
interface

Server Rackm mount, blade, tower High reliability, redundancy, scalable
I/0

Embedded Device 0T sensor, industrial controller, Dedicated function, low power, often

automotive ECU realmtime

Students should be able to identify each type in a workplace setting and explain why the hardware
specifications differ.

7.1.2 Hardware Devices

Input Devices
» Keyboard — alphanumeric entry, specialised keys (function, media).
* Mouse / Touchpad — pointer control, buttons, scroll wheel.
» Pointing devices — trackball, stylus, touch screen.
» Composite devices — game controllers, joysticks.
* Visual input — camera, scanner, OCR reader.

e Audio input — microphone, linemin.

Output Devices
e Display — monitor, TV, projector.
* Print/Plot — inkjet, laser, plotter.

» Audio output — speakers, headphones.
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These devices bridge the user and the system, enabling data to be entered and results to be viewed or
heard.

Processing Units

CPU (Central Processing Unit) Core processor; number of cores, clock speed, cache size.

GPU (Graphics Processing Unit) Parallel architecture for rendering graphics and specialised
compute tasks.

Mobile processors Integrated CPU/GPU with powerm saving features for
smartphones/tablets.

Main Memory
* RAM (Random Access Memory) — volatile memory used by the OS and applications while running.

* ROM (Readm Only Memory) — nonm volatile storage of firmware and boot code.

Secondary Storage

Magnetic Hard Disk Drive (HDD) Bulk data, backups.
Solid State SSD Operating system, applications.
Optical CD/DVD/Blumray Media distribution, archival.
Removable USB flash drive, SD card Portable storage, media transfer.
Networked NAS (Network Attached Storage), SAN  Shared storage for multiple users or
(Storage Area Network) servers.
RAID RAID 1, 5, 10 Redundancy and performance
optimisation.
Motherboard

» Hosts CPU, memory, expansion slots, chipset, BIOS/UEFI firmware.

Graphics Processing Unit (GPU)

* Provides dedicated video memory (VRAM), specialised cores for rendering, and often a cooling solution
(fan or liquid).

Network Interface Devices

NIC (Network Interface Card) — wired Ethernet or Wim Fi MAC address, port type, LED status indicators.
adapter

Cooling Solutions

* Air cooling — fans, heatsinks.

e Liquid cooling — pump, radiator, coolant.
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Sensors

« Temperature, humidity, motion, proximity; used for system monitoring and automation.

Summary

Hardware forms the backbone of any digital environment. Understanding the variety of physical computers
and the components that enable them to function allows a support professional to diagnose issues, plan
upgrades, and optimise performance. The knowledge covered here aligns with Pearson specification 7.1.1
and 7.1.2 and provides the foundational context for all subsequent modules in Digital Environments.

RAID levels 1, 5 and 10 — how data is distributed and protected across disks

Diagram (rendered in web version)

graph LR subgraph RI["RAID 1 —Mrroring (mn 2 disks)"] direction TB RIA{"Disk 1 Full data copy"]
R1B["Disk 2 ldentical mirror"] end subgraph R5["RAID 5 —Striping + Distributed Parity (mn 3 disks)"]
direction LR RGA["Disk 1 Data Al Data Bl Parity C'] RS5B["Disk 2 ...(17 nore |ines)

RAID 1 1 disk failure Fast Moderate Critical data, small
arrays
RAID 5 3 1 disk failure Fast Moderate (parity General storage,
overhead) good balance
RAID 10 4 1 per mirrored pair  Very fast Fast High performance
+ resilience
Exam Angle

Hardware questions ask you to identify a component, compare storage types, or explain RAID levels. For
RAID questions, state the level number, minimum disk count, fault tolerance and the scenario it is best suited
to — RAID 1 for maximum data protection in a small array, RAID 5 for a balance of storage efficiency and fault
tolerance, RAID 10 for both high performance and resilience. A strong answer connects hardware
specifications to functional requirements: explaining why a server requires redundant storage while a desktop
PC does not.

Revision Checklist
[11 can name and describe four categories of physical computer (PC, mobile device, server, embedded
device) and state when each is appropriate.
[11 can list input, output, processing and memory components with examples.

[ 11 can describe the different types of secondary storage (magnetic, solid-state, optical, removable,
networked, RAID) and state a typical use for each.

[11 can describe RAID 1, RAID 5 and RAID 10, including minimum disk count, fault tolerance and best
use case.

[ 11 can explain the role of the motherboard, GPU, NIC and cooling systems.
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Software (7.2)

Pearson ref: 7.2

Content area: Digital Environments (7)

Introduction

Software is the invisible layer that turns hardware into a useful system. In this subtopic we explore three
broad categories of software that support digital environments: operating systems, utility tools and application
programmes. Each category fulfils distinct roles but they all work together to enable users, developers and
organisations to achieve their objectives efficiently and securely.

7.2.1 Operating Systems

Operating systems (OS) are the foundation on which all other software runs. They manage hardware
resources, provide a user interface and enforce security policies. The main types of OS that students should
understand are:

Batch Nonminteractive; processes jobs in Highm volume data processing, payroll
large groups; scheduled by a batch systems, scientific simulations
scheduler

Multitasking Concurrent execution of multiple tasks Desktop PCs, servers handling web

via timem slicing and context switching requests, embedded controllers

Realm Time OS (RTOS) Deterministic response times; Industrial control, medical devices,
prem emptive priority scheduling; automotive safety systems
minimal latency

Network OS Provides shared resources over a Corporate intranets, file servers, print
network; user and group management;  servers
communication services

Mobile OS Optimised for limited battery life and Smartphones, tablets, wearables
mobile hardware; touch interfaces; app
ecosystems

Core Functions of an Operating System

1. Process Management — creation, scheduling, termination and interm process communication.
2. Memory Management — allocation, paging/segmentation, virtual memory.
3. File System Management — organising data on storage devices, permissions and integrity checks.
4. Device Management — drivers, 1/0 queues, interrupt handling.
5. Security & Protection — authentication, authorisation, isolation of processes.
These functions are implemented through a kernel that sits between the hardware and all running

programmes. The kernel is responsible for enforcing fairness, protecting resources and ensuring that no
single process can compromise system stability.
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7.2.2 Utility Software

Utility software extends the capabilities of an OS by providing specialised tools that optimise performance,
protect data or simplify routine tasks. Common categories include:

File Management Organising, moving and organising Windows Explorer, macOS Finder,
files; searching and indexing Linux | s/fi nd

Defragmentation & Disk Cleanup Rem arranging data on storage for Windows Defragmenter, CleanMyMac,
speed; removing unnecessary fsck

temporary files

Compression / Archiving Reducing file size and bundling multiple WinRAR, 7mZip, t ar . gz
files
Backup & Recovery Creating copies of data for disaster Acronis True Image, Windows Backup,
recovery Time Machine
Protection Software Antivirus, antim spyware, firewall Windows Defender, Malwarebytes,
Norton

Utility tools are typically installed alongside the OS and run in the background or on demand. They help
maintain system health, safeguard information and improve user productivity.

7.2.3 Application Software

Application software is what users interact with directly to perform specific tasks. It sits on top of the operating
system and utilises its services through APIs. The main types are:

GeneralmPurpose Word processors, spreadsheets, email Rich user interfaces, data manipulation,
clients, web browsers networking
Customm Made / Enterprise Customer relationship management Tailored workflows, integration with

(CRM), inventory systems, specialised internal databases
scientific tools

Examples that students should recognise include:

* Word Processing: Microsoft Word, Google Docs
» Spreadsheets: Microsoft Excel, LibreOffice Calc
» Email Clients: Outlook, Thunderbird

* Project Management: Trello, Asana (webm based)

Application software often relies on libraries and frameworks provided by the OS or thirdm party vendors.
Understanding how these applications interact with the underlying system helps students troubleshoot issues
and optimise performance.

Summary

Students should be able to:
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1. Identify the five main types of operating systems and describe their core features.
2. Explain how utility software supports system maintenance and security.

3. Recognise common application programmes and understand their relationship with the OS.

These concepts provide a foundation for further study in digital support, security and system administration.

Exam Angle

Software questions ask you to identify an OS type from a description, explain a utility tool's purpose, or name
an appropriate application for a scenario. Focus on the distinguishing characteristic for OS types: real-time OS
guarantees deterministic response times and is used in safety-critical systems; batch OS processes groups of
jobs without user interaction; mobile OS is optimised for battery life and touch input. For utility software
questions, name the category and explain what system problem it addresses.

Revision Checklist
[11 can name and describe the five operating system types (batch, multitasking, real-time, network,
mobile) and give a typical use case for each.

[11 can describe the five core OS functions (process management, memory management, file system
management, device management, security and protection).

[11 can name and describe five categories of utility software and explain the purpose of each.

[ 11 can distinguish between general-purpose and custom enterprise application software and give
examples of each.

[11 can select an appropriate OS type for a described scenario and justify the choice.
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Networks (7.3)

Pearson ref: 7.3

Content area: Digital Environments (7)

Introduction

A network is a collection of devices that exchange information using agreed rules and physical or wireless
links. For a digital support professional, understanding how networks are organised, the components that
make them work, and the protocols that govern data flow is essential for troubleshooting, optimisation and
secure design.

Network topologies — star, mesh and tree (physical layout shown; logical flow may differ)

Diagram (rendered in web version)

graph TD subgraph Star["Star topol ogy —single central switch"] SW"Central Switch"] --- SA["Device A"]
SW--- SB["Device B'"] SW--- SC["Device C'] end subgraph Mesh["Mesh topol ogy —nultiple redundant

paths"] MA["Node A"] --- MB["Node B"] MB --- MJ"Node C'] MC --- MA end subgraph Tree["Tree topol ogy —
hi erarchical star groups"] TR "Root Switch"] --- TA["Switch A"] TR --- TB["Switch B"] TA --- TD1["Devi ce

1"] ...(3 nore lines)

OSlI 7-layer model — layer number, name and example protocols

Diagram (rendered in web version)

graph TB L7["7 —Application HTTP - HITTPS - SMIP - DNS - FTP'] L6["6 —Presentation TLS/SSL - JPEG -
ASCI| - encryption/conpression"] L5["5 —Session NetBIOS - RPC - session establishment and control "]
L4["4 —Transport TCP - UDP - port nunbers - error recovery"] L3["3 —Network IP - ICW - OSPF - RIP -
| ogi cal addressing and routing"] L2["2 —Data Link Ethernet - MAC addresses - franmes - error detection"]

L1["1 —Physical Cables - W-Fi signals - electrical / optical bit transmi ssion"] ..(1 nore |lines)

TCP/IP 4-layer model — layer name and example protocols

Diagram (rendered in web version)

graph TB A["Application HTTP - HTTPS - FTP - SMIP - DNS - DHCP'] T["Transport TCP - UDP"] I["Internet IP
ICVP"] N "Network Access (Link) Ethernet - W-Fi - PPP —physical transmission"] A--- T---1 --- N

Data packet structure — header, payload and trailer components

Diagram (rendered in web version)

graph LR H "Header Source |P address Destination |P address Protocol identifier Sequence nunber Tine to
live TTL"] P["Payl oad User data application content being transported"] T["Trailer CRC checksum used for

error detection"] ...(4 nore lines)

7.3.1 Benefits and Drawbacks of Connecting Devices
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Connecting devices into a network brings many advantages:

Resource sharing Files, printers and applications can be accessed by multiple
users from a single point.

Centralised management Updates, security policies and monitoring are applied from
one location.

Scalability New devices can be added without redesigning the entire
system.

Cost efficiency Shared hardware reduces permuser expenditure.

Drawbacks include:

Single point of failure If a central server or router fails, many users lose access.
Security risk More devices mean more potential attack vectors.
Performance bottlenecks Bandwidth is shared; heavy traffic can slow all users.

7.3.2 Types of Networks

Personal Area < 5 devices Bluetooth, NFC <10m Wearables to phone
Network (PAN)

Local Area Network 1-1000 devices Ethernet, Wim Fi Building or campus Office, school

(LAN)

Metropolitan Area 1000-10 000 devices Fiber, cable City Municipal services
Network (MAN)

Wide Area Network > 10 000 devices Satellite, leased line Country/continent Internet backbone
(WAN)

7.3.3 Connectivity Methods

Wired
» Copper Ethernet — inexpensive, up to 1 Gbps over 100 m.
 Fiberm Optic — high bandwidth (10-100 Gbps), long distance, immune to EMI.

Wireless

» WimFi Access Points — provide radio coverage; performance depends on channel, interference and
client capability.

Benefits of wired: lower latency, higher reliability. Drawbacks: cabling cost, limited mobility.
Benefits of wireless: flexibility, ease of deployment. Drawbacks: susceptibility to interference, lower maximum

throughput.
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7.3.4 Network Topologies

Star All nodes connecttoa  Centralised traffic Easy fault isolation Single point of failure
central switch at hub
Mesh Nodes interm connect Redundant routes High resilience Complex cabling, cost

with multiple paths

Tree Hierarchical star Structured expansion Scalable Failure in parent
groups affects subtree

Logical topologies describe data flow irrespective of physical wiring; they are useful when analysing protocols
and routing behaviour.

7.3.5 Network Models

* Clientm Server — a server hosts services; clients request them. Centralised control, easier to secure.

e Thin Client — client relies on server for processing; reduces local resource use but needs constant
connectivity.

» Peermtom Peer (P2P) — all nodes act as both client and server; decentralised, resilient but harder to
manage.

7.3.6 Common Network Components

Server Hosts services (web, file, mail) Application/Transport
Client Consumes services Application

Router Forwards packets between networks Network

Switch Connects devices within a LAN, Datam link

forwards frames

Internet Connection / Backbone Provides external connectivity Network & Physical

7.3.7 The SevenmLayer OSI Model

. Application — interfaces for software (HTTP, SMTP).

. Presentation — data formatting, encryption.

. Session — session establishment and control.

. Transport — reliable delivery (TCP) or best effort (UDP).
. Network — logical addressing (IP), routing.

. Datamlink — framing, MAC addresses, error detection.

~N o 0o~ WN P

. Physical — electrical/optical signalling.
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Each layer encapsulates the one below and exposes a defined interface to the next higher layer.

7.3.8 The FourmLayer TCP/IP Model

Application Endm user services HTTP, HTTPS, FTP, SMTP, DNS
Transport Endmtom end delivery TCP, UDP

Internet Logical addressing & routing IP, ICMP

Network Access (Link) Physical transmission Ethernet, Wim Fi, PPP

TCP/IP is a pragmatic implementation of the OSI concept; many devices use it directly.

Background knowledge — not assessed:

The Pearson specification names the bottom TCP/IP layer the “network layer.” In industry, this same layer is
more commonly called the “Network Access,” “Network Interface,” or “Link” layer. The naming is confusing
because the OSI model’'s Layer 3 is also called the “Network Layer” — but it performs a completely different
function (routing and IP addressing). In the TCP/IP model, the “Internet” layer handles routing. The TCP/IP
bottom layer handles physical transmission and maps roughly to OSI Layers 1 and 2. If you see “network
layer” in a TCP/IP context in your exam, it refers to the bottom layer, not OSI Layer 3.

7.3.9 Data Packets
A packet contains:

» Header — source/destination addresses, protocol identifiers, errorm checking fields (CRC).
» Payload — user data.

e Trailer — often a checksum for integrity.

Packetisation allows efficient use of bandwidth and enables routers to forward only the header information.
Packet loss can occur due to congestion or link errors; protocols such as TCP detect loss and request
retransmission, while UDP does not.

7.3.10 Common Network Protocols

HTTP / HTTPS 80 /443 Web browsing
Mail SMTP, POP, IMAP 25/110/ 143 Email transfer
File Transfer FTP / SFTP 21/22 File upload/download
DHCP DHCP 67/68 Dynamic IP assignment
DNS DNS 53 Domain name resolution
Routing RIP, OSPF 520/89 Interior routing
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7.3.11 Bandwidth and Latency

e Bandwidth — maximum data rate a link can carry (measured in Mbps or Gbps). Higher bandwidth
reduces congestion but does not guarantee low delay.

e Latency — time taken for a packet to travel from source to destination (milliseconds). Low latency is
critical for realmtime applications such as VolP and gaming.

Network performance is the product of both: high bandwidth with high latency can still feel slow, while low
bandwidth with low latency may bottleneck throughput. Understanding these concepts helps in capacity
planning and troubleshooting.

Exam Angle

Network questions typically present an organisation scenario and ask you to select or justify a topology,
identify a protocol, or explain packet behaviour. Answers that give a specific reason tied to the scenario —
"mesh topology is preferred because the school cannot tolerate the single point of failure that a star topology
would introduce at the central switch" — score at higher bands than answers that list generic advantages. For
OSI/TCP-IP questions, always state the layer number and name together.

Summary
A competent digital support professional must:

1. Recognise the tradem offs when connecting devices.

2. ldentify network types, topologies and models appropriate to a situation.
3. Understand how wired and wireless media influence performance.

4. Map common components to their OSI layers.

5. Explain packet structure and protocol roles.

6. Analyse bandwidth and latency impacts on user experience.

These foundations enable effective design, maintenance and optimisation of digital environments.

Revision Checklist

[11 can describe two benefits and two drawbacks of connecting devices in a network.
[ 11 can identify and describe PAN, LAN, MAN and WAN by size, media and coverage area.

[ 11 can compare wired (copper Ethernet, fibre-optic) and wireless (Wi-Fi) connectivity and state pros and
cons of each.

[11 can describe star, mesh and tree topologies and state pros and cons of each.

[ 11 can distinguish between client-server, thin client and peer-to-peer network models.

[11 can name and describe the seven layers of the OSI model, including example protocols at each layer.
[ 11 can describe the four layers of the TCP/IP model and explain how they map to the OSI model.

[11 can describe the structure of a data packet (header, payload, trailer) and explain each component.
[11 can name common network protocols, their port numbers and their purposes.

[ 11 can explain the difference between bandwidth and latency.
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Security Risks (8.1)

Pearson ref: 8.1

Content area: Security (8)

Context:

All security risks in this section can be understood in terms of which element of the CIA triad they threaten —
Confidentiality, Integrity, or Availability. As you work through this section, ask: does this risk allow
unauthorised access (Confidentiality)? Does it alter or corrupt data (Integrity)? Does it prevent legitimate users
from accessing systems (Availability)? This is the reasoning framework the exam expects you to apply.

1. Types of Confidential Information Held by Organisations (8.1.1)

Organisations store a range of sensitive data that must be protected from unauthorised access:

Human Resources Salaries, benefits, staff personal details

Commercially Sensitive Client lists, stakeholder information, intellectual property,
sales figures, contracts

Access Information Usernames, passwords, multim factor authentication secrets,
PINs, access codes, passphrases, biometric data

These data sets are central to an organisation’s operations and competitive position. Their exposure can
directly compromise employee welfare, client trust, and the integrity of business processes.

2. Why Organisations Must Keep Information Confidential (8.1.2)

Maintaining confidentiality is essential for several intermrelated reasons:

Competitive advantage Salary data leaks allow rivals to poach staff with higher offers;
client lists enable competitors to approach prospects directly.

Privacy protection Personal details of employees or clients can be misused,
leading to identity theft or harassment.

Intellectual property security Design documents or proprietary algorithms copied by
competitors erode market position.

Regulatory compliance GDPR and other datam protection laws require organisations
to safeguard personal information; failure results in fines and
licence revocation.

Operational integrity Access credentials compromised can give attackers control
over systems, leading to further breaches or sabotage.

The loss of confidentiality undermines trust with employees, customers and regulators, and can trigger legal
and financial consequences.
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3. Potential Impact of Failing to Maintain Privacy and Confidentiality
(8.1.3)

When an organisation fails to protect confidential data, the repercussions are widem ranging:

Consequence Description

Regulatory penalties Nonm compliance with GDPR or industry standards can lead
to substantial fines and loss of operating licences.

Financial loss Direct costs include legal fees, compensation payments, and
remediation expenses; indirect costs involve lost revenue
from terminated contracts.

Reputational damage Public perception of poor data stewardship erodes brand
value and customer loyalty, potentially leading to market
share decline.

Legal action Affected individuals or partners may pursue litigation for
breach of contract or negligence.

Security degradation Compromised credentials can open the door to further
attacks such as ransomware, phishing campaigns, or insider
threats.

These outcomes illustrate that confidentiality is not merely a technical requirement but a core business risk
that must be managed proactively.

4. Practical Takemaway for Digital Support Professionals

1. Identify the categories of confidential data your organisation handles.

2. Apply appropriate safeguards: strong passwords, MFA, encryption, and strict access controls.

3. Monitor for signs of compromise (failed login attempts, unusual data transfers).

4. Respond swiftly to incidents by following incidentm management procedures and reporting breaches to
the relevant authorities.

By embedding these practices into everyday work, you help protect the organisation’s assets, comply with
law, and maintain stakeholder confidence.

Exam Angle

Security risk questions present a scenario and ask you to identify the category of confidential information at
risk, explain why it must be protected, or describe the impact of a breach. Use CIA triad language in your
answer — identify which dimension (Confidentiality, Integrity, Availability) is most threatened and explain the
specific consequence. A developed answer distinguishes between immediate technical impacts (credential
compromise, data exposure) and downstream business impacts (regulatory fines, reputational damage, legal
action).
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Revision Checklist
[11can name and describe three categories of confidential information held by organisations (HR data,
commercially sensitive data, access information).
[ 11 can explain five reasons why confidentiality must be maintained (competitive advantage, privacy
protection, IP security, regulatory compliance, operational integrity).
[ 11 can describe five potential impacts of failing to maintain confidentiality (regulatory penalties, financial
loss, reputational damage, legal action, security degradation).

[ 11 can describe four practical steps a digital support professional should take to protect confidential
information.
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Types of Threats and Vulnerabilities (8.2)

Pearson ref: 8.2

Content area: Security (8)

1. Technical Threats and Their Impacts (8.2.1)

Technical threats arise from software, network or system weaknesses that can be exploited by attackers.
They can compromise confidentiality, integrity or availability of data and services.

Typical Behaviour Impact on an Organisation

Botnets
Denialmofm Service (DoS / DDoS)

Malware (viruses, worms, ransomware,
spyware, keyloggers)

Social Engineering (phishing,
spearm phishing, smishing, vishing,
pharming, watering hole, USB baiting)

SQL Injection / Code Injection

Zerom Day Exploits

Prevention and Mitigation

 Deploy antim virus/antim malware solutions and keep them updated.

A network of infected devices controlled
remotely.

Flooding a target with requests until it
cannot respond.

Selfmreplicating or stealthy code that
alters or steals data.

Manipulating people to reveal
credentials or install malware.

Injecting malicious code into database
queries.

Unknown vulnerabilities exploited
before patching.

» Use firewalls, rate limiting and DDoS protection services.

Mass traffic for DDoS, spam
distribution, data exfiltration.

Service unavailability, revenue loss,
reputational damage.

Data loss, financial theft, system
downtime.

Credential compromise, insiderm style
attacks, data leaks.

Unauthorized data access, corruption.

Rapid compromise, stealthy
persistence.

» Implement strong authentication (multimfactor) and enforce password policies.

» Conduct regular penetration testing to uncover hidden vulnerabilities.

* Provide user awareness training on phishing and social engineering.

» Apply security patches promptly and maintain an inventory of software versions.

2. Technical Vulnerabilities in Systems and Data (8.2.2)

Vulnerabilities are weaknesses that can be exploited by the threats above. They often stem from design or

configuration errors.

Weak Encryption

Inadequate Password Policy
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Use of outdated ciphers, no encryption
at rest.

Short passwords, reuse across
services.

Adopt strong, modern algorithms
(AESm 256), enable TLS 1.3.

Enforce minimum length, complexity,
rotation and lockout after failed
attempts.
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Lack of Multim Factor Authentication  Singlemfactor login only. Enable MFA for all remote access and

(MFA) privileged accounts.

OutmofmDate Components Unsupported OS or application Maintain a patch management
versions. schedule; retire legacy systems.

Firmware Vulnerabilities Unpatched router firmware. Update device firmware regularly, use

secure boot where possible.

3. Human Threats (8.2.3)

Human factors can introduce risk through error or malicious intent.

Human Error (e.g., mismlabeling files, accidental deletion) Provide clear procedures, use confirmation dialogs, conduct
regular training.

Malicious Employee Immediate removal from premises, suspend accounts,
enforce least privilege.

Disguised Criminals / Social Engineering Verify visitor identity, accompany visitors, maintain a visitor
log.
Poor Cyber Hygiene (e.g., leaving machines unlocked) Enforce lockm screen policies, avoid writing passwords down,

use password managers.

4. Physical Vulnerabilities (8.2.4)

Physical security protects hardware and data from environmental or intentional damage.

Lack of Access Control Install entry control systems, use complex access codes,
change them regularly.

Tailgating / Shoulder Surfing Train staff to check credentials, use privacy screens, enforce
nomtailgating policies.

Vandalism or Theft Secure equipment in locked rooms, use CCTV, implement
asset tracking.

Natural Disasters (fire, flood, storm) Develop disaster recovery plans, maintain offm site backups,
use ruggedised hardware where needed.

5. Impact of Threats and Vulnerabilities on an Organisation (8.2.5)
The combined effect of technical, human and physical threats can be severe.

e Loss or Leakage of Sensitive Data — Breaches expose personal or corporate information.

» Unauthorised Access to Digital Systems — Compromised credentials allow attackers to move
laterally.

» Data Corruption — Malware or injection attacks alter or destroy data integrity.
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 Disruption of Service — DoS/DDoS and ransomware lock users out, affecting availability.
e Unauthorized Physical Access — Inadequate controls can lead to theft of devices or tampering with
infrastructure.

Effective security programmes address each layer—technical controls, human training, and physical
safeguards—to reduce the likelihood and impact of these incidents.

6. Summary

Understanding the types of threats and vulnerabilities, their impacts, and how to mitigate them is essential for
a digital support professional. By combining robust technical measures, vigilant user behaviour, and solid
physical security, organisations can protect their data, systems and reputation against evolving cyber risks.

Exam Angle

Threat and vulnerability questions ask you to identify a threat type from a description, explain its impact on a
CIA dimension, or match a vulnerability to its mitigation. Name threats precisely — spear-phishing rather than
just phishing, ransomware rather than just malware. Identify which CIA dimension the threat targets: social
engineering attacks target Confidentiality; ransomware targets Availability; SQL injection targets Integrity. A
strong mitigation answer states the specific control and explains how it prevents or reduces the named threat.

Revision Checklist

[11 can describe six categories of technical threat (botnets, DoS/DDoS, malware, social engineering,
SQL injection, zero-day exploits) and explain the impact of each.

[11 can name five technical vulnerabilities and describe the mitigation for each.
[ 11 can describe four types of human threat and state a prevention measure for each.
[ 11 can describe four types of physical vulnerability and state a mitigation for each.

[ 11 can explain the five ways that threats and vulnerabilities combine to impact an organisation.
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Threat Mitigation

Pearson ref: 8.3

Content area: Security (8)

Introduction

(8.3)

Threat mitigation is the set of actions that a digital support professional takes to reduce the likelihood, impact
or cost of an attack or failure. In practice this means recognising the type of threat — technical, human or
physical — and applying the appropriate control from a toolbox that includes configuration hardening, software
protection, network segregation, user management and recovery planning.

Context:

Every threat mitigation method in this section exists to protect one or more elements of the CIA triad. When
evaluating which control to recommend in a scenario, consider: which CIA dimension is most at risk, and does
this control address it? Controls also support the IAAA model — particularly Authentication (verifying identity)
and Authorisation (controlling access). Section 8.4 covers CIA and IAAA in full; refer back to it if needed.

1. Common Threat Mitigation Techniques (8.3.1)

Security Settings (Hardware &
Software)

Antim Malware Software
Intrusion Detection Systems (IDS)

Encryption

User Access Policies &
SoftwaremBased Access Control
Staff Vetting & Training

Device Hardening

Backups (Full, Incremental,
Differential)

Software & Firmware Updates

Air Gaps
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What it Does Typical Implementation

Hardens the operating system or device
to minimise attack surface.

Detects and removes viruses, worms,
ransomware and other malicious code.

Monitors network or host traffic for
suspicious activity.

Protects data in transit and at rest.

Limits what users can see or do based
on role or need.

Reduces risk from insider threats and
human error.

Removes unnecessary components
and secures firmware.

Enables recovery after data loss or
ransomware.

Fixes known vulnerabilities before they
can be exploited.

Physically isolates critical systems from
networks.

Disable unused services, enforce
strong password policies, enable device
encryption.

Install reputable AV, schedule regular
scans, keep signatures up to date.

Hostm based IDS on servers, network
IDS at perimeter routers.

Hashing for passwords, symmetric AES
for files, asymmetric RSA for key
exchange.

Rolem based access control (RBAC),
least privilege principle.

Background checks, regular security
awareness sessions.

Disable Bluetooth when not needed,
update BIOS/UEFI, use secure boot.

Store copies offmsite or in the cloud,;
test restores regularly.

Enable automatic updates, apply
patches within 48 h of release.

Use dedicated hardware for sensitive
data processing.
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API Certification Ensures thirdm party interfaces meet Follow NCSC or ISO guidelines when
security standards. integrating APlIs.

VPNSs (Virtual Private Networks) Encrypts remote connections to Use strong encryption, enforce MFA for
organisational resources. VPN access.

Multim Factor Authentication (MFA) Adds an extra verification step beyond Combine something you know
passwords. (password) with something you have

(token).

Password Managers Stores and generates complex Enforce organisational policy on

passwords securely. manager usage.

Port Scanning & Penetration Testing  Identifies open services and exploitable =~ Conduct regular scans, engage external
weaknesses. testers for deeper assessment.

2. Internet Security Processes (8.3.2)

2.1 Firewall Configuration

Firewalls filter traffic based on rules that specify:

Inbound/Outbound Control which packets can enter or leave the network.
TrafficmType Allow only required protocols (e.g., HTTP, SSH).
Application Rules Permit specific applications while blocking others.

IP Address Rules Whitelist or blacklist particular hosts or subnets.

A wellm configured firewall is the first line of defence against unauthorised access.

2.2 Network Segregation

Segregating a network reduces blast radius:

* Virtual Segmentation (VLANS) — logical separation within the same physical infrastructure.
* Physical Segmentation — separate cabling or switches for sensitive areas.

» Offline Networks — isolated systems that never connect to the internet.

2.3 Network Monitoring

Continuous observation of traffic and logs helps detect anomalies early:

 Deploy IDS/IPS sensors at key points.
 Analyse log files for unusual patterns (e.g., repeated failed logins).

* Correlate alerts with threat intelligence feeds.

3. Practical Steps for a Windows 10 VM

1. Apply all available updates — enable automatic patching.
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2. Install and configure antimmalware — set realmtime protection, schedule daily scans.

. Enable BitLocker encryption — protect data at rest.

. Configure the Windows Defender firewall — allow only required inbound/outbound rules.
. Set up alocal backup strategy — full backup weekly, incremental daily.

. Use a password manager — generate strong passwords for all accounts.

. Enable MFA on administrative accounts — use authenticator apps or hardware tokens.

. Conduct a port scan — identify and close unnecessary open ports.

© 00 N O O b~ W

. Run a penetration test (internal) — simulate an attacker to uncover hidden weaknesses.

4. Summary

Threat mitigation is a layered approach that combines technical controls, user management, physical
safeguards and recovery planning. By understanding each technique’s purpose, benefits and limitations, a
digital support professional can design a robust security posture that protects data, systems and users from
evolving threats.

Exam Angle

Threat mitigation questions ask you to recommend a control for a described threat, explain how a specific
technique works, or describe steps for hardening a system. A strong answer names the specific control,
explains what it does and which CIA dimension it protects. For scenario questions, identify the threat type first,
then select a proportionate control. For firewall questions, identify the rule type (inbound/outbound,
traffic-type, application, IP address) and explain what it permits or blocks.

Revision Checklist

[11 can name and describe at least ten threat mitigation techniques from the specification list.

[11 can explain the purpose of firewall configuration rules (inbound/outbound, traffic-type, application, IP
address).

[11 can describe three methods of network segregation (VLANS, physical segmentation, offline
networks).

[11 can describe three network monitoring approaches and explain what each detects.
[ 11 can describe the nine practical hardening steps for a Windows 10 system.

[ 11 can connect each mitigation technique to the CIA dimension it primarily protects.
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Interrelationship of Components Required for
Effective Security (8.4)

Pearson ref: 8.4

Content area: Security (8)

CIA triad — three interdependent security dimensions

Diagram (rendered in web version)

graph TD C["Confidentiality Only authorised users can access data"] I["Integrity Data has not been
altered without permission"] A["Availability Data is accessible to legitimte users when needed"] C
-->|"access control prevents unauthorised nodification"| | | -->"trustworthy data supports reliable,

usabl e access"| A A -->|"accessible systens allow ...(1 nore |ines)

IAAA model — the four sequential stages of access control

Diagram (rendered in web version)

flowchart LR ID["ldentification Who are you? Usernane Smart card Bionetric"] AU "Authentication Prove
your identity Password + OTP Bionetric check"] AZ["Authorisation Wat can you do? RBAC - RuBAC Access

control lists"] AC["Accountability ...(4 nore |ines)

1. Introduction

Effective security is not achieved by a single control but by the coordinated action of several interdependent
elements. The Pearson specification requires students to understand how the CIA triad and the IAAA model
work together, recognising that each component supports the others in maintaining confidentiality, integrity
and availability while ensuring proper identification, authentication, authorisation and accountability.

2. CIA Triad Interrelationships (8.4.1)

What it Protects How It Relies on Other Elements

Confidentiality Keeps data private by limiting who can Requires authentication to verify identity
see or use it. and authorisation to enforce access
limits; integrity checks ensure that
authorised changes have not exposed

data.
Integrity Guarantees that data has not been Depends on confidentiality (only
altered without permission. authorised users may modify) and
availability (data must be reachable for
verification).
Availability Ensures that legitimate users can Relies on integrity (tampered data could
access data when needed. render services unusable) and

confidentiality (unauthorised disclosure
can lead to denialm ofm service attacks).
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The triad forms a cycle: protecting one element strengthens the others, creating a resilient security posture.

3. IAAA Model Elements (8.4.2)

3.1 Identification
* Purpose: Recognise who is attempting to use the system.

» Techniques
m Knowledgem based: usernames or passwords.
m Possessionmbased: smart cards, tokens.
m Biometric: fingerprints, retina scans.
* Benefits & Drawbacks
Identification alone does not prove legitimacy; it merely presents a claim. Biometric methods offer strong
proof but can be costly and raise privacy concerns.

3.2 Authentication
» Purpose: Verify that the claimed identity is genuine.
» Techniques
m Singlemfactor: password or PIN.
m Multim factor: combination of something you know, have, or are (e.g., password + OTP).
m Biometric verification as an additional factor.
* Benefits & Drawbacks

Multim factor authentication significantly reduces the risk of credential compromise but can increase user
friction and require infrastructure for token management.

3.3 Authorisation
e Purpose: Determine what authenticated users may do.

* Models

m Role-Based Access Control (RBAC): permissions are grouped into roles that reflect job functions. A
user's role determines which resources they may access and what actions they may perform.

m Rule-Based Access Control (RUBAC): access is governed by fixed system-level rules that apply
regardless of the user's role — for example, "no access outside working hours" or "no downloads from
external networks."

m Access control lists (ACLSs): explicit lists that specify which users or system processes are granted access
to particular resources and what operations they may perform.

» Benefits & Drawbacks

RBAC simplifies administration and supports least-privilege enforcement but can become difficult to manage
when roles proliferate. RUBAC adds consistent context-based restrictions but is inflexible for individual
exceptions. ACLs provide granular control but can become large and hard to audit in complex systems.

3.4 Accountability
» Purpose: Trace actions back to responsible users.
* Mechanisms
m Audit logs: record authentication attempts, access events and changes.
m User activity monitoring: realmtime alerts for anomalous behaviour.
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m Logging standards (e.g., syslog, Windows Event Log).
» Benefits & Drawbacks

Robust logging aids incident response and compliance but generates large volumes of data that must be
stored securely and analysed efficiently.

4. How the Models Interact
1. Identification - Authentication
The system first recognises a user’s claim; authentication then confirms it.

2. Authentication — Authorisation

Only authenticated users are evaluated against access control policies.

3. Authorisation — Accountability

Every authorised action is logged, enabling traceability.

4. CIA Triad « IAAA

m Confidentiality is enforced through authorisation and protected by authentication.
m Integrity relies on authenticated, authorised changes and audit trails to detect tampering.

m Availability depends on reliable authentication mechanisms that do not block legitimate users while
preventing denialm ofm service attacks.

5. Practical Example

A corporate network uses RBAC with two roles: Finance Analyst and IT Administrator.

_ Identification Authentication Accountability

Finance Analyst View financial reports, = Username Password + OTP Log access to report
export data files

IT Administrator Modify network Smart card Smart card + biometric  Audit logs of
settings, manage scan configuration changes
users

 Confidentiality: Only the Finance Analyst can read sensitive reports.
* Integrity: Any change to a report triggers an audit log entry.

* Availability: Both roles have redundant authentication methods to avoid single points of failure.

Exam Angle

Extended-response questions on security ask you to explain how the CIA triad and IAAA model apply to a
given scenario, or to evaluate whether a set of controls adequately protects all three CIA dimensions. A
complete answer addresses Confidentiality, Integrity and Availability separately, then connects at least two
IAAA components to the controls described, applied to the specific organisational context in the question.

6. Summary

Students should be able to:
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e Explain how confidentiality, integrity and availability reinforce each other.
 Describe the four components of the IAAA model, including common techniques and their tradem offs.

* Analyse a real or hypothetical system to show how identification, authentication, authorisation and
accountability work together to protect the CIA triad.

7. Further Reading

« Pearson slide deck “Security — Interrelationship of Components” (slides 5-8) for visual summaries.

» GeeksforGeeks articles on Access Control and AAA for detailed technical explanations.

Revision Checklist

[ 11 can explain how Confidentiality, Integrity and Availability interrelate and reinforce each other.

[ 11 can describe each of the four IAAA components (Identification, Authentication, Authorisation,
Accountability) including techniques used for each.

[11 can state a benefit and a drawback of each IAAA component.
[11 can explain how each IAAA component maps to a CIA dimension.
[11 can describe the sequence in which IAAA components operate and explain why the order matters.

[11can apply the CIA triad and IAAA model to a described system to evaluate its security controls.
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